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CHAPTER 1

PROJECT SUMMARY

This project reviews the key topics related to database server administration in SQL Server 2019. Ensure
that the following steps are performed on a clean installation of Windows Server 2019.

You are required to install a new SQL Server 2019 database server that will be used by developers
within your organization. All server maintenance will be your responsibility and you must communi-
cate/coordinate with the company developer in order to create the appropriate structures and objects on
the database server. You will connect to the SQL Server 2019 computer as the Administrator Windows
account (or sa account), but all other connections will be done using a separate account.

For this project, I would be using the following :
e UTM Virtualisation (since I am using a MAC host)
e Windows Server 2025 as Operating System
e SQL Server 2022

Microsoft

HE \\findows Server2025 SQL Server

2022

Figure 1.1: Working environment for this project



CHAPTER 2

INSTALLATION
(Steps 1-3)

2.1 Installation of Windows Server 2025

Step #1 : Install a new virtual machine with Windows Server 2019. Ensure that this new virtual machine
is called DBSERVER and is a domain controller for the domain yourname.com (where yourname is your
last name). 1 mark

T T——

Installing Windows Server

Figure 2.1

2.2 Installation of SQL Server 2022

Step #2 : Install a default instance of SQL Server 2019/22. 1 mark

Server1 - Windows 2025

File Edy View Gt Tools BExtensions Wind:

- =9 u% New Query .@ - -

Execute
istered Servers
|E
=] roups
ct Explorer
wnect~ ¥ i (O
b . 2 192.168.2.158 (SQL Server 16.0.1000.6 - woot)
O 1l <4 server1- Windows 2025 = Datanates
@ Sql Server Configuration Manager ] System Databases
File Action View Help = Database Snapshots
7| @ 2] W
eoz|cE 0@ ‘*‘gED,
® roject
{8 SQL Server Configuration Manager (Loc|| Name State i - J .
8 thzme':f"’"eic . #950L Server Integration S... Running - g S;:TJ]ETE
B 50 e o o DSCU S W) Faning F
g 5 Azure Extension FM'SQL SENQE[ [E®SQL Server (MSSQLSERV... Running @ test
, 3. SQL Server Network Configuration [3)SQL Server Agent (ARFA)  Running @ i test_db
, B SQL Native Clent 11.0 Configuratio | 1950k Server Browser Running = @ TSQL2016
[)5QL Server Agent (MSSQ... Running _ =

¥ Azure Extension For SQL Server

Figure 2.2



2.3. Logins

2.3 Logins

Step #3 : Ensure that Windows and SQL logins can be used. Give the sa account a password of
Secret555. 1 mark

E Connect (Preview) % E Connect (Preview)

History Browse History  Browse

- 4 RecentC =
Recent Connections
W 192.168.2.158, master (woot) =
8 192:168.2158, master (woot) 8 SERVERT\ARFA, BranchOffice (RAJEEVKHOODEERA\Administrator)
W SERVERT\ARFA, BranchOffice (RAJEEVKHOODEERA\Administrator)  SERVERTRFA, master (RAJEEVKHOODEERAMdministrator)
8l SERVERT\ARFA, master (RAJEEVKHOODEERA\Admiristrator) = 1921682158 master (RAJEEVKHOODEERM\ Administrator)
W 192.168.2.158, master (RAJEEVKHOODEERA\Administrator) 8 192.168.2.158, Project (RAJEEVKHOODEERA\Administrator)
@ 192.168.2.158, Project (RAJEEVKHOODEERA\Administrator) B8 1971682 158 Drmimct fwnctl hd
B 107 1A% 2 158 Drniart fwnnf! v (¥) Connection Properties
) Connection Properties SeverName: 1921682158 |
Server Name: [sERVERTARFA ‘ SQL Server Authentication -]
) User Name: woot
Authentication: ‘Wmdows Authentication "
Password: . |
User Name: ‘»‘;u KHOODEERAVAGI
Remember Password
Password: ‘ Database Name: | master -]

Figure 2.3



CHAPTER 3

CONFIGURATION
(steps 4-7)

3.1 Configuring TCP port

Step #4. Allow TCP connections on TCP port 1433 and ensure that all services (including the SQL
Server Agent) are set to automatically start each time the server is booted. 2 marks.

File Action View Help o
LI 7| Name. state Start Mode LogOnAs
18 5L serverConfiguration Mansger (loca) | protocolName _ Stats | EDSQL Server (MSS.. Runming Automatic NT Service\Mss
 saLse " 3';[ #55QL Server Browser Stopped Other (Boot, Syste...  NT AUTHORITY
| 4 NamedPipes  Disabled Y| BbsaL server Agent... Running Manual NT Service\sQL
+cee bl o’
TCPP Propertes T x
SQU Server Agent (SSQLSERVER) Properties 7 X
Protocs P AdSesses
B Logon Servee  Advanced
s =
= B Genera
1680:2734:3ee87CT3:4666%16 =
1433 Exit Code
= Host Name
v e JSSQLSERVER
n2e215 s semice e e
- = Manuat =
o Oisabled
o Manual
fesvs IS ‘

Figure 3.1: TCP port for MSSQL

3.2 Mail configuration

Step #5. Set up a fake Database Mail profile and account that can be used to send email (the details
and name are irrelevant). 1 mark

9 Databaze Mai Cont ard - 192.1682.158 - o x

| ¥ Add Account to Profile Woot_emai” N - o x
Welcome to Database Mail Configuration Select account to add to the profile
Wizard
Account name: RajeevFakeMaiAccount,

Database Maiis a SQL Severcompanent thtuseshe Sl Mai Transer Proocol ot adkeom:
= Server name:

aabase Ml accourds and prfles

st Ml secury
« Cangung Database Ml syem parancters New Accourt.
Cick Net o conte,or Cancelo et e wizard

oK Cancel Hep

1 e e e ]
42 -- 5. Add the job to the server
43 v EXEC sp_add_jobserver
uy @job_name = N'MaintenancePlan_RebuildIndexes'
us @server_name = N'(LOCAL)'
G |@ s e
5 Send Test E-Mail from Serverl - o x Dot
se b
Acton ot
Database Mai Profie: woot_emai - @ Create new acoount Rajeev Yahoo'for STP server 1521682158 Success
To: raieev khoodeeram @gmai com| @ Creste New profle woot_emai Success
—————————————— lure, @ ddscoouet Rafee Yaboo'to e oot _emaf wthprioty T Success
Subject Database Mai Test
Body: Thisis atest exmal sent from Database Mad on
Server]
10
i —
( Send Test E-Mail |
Close

Figure 3.2: Creating a fake database mailt



6 3.3. Operator configuration

3.3 Operator configuration

Step #6. Configure an operator for yourself that lists your triOS email address and availability times
(be creative here).

Ibject Explorer v x 5 4 SUL Server Agent Compl - o x
Connect~ ¥ (3PS o i Jobs T Script + @ Help
@ & Policy Management - [] Maintenan==Dlaa Robui I
# 1 Data Collection . New Operator... Name: 1705 _0PetOr 8 Enabled
@ B Resource Governor ] = syspolicy | . i a—
5 [f] Bended Events o @ Job Activity Script Operatoras  » Emai name:
Maintenance Plans L @ 9 Alerts 75( p—— e .
@ W SQL Server Logs = TS arn Powershel Paceor o iy schodide
& Database Mail = .p = P — 8 Hondsy
3 Distributed Transaction Coor [~ trios_oper; Reports 4 B Toesday F
5 8 SQL Server Agent [ © Proxies = | B Wednesday
= l{:‘:’bs @ I Error Logs ename © Thusday s I
MaintenancePlan_Rebuils -
B syspolicy.porge ;imry 7 I%] XEvent Profiler Delete @ Fiday 800:00 AM + '_)mwm
5 " O Saturd: 8.00.00 AM 3 6 '
@ Job Activity Monitor Refresh nd
Alerts O sunday

New Ope]
Start PowerShell | -

Reports

Refresh

Figure 3.3: Creating a trios operator

3.4 SSMS Query

Step #7. Create a folder in your virtual machine called C' : \ Project. Next, open a new query in
SSMS. Right-click the white background of the query window and click Results To > Results to File.
Next, execute the following queries in this window. When prompted to save the results to a file, choose
C : \Project\1.rpt.

e SELECT @Q@SERVERNAME AS ’Server Name’

« SELECT DEFAULT_DOMAIN()[DomainName]
o SELECT * FROM sys.dm_ server_ services

o SELECT * FROM sys.tcp_endpoints

o SELECT * FROM msdb.dbo.sysmail_account

o SELECT * FROM msdb.dbo.sysoperators

S v mewne - v oso sr(@) s 608 @aEHEd | 3 =) e w

5QLQuery3.sql.istrator (52)) & X

1

Server! - Windows 2025

o View Hep
& cut
@ Copy (1 row affected)
Paste DomainName
O+ ] Insert Snippet...
i RATEEVKHOODEERA
Databases - 1 Surround With.
er (1 row affected)
ables Connection
fiews Open Server in Object Bxph _ servicename
iynonyms P Execute
rogrammabilty o
2 Display Estimated Executio
jenvice Broker 85 Diplay Estimated Executio oo "¢ 0" wssqlserver)
itorage. [E] intelisense Enabled
jecurity U3 Trace QueryinSQL Server| - SQL Server Agent (MSSQLSERVER)
el Analyze Queryin Database
b 2 rows affected)
adb b Design QueyyinEditor.. ¢ )
[oms £ Include Actual ExecutionP "™
£8 Include Live Query Statistic
#3 Include Client Statistics TSQL Default TeP
= & ResultstoTedt  CtrieT Results To (2 rows affected)
igh Avaiabity ResultstoGid __ Ctrl+D F Properties Window account_id name
ot

ptions. 1 RajeevFakeMailaccount

o) Resultstofile [y CtlsShiteF | = e ootions. 1 meteeorememitaean T
Boent (Anent XPs dicabled) L] B
(1 row affected)

Figure 3.4: Generating RPT 1



CHAPTER 4

DATABASE AND SQL USER / LOGIN
(Steps 8-11)

4.1 Creating database Project

Step #8. Create a new database called Project. Ensure that the location of database files optimizes
database performance (do not use the default file location). 1 mark.

stepB.sql - 1..istrator (52)) + x [COIN R INE T Object Explorer B
~ CREATE DATABASE Project Connect~ ¥ *¥ -
ON PRIMARY ey ARTEERTAS)
p = B 192.168.2.158 (SQL Server 16.0.1000.6 - RAJEEVKHOODEERA\Administrato
4 NAME = Project_Data 8
FILENAME = 'C:\mis-2625\Data\Project_Data.mdf - System Databases
SIZE = 168 ® Database Snapshots
MAXSIZE = 200MB N
) @ 1 Database Diagrams
1 LoG ON 5 W Tables
® Views
NAME = Project_Log .
FILENAME = 'C:\mis-2625\SQLLogs\Project_Log.ldf @ I Edemal Resources
S17E - e @ ¥ Synonyms
MAXSIZE = SoMB & ¥ Programmability
1 FILEGROWTH = 5MB @ W Query Store
100% <] © Nolssues found ‘ oL o il Service Broker
) Messages & ¥ Storage
Commands completed successfully @ 1 Full Text Catalogs
Completion time: 2025-03-10T0; @ ¥ Partition Schemes
@ 1 Partition Functions [N

Figure 4.1: Creating database Project

4.2 SQL Login on Windows Server

Step #9. Create a SQL login for the developer on the server called woot with a password of Secret555.
1 mark

TP R RSRETREY SO Queryé.sal .strator (54))" Object Explorer -8

1 v CREATE DATABASE Project e i -
ON PRIMARY ey onnect~ ¥ ¥ Yo

5 @ 1921682158 (SQL Server 16.0.1000.6 - RAJEEVKHOODEERA\Administrato

NAYE = Project_Data o
FILENAME = 'C:\mis-2025\Data\Project_Data.mdf @ B System Datobases
StzE - 10M8 5 151 Database Snapshots
MAXSIZE = 200M8 o
8 FILEGROWTH = 10M8 L “’JE““(
) Database Diagrams
L0G ON Tables

NAME = Project_Ls * =

= Project_Log

FILENAME = 'C:\mis-2025\SQLLogs\Project_Log.ldf * Extemnal Resources
SIZE = sme. 5 W Synonyms
MAXSIZE = S0MB @ 1 Programmability
1 FILEGROWTH = 5HB @ ¥ Query Store
100% +|  © Noissues found ‘ oL .

Service Broker
B9 Messages Storage
Commands completed B M Full Tet Cotalogs
Complevion vime: @ 1 Partition Schemes
% 1 Partition Functions [N

Figure 4.2: Creating database Project

4.3 SQL User in Project

Step #10. Create a SQL user in the Project database called woot for the developer and ensure that the
developer can perform any functions within the Project database. 2 marks



4.4. SMSS Query

script-step-10...strator (67)) = X
1

USE Project;
)

4 —- Create a database user mapped to the existing login
5 CREATE USER woot FOR LOGIN woot.
=

—- Grant full control (db_omner role) to the user
ALTER ROLE db_owner ADD MEMBER woot
o S—

2. 6783690-08:00

Recent Cons
@ 192.168.2.158, <default> (RAJEEVKHOODEERA\Administrator)

Figure 4.3: Creating database Project

4.4 SMSS Query

Step #11. Open a new query in SSMS. Right-click the white background of the query window and click
Results To > Results to File. Next, execute the following queries in this window. When prompted to

save the results to a file, choose C' : \ Project\2.rpt.

SELECT db.name AS Name, type\_desc AS Type,Physical\_Name AS Location

FROM sys.master\_files mf
INNER JOIN sys.databases db
ON db.database\_id = mf.database\_id

SELECT * FROM sys.sql\_logins WHERE name =

USE Project
GO

’woot’

SELECT * FROM sys.sysusers WHERE hasdbaccess = 1

SELECT * FROM sys.database\_role\_members

SELECT * FROM sys.database\_principals WHERE name = ’db\_owner’

j 2.rpt - Notepad
‘hisPC > Local Disk (C

File Edit Format View Help

Name

D 1.rpt woot

B W NS
(@ roms affected)
Name name
[ 2t (1 rom affected)
[ 3upt uid  status name
D S.rpt
[ 1rpt
) 12.pt
[ 14.pt

[ BranchOffice
| &l BranchOffice_log

[7] BulkRecords (2 rows sffected)

[7] Project.bak name

[) Project Fullbak | db_omner

D Project_Log.bak (1 row affected)

[ scriptt.rpt

Completion time: 2825-89-11T@5:36:56.2845719-88:08

Figure 4.4: Generating report RPT2 — to be reworked in canva



CHAPTER 5

EMPLOYEE SCHEMA
(Steps 12-19)

5.1 Employee table

Step #12. Although the developers will be creating most tables in the database, they have asked you
to create a table for them in the Project database called Employee in a new schema called HR. A sample
of the type of information that this table will store is shown below — use this information to set up
the appropriate fields and constraints (ensure that you use the best data types). Ensure that there is a
primary key (you can add a field for one) and that there is a clustered index on the primary key field. 6
marks

+1
=

Figure 5.1: Generating report RPT2 — to be reworked in canva

5.2 Non-clustered indexes

Step #13. Create 2 separate non-clustered indexes on the last name and office fields. 2 marks

—ect (woot (61)) = X | T step-12.5q - 1..ject (woot (63))
-- @Author : Rajeev Khoodeeram, trios College, ON, Canada

-- Make sure we are in the Project database

USE Project

G0

6 -- Create non-clustered index on LastName
7 CREATE NONCLUSTERED INDEX IX_Employee_LastName
ON HREmployee Lastiame
o

-~ Create non-clustered index on Office
~, CREATE NONCLUSTERED INDEX IX_Employee Office

ON HR.Enployee (OFFiceNo
G =

100% +|  © Noissues found u
B Messages

ima: 2025-03-12T00:40:32.9844160-08:00

T

Figure 5.2: Generating report RPT2 — to be reworked in canva



10 5.3. SMMS report - r3

5.3 SMMS report - r3

Step #14. Open a new query in SSMS. Right-click the white background of the query window and click
Results To > Results to File. Next, execute the following queries in this window. When prompted to
save the results to a file, choose C : \ Project\3.rpt.

e USE Project

« GO

o SELECT * FROM INFORMATION__SCHEMA.COLUMNS where TABLE_ NAME="Employee’
SELECT * FROM HR.Employee

e SELECT * FROM sys.indexes
« WHERE object_id =
o (SELECT object_id FROM sys.objects WHERE name = 'Employee’)

step-14:sql - ..ect (woot (61)) = X
el |

USE Project
G0
SELECT » FROM INFORMATION_SCHEMA.COLUMNS where TABLE_NAME='Employee’
SELECT » FROM HR.Employee
SELECT * FROM sys.indexes
id =

0 WHERE object_id
1 (SELECT object_id FROM sys.objects WHERE name = ‘Employee’)

Complecion time: 2025-09-12T00:47:07.4789530-03:00

Figure 5.3: Generating report RPT3

5.4 Maintenance plan

Step #15. Create a maintenance plan that rebuilds all indexes on this table and updates all statistics
each Sunday at 5:00a.m. Any problems should be emailed to you. Execute your maintenance plan to
ensure that it works. Finally, right-click your maintenance plan and choose Modify to view a flowchart
of its configuration. Take a screenshot of that configuration and save it as C : \ Project\4.png.

5.5 User project-access

Step #16. Create a SQL login and user called project-access that has the password Secret555. Ensure
that project-access only has SELECT permissions to the HR.Employee table.

i Database User - project-access B0tz ce U= ot e - 0o X
Selectapage T Script ~ @ Help

Selecta page LT Script ~ €@ Help ¥ Geneal

» % Owned Schemas
& Wemberstip User name: project-access

& Owned Schemas VY secube:]

K Membership User type: # Extended Properties Securables: Search

& Securables SQL user with login _ Schema Name Type

& Extended Properties (B HR Employee. Table

User name
project-access

Login name:

projectaccess g

Default schema:

dbo Connection

et Eplct ect
e Pemsson Geartor Grant WinGnt Deny
Insert ] o o
Reerence: & o ]
Select O o o
Progress. Select ot L @ Q @]
Take ownership ( ) w]

{

\\\\\

Figure 5.4: Creating user project-access



11 5.6. User project-update

5.6 User project-update

Step #17. Create a SQL login and user called project-update that has the password Secret555. Ensure
that project-update only has permissions to add, update and delete records in the HR.Employee table.

step-17.5ql- .ect (oot (61) + X [ERIE RG]
1 — 10 Create a SQL Server login

USE [master]

G0

' CREATE LOGIN [project-update]

WITH PASSWORD = N'Secret555*
CHECK_POLICY = ON
G0

- 2 Create a database user in your Project database
USE [Project];
c0

CREATE USER [project-update] FOR LOGIN [project-update];
G0

3 Grant permissions on HR.Employee table only
oung « e cm1 o sec

desc | ObjectName |type_desc
Employee | USER_TABLE
Employee | USER_TABLE
Employee | USER_TABLE

@ Database User - project-update

Selecta page LT Script ~ @ Help
» :
# Owned Schemas S = T
& Membership Usertype: Bl v T

& Securables SQL user with login T’

& Extended Properties

User name:

project-update

Login name

projectupdate Qe
Defauit schem

dbo

Figure 5.5: Creating user project-update

5.7 SMSS Report - r5

Step #18. Open a new query in SSMS. Right-click the white background of the query window and click
Results To > Results to File. Next, execute the following queries in this window. When prompted to
save the results to a file, choose C : \ Project\5.rpt.

SELECT * FROM sys.sql_logins
WHERE name = ’'project-access’ OR name = ’project-update’

USE Project

GO

SELECT

(

dp.state_desc + ~ ’ +

dp.permission_name collate latinl_general_cs_as +

> 0N + [’ + s.name + ’]’ + 7.7 + ’[’ 4+ o.name + ]’ +
> TO > + [’ + dpr.name + ']’

) AS GRANT_STMT

FROM sys.database_permissions AS dp

INNER JOIN sys.objects AS o ON dp.major_id=o.object_id
INNER JOIN sys.schemas AS s ON o.schema_id = s.schema_id
INNER JOIN sys.database_principals AS dpr

ON dp.grantee_principal_id=dpr.principal_id

WHERE 1=1 AND o.name IN (’Employee’)

ORDER BY dpr.name



12 5.8. Deleting trigger

ThisPC » Local Disk(C:) » Project Search Project

ZI] = @ Tl Sort ~ = View ~ aen

P

MName Date modified Type Size
| 5.rpt - Notepad
D 1.rpt &) 5.rpt - Notepa
File Edit Format View Help
[ 2t hame 1

D Jurpt project-access
project-update
D S.rpt

D 1lrpt

(2 rows affected)

GRANT_STMT
D 12rpt T T
GRANT SELECT ON [HR].[Employee] TO [project-access]
D 14.rpt GRANT DELETE ON [HR].[Employee] TO [project-update]
P GRANT INSERT ON [HR].[Employee] TO [project-update]

l; BranchOffice GRANT UPDATE ON [HR].[Employee] TO [project-update]

- 4 rows affected
| & BranchOffice_log ¢ )

D BulkRecords Completion time: 2825-89-13T84:14:48.5472232-08:80

[ Proiect.bak

Figure 5.6: Generating SMSS report - 5

5.8 Deleting trigger

Step #19. Create a trigger that prevents the database developer from deleting tables accidentally in
the Project database. Save the query you used to create this trigger to C : \ Project\6.sql.

i
2
1]
1]

SE| % o

¢ Beate =V 55 BB 37 86 60| H[5|d |

1 v |- eauthor : Rajeev Khoodeeram

2 -— Date : Sept 19, 2025 ; triosCollege, ON, CA

3

u -— Switch to the Project database

5 USE Project;

6 GO

7

8 -- Create a DDL trigger to prevent table deletion by the developer

9 v CREATE TRIGGER PreventTableDeletion

10 ON DATABASE

1 FOR DROP_TABLE

12 As

13 v BEGIN

14 —- Check the current user

15 v IF ORIGINAL_LOGIN(C) = ‘*developer'

16 v BEGIN
100%  ~| @ No issues found 4 4 i1 Chil  SPC
B Messages

Commands completed suscessfully.

Completion time: 2025-03-13T04:20:53.1654220-02:00

Figure 5.7: Database trigger for developer



CHAPTER 6

BACKUP &

RESTORE

(Steps 20 - 25)

6.1 Full backup of Project database

Step #20. Manually perform a full backup of your Project database to C'

e Seters BN 6.5l - 192.16...istr e < LocateDatabae s - Semvert =6

/@

@ i |Database Engine |

Object Explorer v ax

Connect~ ¥ *§ O

5 B 192.168.2.158 (SQL Server 16.0.10006 -
Databases

System Databases
@ ¥ Database Snapshots

1

v , semavmte
Take Offline -

Bring Online 1

Always Encrypted Wizard...

Data Discovery and Classification 5 |
Shrink y

T BackUp..
Restore » |
Miror..

@ @ sampl
Pl

Launch Database Mirroring Moniter...

: \Project\ Project.bak.

o Db Ship Transaction Logs..
@ W test New Query
® @ testdl Script Database as » Corans
= @ TSQL Generate In-Memory OLTP Migration Checkdists ‘Seectedpan C\Prat
R P
Extract Data-tier Application... o [
@ W Server Ob; Policies 5 Do
@ M Replicatiol h—— Deploy Database to Microsoft Azure SQL Database... 3 =1
@ 8 Always O Export Data-tier Application..
@ Back Up Database - Project N - o x Recovery model. FULL
Selectapoe O Script - @ Help Backup type:
# Generdl P type Full
| % Meda Optons —
| 5 Backun Opters Sourcn [0 Copy-only backup
Database Project
Recovey model FULL Backup componert;
Backup type Fl © Database
{ () Copy-only backup
| Microsoft SQL Server Management Studio
{ Backup conpanert
() FB  The backup of database Project’ completed successfully.
) Fies and flegroups: L )
Destination
Back pto: Dk 43 Copy message
. A [
Server.
Serve Remove
{ Comnecton
RAJEEVOO! Canterts

Figure 6.1: Backup of Project database

6.2 Maintenance plan

Step #21. Ensure that full backups of the Project database are performed every day at 10:00p.m. using
a maintenance plan. Execute your maintenance plan to ensure that it works. Finally, right-click your
maintenance plan and choose Modify to view a flowchart of its configuration. Take a screenshot of that

configuration and save it as C' : \ Project\7.png.

B S EEEEE S EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEESES

-— QAuthor

-—- @Date Sep 13, 2025;

Rajeev Khoodeeram
trios College,

oN, CA

S EE S EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEESES

USE msdb;
GO



14 6.3. Project restore

EXEC sp_add_job

@job_name = ’Daily_Full_Backup_ProjectDB_Timestamped’,

Q@enabled = 1,

@description = ’Daily full backup of Project database with timestamp at 10 PM’;
GO

-- 2. Add Job Step: Perform Timestamped Backup

EXEC sp_add_jobstep

@job_mname = ’Daily_Full _Backup_ProjectDB_Timestamped’,
@step_mname = ’'FullBackupStep’,

@subsystem = ’TSQL’,

Qcommand = N’

DECLARE @BackupFile NVARCHAR (500) ;

SET @BackupFile = ’’C:\Project\Project_’’

+ REPLACE (CONVERT (VARCHAR, GETDATE(), 120), ’’:’’ , 2?727)
+ ??’.bak’’;

BACKUP DATABASE Project
TO DISK = @BackupFile
WITH FORMAT, INIT,

NAME = ’’Full Backup of Project Database’’;

)

Q@on_success_action = 1, -- Quit with success
Qon_fail_action = 2; -- Quit with failure
GO

-- 3. Create Schedule: Daily at 10:00 PM

EXEC sp_add_schedule

@schedule_name = ’Daily_10PM’,

@freq_type = 4, -—- Datly
@freq_interval = 1, -- Every day
Qactive_start_time = 220000; -- 10:00 PM
GO

-- Attach the schedule to the job
EXEC sp_attach_schedule

@job_name = ’Daily_Full Backup_ProjectDB_Timestamped’,
@schedule_name = ’Daily_10PM’;
GO

EXEC sp_add_jobserver

@job_name = ’Daily_Full_Backup_ProjectDB_Timestamped’,
@server_name = QQ@SERVERNAME;
GO

-- 5. Optional: Test the Job Immediately

-- EXEC msdb.dbo.sp_start_job Q@job_name = ~’
Datly_Full_Backup_ProjectDB_Timestamped’;
GO

6.3 Project restore
Step #22. Create a SQL Query file that can quickly be executed to restore the previous night’s backup

(without losing any transactions since the previous night’s backup). Perform a sample restore using this
query to make sure it works. Finally, save the query to C : \ Project\8.sql.
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el T L
-— @Author : Rajeev Khoodeeram

-- (@Date : September 13, 2025; triosCollege, ON, CA
Kk KKK K K KK K KK K K K KK K K K KK K K K K K K K K K oK KK K K K KK K K K KK K

-- Restore the Project database from previous night’s backup
-—- without losing transactions since the backup

-—- Switch to master database
USE master;
GO

-- 1. Set the database to single-user mode (optional, ensures restore can occur)
ALTER DATABASE Project

SET SINGLE_USER

WITH ROLLBACK IMMEDIATE;

GO

-- 2. Restore the full backup from the previous night

-- Replace the file name with the actual backup you want to restore

-- Here, wusing a timestamped backup pattern, you may need to update the date
manually

DECLARE @BackupFile NVARCHAR (500) ;

SET @BackupFile = ’C:\Project\Project.bak’; -- Ezample: previous night’s backup

RESTORE DATABASE Project
FROM DISK = @BackupFile

WITH NORECOVERY, -- Keep database ready for restoring subsequent log backups
REPLACE; -- Overwrite the existing database
GO

-- 3. Bring the database back online after restoring all backups
--ALTER DATABASE Project

--SET MULTI_USER;

--GO0

Connect~ ¥ *¥ )
o @ 192.168.2.158 (SQL Server 16.0.
[=| Databases
System Databases
Database Snapshots
18 Project (Restoring...)
& @ sample
& g test
@ g test_db
@ T5QL2016
Security

Figure 6.2: Restoring the project database

6.4 Maintenance plan for errors

Step #23. Ensure that the Project database is automatically checked for errors and then shrunk every
Monday and Thursday at 2:00am using a single maintenance plan. Execute your maintenance plan to
ensure that it works. Finally, right-click your maintenance plan and choose Modify to view a flowchart
of its configuration. Take a screenshot of that configuration and save it as C : \ Project\9.png.

T KKK K K K K K K K K 0K K K oK K K oK K K K K K K K Kk K ok

-— @Author : Rajeev Khoodeeram
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Maintenance plan for errors

trios College Ontario, Canada
@Date September 13,2025
K K K ok ok ok 3k 3k K 3k 5k Kk 5k K Kk 5K 5K K 5K 5K K 5K K K Kk K Kk kK

USE msdb;
GO
-- 1. Create SQL Agent Jobd

@job_name = ’Project _DB_lMaintenance’,
Q@enabled 1,
@description =

Thursday at 2 AM’;
GO

Add Job Step 1: (DBCC CHECKDB)

EXEC sp_add_jobstep

@job_name = ’Project_DB_Maintenance’,

@step_name = ’CheckForErrors’,

@subsystem = 'TSQOL’,

Qcommand = N’DBCC CHECKDB (Project) WITH NO_INFOMSGS;’,

Check for Errors

Qon_success_action = 3, -- Go to next step
Qon_fail_action = 2; -- Quit with failure
GO

-- 3. Add Job Step 2: Shrink Database

EXEC sp_add_jobstep

@job_name = ’Project_DB_Maintenance’,
@step_name = ’ShrinkDatabase’,
@subsystem = 'TSQOL’,

@command = N’DBCC SHRINKDATABASE (Project);’,

Qon_success_action = 1, -- Quit with success
Qon_fail_action = 2; -- Quit with failure

GO

-— 4. Create Schedule: Mondays & Thursdays at 2:00 AM

EXEC sp_add_schedule

@schedule_name = ’MonThu_ 2AM’,

@freq_type = 8, -- Weekly

@freq_interval = 18, -- Monday (2) + Thursday (16)
Qactive_start_time = -- 2:00 AM (HHMMSS format)

GO

20000;

-— Attach the schedule to the job
EXEC sp_attach_schedule
@job_name = ’'Project DB _Maintenance’,

@schedule_name = ’MonThu_2AM’;
GO
-- 5. Assign Job to SQUL Serwer

@job_name =
@server_name =
GO

’Project_DB_Maintenance’,
QO@SERVERNAME ;

’Checks Project DB for errors and shrinks it every

Monday &

= 18



17 6.5. Check database for errors

-- 6. (Optional) Run Job Immedtiately for Testing

-—- EXEC msdb.dbo.sp_start_job Q@job_name = ’Project_DB_Maintenance’;
GO

6.5 Check database for errors

Step #24. Check your database for errors. Perform a sample repair in single user mode and return to
multiuser mode when finished. Save the commands you performed in a file called C : \ Project\10.sql.

o R K K K KK KR K KK KK KR K K KK KA K KKK KKK KKK K K
-- Q@Author : Rajeev Khoodeeram

-- trios College, ON, CA

-— @Date : September 13, 2025

o KKK K KK K K K K K K K K K K K K K K K K K K KK K K K K K K K KK K

GO

ALTER DATABASE Project
SET SINGLE_USER

WITH ROLLBACK IMMEDIATE;
GO

-- Step 3: Perform a sample rTepair
-— (REPAIR_ALLOW_DATA_LOSS +<s the most aggressive option,
-- REPAIR_REBUILD +s safer if avatlable)

DBCC CHECKDB (Project, REPAIR_REBUILD);

-- Exzample of more aggressive option:

-- DBCC CHECKDB (Project, REPAIR_ALLOW_DATA_LOSS);
GO

ALTER DATABASE Project
SET MULTI_USER;
GO
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6.6. Performance Data Warehouse

( 1 v -
2 —-— @Author : Rajeev Khoodeeram
3 -— trios College, ON, CA
u -— @Date : September 13, 2025
5 —
6
7 —
8 —-— Step 1: Run DBCC CHECKDB to check for errors
9 —
1e DBCC CHECKDB (Project) WITH NO_INFOMSGS;
1 GO
12
13 v
14 —— Step 2: Set database to SINGLE_USER mode
15 -

100% ~ © No issues found

é§| Messages

DBCC results for 'Project'.

Service Broker Msg 9675, State
Service Broker Msg 3876, State
Service Broker Msg 9667, State
Service Broker Msg 9668, State
Service Broker Msg 9663, State
Service Broker Msg 9674, State
Service Broker Msg 9870, State
Service Broker Msg 9805, State

[00% = @ Noissuesfound

16 ~ ALTER DATABASE Project

Il

There are 1500 rows in 18 pages for object "sys.sysrscols".
DBCC results for 'sys._sysrowsets' .
There are 189 rows in 3 pages for cbject “sys.sysrowsets".
DBCC results for ‘sys.sysclones’.

\@ Query executed successfully. & 192.168.2.158 (16.0 RTM) RAJEEVKHOODEERA\Admini... master

1: Message Types analyzed: 14.
1: Service Contracts analyzed: .

1: Services snalyzed: 3.

1:

1: Conversation Endpoints analyzed: 0.
1: Conversation Groups analyzed: O.

1: Remote Service Bindings analyzed: 0.
1: Conversation Priorities analyzed: 0.
DBCC results for 'sys.sysrscols'.

I

Service Queues analyzed: 3.

L4 Ln:232 Ch:1

Figure 6.3: Checking database for errors

6.6 Performance Data Warehouse

Step #25. Configure the Performance Data Warehouse to monitor the key areas of your SQL server
(this data should be stored in a database called PDW). After a period of time (such as 1 day), generate
the three reports (Disk Usage, Server Activity, Query Statistics). Right-click each report and choose
Export > PDF and save it to C' : \ Project\using the default filename. You should have 3 reports in this

folder:

e C :\Project\DiskUsageSummary < date > .pdf

e C :\Project\QueryStatisticsHistory < date > .pdf

e C :\Project\ServerActivityHistory < date > .pdf

step-25.sql -...istrator (57)) & X [EOIKOINE LN GG fEx)

SQLQuery1.sgl ..istr

Object Explorer
1 [ "
2 —— @Author : Rajeev Khoodeeram Connect = i 3‘* O -
3 -- @Date : September 13, 2025
u -- trios College, ON, CA = @ 192.168.2.158 (SQL Server 16.0.1000.6 -
5 —— ek s ek st e sk ok oo e sk e sk ok s e ok e ko o o sk sk e ok = Databases
6
7 —— Create the PDW database to store performance data [+ System Databases
8 CREATE DATABASE PDW; = Database Snapshots
9 GO
: o & [
10'_;% - @ Noissues found 1 » Ln: = g Project
R
E: lessages & g sample
Commands completed successfully.
w  test
Completion time: 2025-09-13T20:0€:58.8031325-08:00 El g tESt_db
= i TSQL2016
Security

Figure 6.4: Database PDW
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6.6. Performance Data Warehouse

Object Explorer v ix
Connect~ ¥ ¥ (O
Server Objects -
® Replication
B Always On High Availability
=] Management

[=2] R Policy Management
& [ Data Collection
=] System Data Collection Sets
() Disk Usage
[ Query Statistics
GJ Server Activity
(53 Utility Information
[ B Resource Governor
@ {f] Extended Events
I3} Maintenance Plans [.

Figure 6.5: Generating reports (Disk usage, Query statistics, Server Activity)



CHAPTER 7

PUBLISHER & DISTRIBUTOR

7.1 Replication

(Steps 26 - 31)

Step #26. Enable your system as a publisher and distributor (use the default database name of dis-
tribution for your distributor database). Next, configure snapshot replication to back up the Employee
table in the Project database to a new database you create called Project2. 2 marks Although Project2
would normally be on another SQL server, you will create Project2 on your own SQL server instance.

[ ] Looking for Reporting Services? Download it from the web

Features: Feature description:

Instance Features
[ Database Engine Services
SQOL Server Replication

(0 Machine Leaming SEN\MQUEQE Ext

[ Full-Text and Semantic Extractions for Search

SQL Server redistributable and shared features
are installed when needed: Error and Usage
Reporting, and SOL Server Browser.

() Data Quality Services

Prerequisites for selected features:

([ PolyBase Query Service for External Data
[J Analysis Services
Shared Features
() Data Quality Client
] Integration Services

[J Scale Out Master
Disk 5 R te

[J Scale Out Worker ISk Space Requirements %

[[) Master Data Services

Redistributable Features

Drive C: 0 MB required, 1176 MB available

Ready to install SQL Server 2022:

=- Summary
Edition: Developer
i Action: Install
é General Configuration
=) Features
.. 5QL Server Replication
(=) Instance configuration w
i Instance ID: MSSQLSERVER
g Instance IDs
SQOL Database Engine: MS5QL16.MSSQLSERVER
i Instance Directory: C:\Program Files\Microsoft SQL Server\
[=- Shared component root directory
\... Shared feature directory: C:\Program Files\Microsoft SQL Server\
.. Shared feature (WOW64) directory: C:\Program Files (x86)\Microsoft SQL Server\
= Product Update
; Update Enabled: True
.. Update Source: MU

o[+

1 L T r———————
2 —— @Author : Rajeev Khoodeeram

3 —— @Date : September 14, 2025

4 -— trios Collegf., ON, CAI

5 —— xwx *

6

7 USE master;

8 GO

9 ~

10 —— Step 1: Enable the Project database for publication
1

12 v EXEC sp_replicationdboption

13 @dbname = N'Project”,

+ L 4 b Im4 Ch2s

100% - 91 Ao
gré Messages
Creating distribution tables

Creating table MSreplsexrvers

Creating view MSsysservers_replservers

Creating table MSredirected_publishers

Creating table MSrepl version

Creating table MSpublisher_databases

Creating clustered index ucMSpublisher databases
Creating table MSpubli tions

Creating clustered index ucMSpublications
Creating table MSarticles

P

i Alimearad
100% - @ No issues found 4 »

9 Chi39 TABS

1 Query completed with errors.

& 192.168.2.158 (16.0 RTM)  woot (77) | master 00:00:48 0 rows

SPC LF

v

MIXED

Figure 7.1: Publisher and Distributor configuration

7.2 SMSS - R11

Step #27. Open a new query in SSMS. Right-click the white background of the query window and click
Results To > Results to File. Next, execute the following queries in this window. When prompted to

save the results to a file, choose C : \ Project\11.rpt.

20
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(woot (89) & X
i +!
2 - @Author : Rajeev Khoodeeram .
3 -- @Date : September 14,2025
u -- trios College, ON, CA I_
5 -
6 L
5
8
9 EXEC sp_replmonitorhelppublication
10
1 E Save Results [N
<« v < Local Disk ... > Project
Organize v New folder
00% | 91 Ao SN 2
B Messages chapter-5 Name
Chapter-6 Ot
Project [ 2t
REX
step-24
[ spt
[ scripti.ept
~ [ ThisPC
> = Local Disk (C)
> Kl CD Drive (D) 26100.1X64.E
© No issues found
¥, Connected. (1/1) a1
File name: | 11]

Save as tvoe: Report files (*.rot)

Figure 7.2: Generating SMSS Report 11

7.3 SQL Server Agent

Step #28. Create a 2nd (named) instance of SQL on your computer called ARFA that allows network
access. Ensure that the SQL Server Agent is started and set to start automatically at boot time.

/%5 SQL Server 2022 Setup =
[& Sal Server Configuration Manager
Instance Configuration File Action View Help
Specify the name and instance ID for the instance of SQL Server. Instance ID becomes part of the installation path. 9| 2|c=H
Global Rules O Defauit inst 48 SOL Server Configuration Manager (Local) || Name ~ State Start Mode
O Default instance
Microsoft Update B saL Server Services #9501 Server Integration Services 160 Running Automatic
© Nomed instance:*  ARFA 4. sQL Server Network Configuration (32bit
Product Updates = [ZHSQL Server (MSSQLSERVER) Running Automatic
> 8 SQL Native Client 11.0 Configuration (324 25501 Server B N Avtomat
Install Setup Files ¥ Azure Extension For SQL Server Beo Sequmwsvass — Runn:ng A omal j(
Install Rules Instance ID: AREA > L SQL Server Network Configuration ) SQL Server Agent (MSSQL ) Running utomatic
Installation Type » ' SQL Native Client 1.0 Configuration [EDsaL Senver (ARFA) Running Automatic
Edition ¥ Azure Bxtension For SQL Server [EB)SQL Server Agent (ARFA) Hnnmg Automatic
License Terms SQL Server directory:  C\Program Files\Microsoft SQL Server\MSSQLT6.ARFA
Azure Extension for SQL Server
Installed instances:
Feature Selection
Feature Rules Instance Name Instance ID Features Edition Version
Instance Configuration MSSQLSERVER VMSSQUE.MSSQLS. SQLEngine, SOLEN... | Developer 16.0.1000.6]
N <Shared Compone... s 1601000
erver Configuration
J
(6QL Server Configuration Manager (Loc|| protocol Name Status [CP/IP Properties 7 X\
SQOL Server Services =
E SgL s N  Confi i %~ Shared Memory  Enabled Protocol P Addresses
erver Network Configuration — .
g ) ) 9 X X ( ¥ Named Pipes Disabled [
@. SQL Native Client 11.0 Configuratior| %= TCP/P Enabled Active Yes
R nables
B Azure Extension For SOL Server w Ensbles L3
X . TCP/AP P s 1P Address 1680:2734:3ee8:7¢73:4666%16
_E_‘ SQL Server Network Configuration roperties TP Dynamic Ports 0
Ex; Protocols for MSSQLSERVER | TCP Port
Protocol =]
[E- Protocols for ARFA IP Addresses :\ij .
5. SQL Native Client 11.0 Configuratior| E General Enabled No
b daure canson For SO Server ETT R i
" TCP Dynamic Ports 0
Keep Alve 2000 Y
Listen All Yes =TS
Active Yes
N\ Enabled No

Figure 7.3: Second SQL Instance - ARFA
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7.4. ARFA instance - HeadOffice

Connect to a database

SQL Server Connection Settings

MS SQL Server / SQL Server connection settings

Main Driver properties

Server

Connect by: Host '® URL

<

SSH, SSL, ... v

URL:  jdbe:sqlserver://;serverName=192.168.2158;databaseName=Project

Host:

Database/Schema:

Authentication

No profile v

Employee
B External Table,

Column Name
B8 Columns

BS Unique Keys

B3 Check constraints
Foreign Keys
Indexes
References
Triggers
Extended Properties

#|Type

P

Authenticatior. | SQL Server Authenticat, 'n

(base) rajeev@Rajeev-Khoodeeram step-26 % nc -vz 192.168.2.158 1433

Username: woot

Password: sssssssss

v Save password serverl.home.local [192.168.2.158] 1433 (ms-sql-s) open

base) rajeev@Rajeev-Khoodeeram step-26 % ping 192.168.2.158

Settings PING 192.168.2.158 (192.168.2.158): 56 data bytes

®@ Show All Schemas 4 bytes from 192.168.2.158: icmp_seq=0 tt1=128 time=10.924 ms

7T . h4 bytes from 192.168.2.158: icmp_seq=1 tt1=128 time=11.421 ms
rust Server Certificate

'X64 bytes from 192.168.2.158: icmp_seq=2 ttl=128 time=0.889 ms

Figure 7.4: Testing remote access to ARFA : Left (Using DBeaver for SQL database management); Right
(Using terminal on MAC); SQL Server is on VM UTM on Windows Server

7.4 ARFA instance - HeadOffice

Step #29. Create a new database on your ARFA instance called HeadOffice (use appropriate locations
for the database and log files).

Object Explorer * 0 x (7 script + @ Help )
Connect~ ¥ J-t¥ O L Database name: HeadOffice
= @ 192.168.2.158 (SQL Server 16.0.1000.6 - woot) Owner: woot
= @ SERVERT\ARFA (SOL Server 16.0.1000.6 - RAJEEVKHOO
= Databases
Database files
= SYStem Databases Logical Name  File Type  Filegroup Inti...  Autogrowth /... Path
£ Database Snapshots HeadOffice ~ ROWS.. PRIMARY 8 By 64 . C:\mis-2025\Data
R - - HeadOffice...  LOG Not Applicable 8 By 64 . C:\mis-2025\5QLlogs
= I} Security N
3| Server Objects =
= Replication T Script ~ @ Help
@ Always On High Availability
= MMananement Database name: HeadOffice
Owner: woot

Database files:

Logical Name File Name
HeadOffice  crosoft SQL Server\MSSQL16. ARFANMSSQL\DATAN
HeadOffice... crosoft SQL Server\MSSQL16.ARFA\MSSQL\DATA\
W Locate Folder - Server1\ARFA = O
Select the folder:
& C:
- $Recycle.Bin %

-1 DFSRoots
- Documents and Settings

[ inetpub
£ iSCSIVirtualDisks
=] mis-2025
&
- SQUogs
2] mouint

Figure 7.5: Creating HeadOffice database on ARFA
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7.5 Bulk Export

Step #30. Perform a bulk export of the data within that table that you created within your project
database to a text file called C : \ Project\BulkRecords.txt. Following this, bulk import the data into
the same table within the HeadOffice database on your ARFA instance.

.
C:\Users\Administrator>bcp HeadOffice.HR.Employee in "C:\Project\BulkRecords.txt" erver1\ARFA -T —c CEErmea BN [ chenssal s

@ 1 USE HeadOffice
Starting copy... @ Database Engine s €
fed & s 4 [=xx%#x Object: Table [HR].[Employee] Script Date: 9/15/2025
opiel g Central Management Servers b SET ANSI_NULLS ON

cket size (bytes): 4096

Clock Time (ms.) Total : 16 5 co
Object Explorer - X 7

C:\Users\Administrator>| Comnect~ ¥ ¥ O . SET QUOTED.TOENTIFIER ON
® E 192.168.2.158 (SQL Server 16.0.1 &

© (@ SERVERT\ARFA (SQL Server 16.0

<

CREATE TABLE [HR].[Employee]

C:\Users\Administrator>bcp Project.HR.Employee out "C:\Project\BulkRecords.txt" -S Serverl -T —c B M Databases 12 [EmployeeID] [int] IDENTITY(1,1) NOT
i3 | M System Databases 13 [LastName] [varchar](5) NOT AL
Star & ¥ Database Snapshots ) [Einctamel Fuamchand (5A) NOT &
Starting copy. . = i@ HeadOffice 100% -~ @1 A0 T3 ‘ bl Ch15 TA
© rows copied & 1 Database Diagrams B9 Messages
Network packet size (bytes): 4696 5 1 Tables Commands cempleted successfully.
e - &) W System Tables
Clock Tine (ss.) Total _": 31 5 syaenTe S
% 1 External Tables

@ BB hr.Employee

1 v
2 —— @Author : Rajeev Khoodeeram
. _ New Table..
5 __ Design
6 bject Explorer Select Top 1000 Rows v 31X
7 USE HeadOffice; Connect~ ¥ ¥ (9] Edit Top 200 Rows
8 co @ W FileTables | Script Tableas » CREATE To V| F New Query Editor Window
9 @ I External Tab View Dependencies ALTER To =
@ 1 Graph Table R i ) 4 [
10 —- Create the HR schema = Memory Optimization Advisor CREATE OR ALTER To & Clipboard
OT EXISTS (' " y = 1hpt ® e
11 ~ IF NOT EXISTS (SELECT * FROM sys.schemas WHERE name = 'hr @ W Dropped Le Always Encrypted Wizard... DROP To * B agentiob
12 ~ BEGIN ® Views E— DROP And CREATETo  »
13 EXEC('CREATE SCHEMA hr") - Evternal Dac Full-Text index »
100%  ~| @ Mo issues found 4 > 1 Chit
grél Messages
Commands completed successfully.
Completion time: 2025-09-15T03:43:59.4901560-08:00

T

Figure 7.6: Export database to ARFA instance

7.6 SMSS - R12

Step #31. Open a new query in SSMS that is connected to your ARFA instance. Right-click the white
background of the query window and click Results To > Results to File. Next, execute the following
queries in this window. When prompted to save the results to a file, choose C : \ Project\12.rpt.

SELECT @@SERVERNAME AS

SELECT * FROM sys.dm_server_services

SELECT * FROM sys.tcp_endpoints

SELECT * FROM HeadOffice.HR.Employee

SELECT db.name AS Name, type_desc AS Type,Physical_Name AS Location
FROM sys.master_files mf

INNER JOIN sys.databases db

ON db.database_id = mf.database_id
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7.6. SMSS - R12

step-31.sql -...strator (56))* & X

l W Oo—m— AARAARAA AR AR AR A AR Ak e e e
2 -- @Author : Rajeev Khoodeeram

3 -— @Date : Sepetmber 14, 2025

i} -— trios College, ON, CA

5 —— v e v v i she i ok ol i ol ol ok e s ol ke o ok e o ol ol ok ol o ol ol ol ol o ol o ke ok e ke ok ol e e el e ke
6

7 SELECT @ESERVERNAME AS 'Server Name'

8 SELECT *= FROM sys.dm_server_services

9 SELECT * FROM sys.tcp_endpoints

18 SELECT * FROM HeadOffice.HR.Employee

11 SELECT db.name AS Name, type_desc AS Type,Physical_Name AS Location
12 FROM sys.master_files mf

13 INNER JOIN sys.databases db

14 ON db.database_id = mf.database_id

15

16

00% - d1 Ao N 4 »

g2 Messages
{1 row affected)
{2 rows affected)
(2 rows affected)
{0 rows affected)
(1€ rows affected)

Completion time: 2025-09-15T03:53:5%.77€0250-08:00

Ln: 16 Ch: 1 TABS

Figure 7.7: Generating report R12



CHAPTER 8

MIRRORING

8.1 Database mirroring - Manual failover

Step #32. Set up database mirroring for your Project database between your default and 2nd instance
that uses manual failover. Perform 2 manual failovers.

8.2 SMSS - R13

Step #33. Open a new query in SSMS that is connected to your default instance. Right-click the white
background of the query window and click Results To > Results to File. Next, execute the following
queries in this window. When prompted to save the results to a file, choose C : \ Project\13a.rpt. Next,
repeat this step while connected to your ARFA instance but save the results to C' : \ Project\13b.rpt.

8.3 Mirroring

Step #34. Remove the mirror to restore your Project database to its original state.

8.4 Database BranchOffice

Step #35. Create a new database on your 2nd instance called BranchOffice (use appropriate locations
for the database and log files).

Object Explorer > o x
Connect~ ¥ *if ()
= @ SERVERT\ARFA (SOL Server 16.0.1000.6 - RAJEEVKH
= Databases
System Databases
Database Snapshots
# @ HeadOffice
& W Project (In Recovery)
> 0 T
Security
Server Objects
Replication
Always On High Availability
Management
& x3 SOL Server Agent
= XEvent Profiler
@ @ 192.168.2.158 (SOL Server 16.0.1000.6 - RAJEEVKHO

H B EH EH

BEEREBRBR

Figure 8.1: Creating database BranchOfffice
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8.5 SMSS - R14

Step #36. Open a new query in SSMS that is connected to your ARFA instance. Right-click the white
background of the query window and click Results To > Results to File. Next, execute the following
queries in this window. When prompted to save the results to a file, chooseC' : \ Project\14.rpt.

SELECT db.name AS Name, type_desc AS Type,Physical_Name AS Location
FROM sys.master_files mf

INNER JOIN sys.databases db

ON db.database_id = mf.database_id



CHAPTER 9

REPLICATION

9.1 Replicating databases

Step #37. Set up replication so that the table that you created in the Project database on your default
instance is replicated to the BranchOffice database on your ARFA instance using merge replication.

Registered Servers - qx

[w]E

@\ {Database Engine|

Object Explorer v B X
Connect~ ¥ ¥ (O3
= @ 192.168.2.158 (SQL Server 16.0.1000.6 - RAJEEVKHOODEEF ~
@ 1 Databases
@ 1 Security
@ ¥ Server Objects
© ¥ Replication
& 1 Local Publications
53§ [Project]: ProjectToARF,
Local Subscriptions b I}
@ 1 Always On High Availability
@ ¥ Management
@ £ SQL Server Agent
@ [E] XEvent Profiler
= @@ SERVERT\ARFA (SQL Server 16.0.1000.6 - RAJEEVKHOODE
© 1 Databases
@ 1 System Databases
[@ 1 Database Snapshots
)
@ I Database Diagrams
Tables
System Tables
FileTables
External Tables
Graph Tables
BT HR Emolovee, M

4 : o 14

Figure 9.1: Replication of HR.Employee from Project database to BranchOffice database

9.2 Testing replication setup

Step #38. Add a new record to your BranchOffice database and ensure that it is added to your Project
database. When finished, open the Replication Monitor and take a screenshot of your replication status
(expand your publication) and save it as C' : \ Project\15.png.

| Replication Monitor _ O
| File Action Go Help

=] ":"J Replication Monitor
[ BG4 My Publishers

4 , Publicati = ;
i [SEF ) 152.168.2.158. ublications | Subscription Watch List I Ager ]
{ ..o [Project]: Project TOARFA

| Status \ I Publication | Subscriptio... | Synchroniz... | Cument Av... | Cument Wo..
[Project]: ... 1 0

Figure 9.2: Replicating record from BranchOffice to Project database

9.3 Using SQL Server profiler

Step #39. Use the SQL Server Profiler to capture the existing performance of your Project database
in a single trace file called C : \ Project\ Per formanceTrace.trc (no file rollover). Next, use the DTA to
analyze the trace file and produce index recommendations (these will be poor recommendations because

27
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this is not a production SQL server). Take a screenshot of the recommendations and save it as C' :
\Project\16.png.
Step 1: Start SQL Server Profiler and Create a Trace

e Open SQL Server Profiler (from SSMS — Tools — SQL Server Profiler).
e Connect to your SQL Server instance.

o File — New Trace — give it a name like ProjectTrace.

e In the Trace Properties window:

e General Tab:

e Select your database.

e Set the trace file name to:

o C :\Project\PerformanceTrace.trc

e Uncheck "Enable file rollover".

¢ Click Run to start the trace.

Step 2: Use the Database Engine Tuning Advisor (DTA)
o Open Database Engine Tuning Advisor (DTA).

e Connect to your SQL Server instance.

¢ File — New Session.

o In the Workload section:

e Select File.

o Browse and choose:

o C :\Project\Per formanceTrace.trc

¢ In the Database for Workload Analysis section:

e Select your Project database.

¢ In Tuning Options:

o Leave defaults (Indexes, Indexed Views, Partitions).

¢ (Optional) Limit tuning time if you just want quick results.
e Click Start Analysis.

Step 3: Review the Recommendations

e DTA will analyze the trace and output:

e Recommended indexes

¢ Recommended indexed views

e Possible partitioning suggestions

¢ Since this is not a production system, the recommendations may not be meaningful, but you’ll see
how the tool works.

e You can also view the Expected Improvement (%).
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Figure 9.3: Performance trace

SERVERT - woot 10/3/2025 3:14:56 PM SERVER1 - woot 31521 PM

y
General | Tuning Options | Progress“ Recommendations ‘lepons |

A Q 4
| Estimated improvement: 0% \ / ‘
-t:mllnendd'mm
== :

Database Name * Object Name * Recommendation ¥  Target of Recommenda.. Details  Partition

<«

| Project 3 [HR][Emplo... + PK__Employee__7A...  clust...

| Project 3 [HR][Emplo... 7 |1X_Employee_LastNa...
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Figure 9.4: Possible recommendations

9.4 Performance counters

Step #40. Add appropriate performance counters to the Performance Console in Windows and create
a baseline for later use in HTML (web page) format. Save the baseline as C' : \ Project\Baseline.htm.
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Figure 9.5: Generating baseline report for SQL Server performance

9.5 Creating alerts

Step #41. Create alerts to ensure that you are notified by email when the following occurs on your

default instance (research as necessary):

Deadlocks are being created

The SQL memory usage is not performing well

There are too many connections to your SQL server

A database is offline
A database has failed
Log shipping has failed

Replication has failed
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Figure 9.6: Configuring alert and operator
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Figure 9.7:

Creating Alert 1 - 4
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T Script + @ Help LT Script ~ @ Help
Name: Adatabase has failed ® Enable Name: Log Shipping has faled @ Enable
Type: SQL Server event alett - Type: SQL Server event alert v
Event alert defintion Event alert defintion
Database name [<all databases> v Database name [<al databases> v
Aletts will be raised based on: Alerts will be raised based on
O Emornumber: 823 © Erornumber: 14420
O Severty: 001 - Miscellaneous System Information O Severty: 001 - Miscellaneous System Information
() Raise alett when message contains: [0 Raise alett when message contains:
[T Script ~ @ Help
Neme: Replication has failed 8 Enabie
Type SQL Server event alett -
Event alett defintion
Datzbase name: Project ~

Alerts will be raised based on:

O Error number: 1 le

© Severty: 001~ System Information v
(0 Raise dlert when message contains:

Figure 9.8: Creating Alert 5 -7

9.6 SMSS - R17

Step #42. Open a new query in SSMS that is connected to your default instance. Right-click the white
background of the query window and click Results To > Results to File. Next, execute the following
queries in this window. When prompted to save the results to a file, choose C : \ Project\17.rpt.

SQLQueryl.sql...strator (79)" = X
1 [ select * from msdb.dbo.sysalerts ‘

100% ~| @ Noissues found < b lm1 Chi33 TABS  CRU
BB Resuts | g3 Messages

id [ name event_source

1 [23 | Adatabase hasfaled g’ MSSQLSERVER
2 |22 | Adatabaseis offine < MSSQLSERVER
3| 18 | Deadiocks are being created P MSSQLSERVER
4| 24 | Log Shipping hasfailed P MSSQLSERVER
5 |19 | Repicationhasfaied | <= | MSSQLSERVER
6 | 10 | Replication Waming: Long merge over dialup conne... | MSSQLSERVER
7 | 11 | Replication Waming: Long merge over LAN connect... | MSSQLSERVER
8 | 13 | Replication Waming: Slow merge over dialup conne .. | MSSQLSERVER
9| 12 | Replication Waming: Slow merge over LAN connect... | MSSQLSERVER
10 |8 | Replication Waming: Subscrition expiration (Thresh... | MSSQLSERVER
1 9 Replication Waming: Transactional replication laten. MSSQLSERVER
12 |4 | Replication: agent custom shutdown MSSQLSERVER
13 |1 | Replication: agentfaire MSSQLSERVER
14 |2 | Replication: agent retry MSSQLSERVER
15 |3 | Replication: agent success MSSQLSERVER
16 | 15 | Replication: expired subscrption dropped MSSQLSERVER
17 |5 | Replication: Subscrber has faled data validation MSSQLSERVER

18 | 6 | Replication: Subscriber has passed data validation | MSSQLSERVER
19 | 7 | Replication: Subscrption reintialized after validation .. | MSSQLSERVER
20| 20 | SQL Memory usage not pefoming wel  <ggume”| MSSQLSERVER
21| 21 | There are two connections to your SL Server SSQLSERVER

Figure 9.9: Generating SMSS Report - R17



	PROJECT SUMMARY
	INSTALLATION (Steps 1-3) 
	Installation of Windows Server 2025
	Installation of SQL Server 2022
	Logins

	CONFIGURATION (steps 4-7) 
	Configuring TCP port
	Mail configuration
	Operator configuration
	SSMS Query

	DATABASE AND SQL USER / LOGIN(Steps 8-11) 
	Creating database Project
	SQL Login on Windows Server
	SQL User in Project
	SMSS Query

	EMPLOYEE SCHEMA(Steps 12-19) 
	Employee table
	Non-clustered indexes
	SMMS report - r3
	Maintenance plan
	User project-access
	User project-update
	SMSS Report - r5
	Deleting trigger

	BACKUP & RESTORE(Steps 20 - 25) 
	Full backup of Project database 
	Maintenance plan
	Project restore
	Maintenance plan for errors
	Check database for errors
	Performance Data Warehouse

	PUBLISHER & DISTRIBUTOR (Steps 26 - 31) 
	Replication
	SMSS - R11
	SQL Server Agent
	ARFA instance - HeadOffice
	Bulk Export
	SMSS - R12

	MIRRORING
	Database mirroring - Manual failover
	SMSS - R13
	Mirroring
	Database BranchOffice
	SMSS - R14

	REPLICATION
	Replicating databases
	Testing replication setup
	Using SQL Server profiler
	Performance counters
	Creating alerts
	SMSS - R17


