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Work environment

1.1 Configuration of VMs

Two different “hosts” are used in this configuration : one on a MAC Laptop (hosting Server 1 and
one Windows 11 Client; and the second host on a Linux Laptop hosting the Server2 (and Server
3 and 4 for bonus as Failover Cluster).With the exception of Server 2 which has been installed via
pxeboot over network from Serverl, the remaining virtual computers have been configured through
normal installation and domain joined to rajeevkhoodeeram.com.

The on-premise Active Directory has been synchronized with Microsoft Entra ID and Intune
(Hybrid cloud solution) via Microsoft Entra Connect Sync (previously known as Azure AD Connect).
At the same time, remote management of the on-premise devices on AD can be done using Microsoft

Azure (portal.azure.com; see right DOUBLE green arrow) using Azure ARC installed on Windows
Server 1.

Microsoft Entra ID

o Microsoft Azure

Microsoft Intune

Domain:

Domain:
rajeevkhoodeeram.onmicrosoft.com

Public Network
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<
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Home Network (the project)

MAC Host Linux (Ubuntu) Host
Serverl . Server3(lIS Container)
N ) Server 3,4 (Failover Srv)
Client1 (Win11) Server 2 (WDS)

——> Installation using WDS (private switch)
——> Normal connection to the domain: rajeevkhoodeeram.com

Figure 1.1: A global view of the working environment of the project and beyond



STEP 1

2.1 Installation of Serverl, Active directory and domain

e Install a new VM called serverl that is connected to the External virtual switch.

Serveri-DataCenter

Customize settings

Installing Windows Server

Type a password for the built-in administrator account that you can use to sign in t

Your PC | times. This might hile. User name

Password
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Computer Name/Domain Changes X

Windows uses the
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computer. Changes might affect access to network resources.
Computer description:
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A Computername:
W Servert

Full computer name:
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n
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Figure 2.1: Installation of Server 1
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Figure 2.2: Changing default firewall settings and timezone

e Add a second NIC to serverl that is connected to the Private virtual switch and assign it a
static IP of 192.168.255.1. Configure an Active Directory domain on serverl that hosts a new
domain in a new forest called yourname.com.
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Figure 2.3: Configuring External and private switches

e Ensure that serverl is a global catalog and that your domain and forest use the highest func-
tional levels.
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Figure 2.4: Configuring serverl as a global catalog



STEP 2
3.1 Configuration of Serverl as DHCP, DNS and WDS Server

e Configure serverl as a DHCP server that provides addresses to clients on the 192.168.255.0
network (192.168.255.100-200) and the DNS server 192.168.255.1.
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Figure 3.1: Configuration of DHCP and DNS

e Next, configure serverl as a WDS server that hosts the install.wim from the Windows Server
2022 DVD.
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Figure 3.2: Installation of WDS server
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Image Name
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Figure 3.3: Configuration of boot and install images (Note there are two sets : one for
2022 and one for Windows 2025)

e The WDS server should not join computers to the domain after installation.

Mutticast Advanced
General PXE Response
Unattend file

‘When enabled. installation options on the client computer are defined

Network
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TFTP
DHCP
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%86 architecture:

x64 architecturs:

am architecture:
amb64 architecturs:

%86 (UEFI) architecture:
x64 (LUEFI) architecture:

Joining a Domain

Browse...

Bro

WSE...

Browse...

Browse...

Browse

Browse...

8 Do not join the client to a domain after an installation.

Client Logging
(] Enable client logging
Logging Level:
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Figure 3.4: Client will not join domain

Windows



STEP 3

4.1 Using Windows Deployment Service (installation of Server2)

e Install server2 from your WDS server and set its static IP address and name afterwards.

< server2 i

SeaBIOS (version rel-1.16.3-0-gabed6b701f Oa—prebuilt.gemu.org)
Machine UUID 3bc484fc-ee 9-b121-b4568cchbedad

iPXE (http://ipxe.org) 00:01.0 CABO PCI2.10 PnP PMM+?EFC5370+7EF25370 CAOO

Booting from Hard Disk...
Boot failed: not a bootable disk

s ing executiom...ok
initialising devices...ok

n Source Network Boot Firmware —- http
Image Menu PXEXT B Loading files...

):01.0 (open)

IP: 192.168.255.1, File: \Boot\x64\Images\boot.wim

Figure 4.1: Installation of server2 using pxeboot

< serverz

Installing Microsoft Server Operating System

Vour computer will estart severaltimes. This might take a while.

Getting fies ready for installation (0%)

Figure 4.2: Configuration of Server2 IP Address

e Next, join it to your domain.
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Figure 4.3: Joining server2 to the domain rajeevkhoodeeram.com
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Figure 4.4: Testing connection to serverl using IP address / ping command
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Figure 4.5: Server2 added to the domain
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Figure 4.6: Showing the addition of server2 to the domain on serverl



STEP 4

5.1 Configure the DHCP service on serverl

e Modify the 192.168.255.0 scope you created earlier so that it is called “Sales LAN” and uses a

lease period of 4 days. Ensure that the scope sets the default gateway and DNS server on the
client to 192.168.255.1.

4

File Action View Help

s @ XRe=z BE®
@ ok Contents of Scope Laii
vi s;:fmmm mcom || 5 adaress oot Scope[192.. &

Scope [192.168.255.0] Sales LAN Properties 70X

General DNS  Advanced u

ope Options e
3 Server Options
olgrame:  [Sadles LAN]
> ) Fiters
s B St 1P S o L2155 100

EndIP addess: [ 192 168 255 200

2 Policies Sex

Figure 5.1: Modify the 192.168.255.0 scope to “Sales LAN”

e Add an exclusion to the scope for 192.168.255.188 (used by a UNIX server that has a static IP
address) as well as the static IPs used by serverl and server2.

® DHCP
File Action View Help 2 on .
LN = o B
s 2@ BB = File Action View Help
2 B;HEP — Start P Address End IP Address Descrip \II(@. S 2@ = B *
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Figure 5.2: Adding exclusion to the scope 192.168.255.188



e Add a reservation called “Ricoh8320Printer” that assigns 192.168.255.191 to the MAC address
00-01-03-E1-0F-B7.

% pHce - [u}] X

% DHCP [s] &3
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Figure 5.3: Adding the reservation Ricoh8320Printer

e Convert your exclusion for server2 to a reservation.

['% onee
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Figure 5.4: Converting exclusion to reservation

e Create a scope called “Mfg LAN” that assigned addresses from the range 172.16.5.1-172.16.5.254
for a lease period of unlimited. Ensure that the scope sets the default gateway and DNS server
on the client to 172.16.0.200. Since your DHCP server does not have a network interface on
the 172.16.0.0 network, we will assume that a DHCP relay agent will be configured on a router
to forward requests for this network to your DHCP server.

10
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YYou can specify the parent domain you want the client computers on your network to use for
DNS name resolution

Parent domain: fajeevkhoodeeram.com
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servers.
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Figure 5.5: Adding scope Mfg LAN with default gateway

e Add a server option that sets the WINS server for all clients in the company to 192.168.255.1.
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¥ WoW64 Support (Installed)
V] XPS Viewer (Installed)

Lk

Next > oK Cancel Aoply

Figure 5.6: Configuring server option on WINS Server

e Ensure that Windows 98 clients that receive an IP address from the “Sales LAN” scope instead
receive a gateway of 192.168.255.253, a DNS server of 10.0.1.2, and a WINS server of 10.0.2.2).

Using DHCP Policies based on the client’s OS or MAC address to apply special options only
to Windows 98 machines.
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Description Processin... Level Address Range
File Adion View Hip

e nm = Hm

G oHCP

Policy Neme

There are no tems to show i this view.
Conligure Conditions for the policy
H PolcyName Descrption Pocesn. Lew  AddressRange
8 Severtjeethoodectamcom
Bru There ar ntemsto show i thisview.
3 SeverOptons 01 oty Confgunigq Werd
> 3 Scopel[T2160 MIGLAN

1 Scope [192.168.255.0] Sules LAN Plicy'biaed I Akdmes as Option Assigrsers:

Apobc const of e or ot condian and st of cofgurton st tons, P
e
settings o clerts that match these condtions

QP i condonsbased o uly culfed doman rame can have

T fesur alows yu o dttte corburabie setings (P addess, DHCP = e !

ayouts s . HCP oo 1o —

laesboed o ek conduans .. vendor s e o, MAC s, ) el ) AN Wl
Add/Edit Condition

Figure 5.7: Configuring DHCP policy for Windows 98 clients under Sales LAN

There are no items to show in this view.
DHCP Policy Configuration Wizard

Ihere are no items to show in this view.
DHCP Policy Configuration Wizard
Configure settings for the policy

e condtons speched nthe polcy match s ert et settgs i be

appled

Configure settings for the policy
pokcy
Vendor class:

atch the settings wil be
2pplied.
[DHCP Standard Options o [DHCP Standard Options =]

Available Options | Descrption Avalable Options Description

[ 003 Router d Aay of router addresses order | 1004 Time Server Ay of time server addresses, |
004 Time Server Ay o ime server addresacs, 3005 Name Servers Aray of name servers [IEN 111
07005 Name Servers Amay of name servers IEN 11t 41006 DNS Servers: Aray of DNS servers. by prefe
Data ertry Data ertry

Server name: Server name:

[Servert Resalve. [ | Resowe

1P address: 1P addrese:

192. 168 . 255. 259 Add — -

< Back Next> Cencel <Back Nat> Cancel
There are no items to show in this view. There are no items to show in this view.
DHCP Policy Configuration Wizard DHCP Policy Configuration Wizard
Configure settings for the policy Sumemaey
pecfied inthe polcy the settings wil be
appied.
Anew poicy wil be created wih the followng propertes. To configue DNS setings.
Vendor class [DHCP Standard Options = properties of the policy and click the DNS tab.
Neme:  Windows 98
vaiable Options Descrption Descrption: Thisis WSA project -for Win 98 chents connectingto Sales LAN
03043 Vendor Speciic Info Enbedded vendorspectc ot | Condiions: ORof
1044 WINS/NBNS Servers NBNS Addressies)in prorty or
] 045 NetBIOS over TCP/IP NBDD NetBIOS over TCP/IP NBDD.. ‘Z"‘d’"; :“?“ ::‘* T
Data entry
Server name:
IP address N
W0.0.2.4 Add

Value
192.168.255.253
10012
WINS/NENS Servers 10022

Next > Cancel

Figure 5.8: Adding the required IP addresses for Router, DNS and WINS

e Ensure that your classroom VoIP phone model will receive a default gateway of 192.168.255.222
on that Sales LAN.
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[P S
DHCP Policy Configuration Wizard

‘o Add/Ediit Condition ? X
Policy based IP Address and Option Assignment

#  Specy a condition for the policy being configured. Select a creria, operator
# andvaluesforthe condtion
S Ceriar  |UserClass -
distrbute ‘address, DHCP options)to
clients based on certain condtions (e g. vendor class, user class, MAC address. etc.) Operator: |Equals L
Value(s)

This wizand wil guide you
Corfiguraic
policy.

licy. Provide a name (e.g. VolP Phone
P Server option for VolP Phones)for your

Value: [Defautt Routing and Remate Access Clar v | ad |

Default Routing and Remote Access Class

Default BOOTP Class

N ]AVIOWP Poi \
lame icy

Desciption: [Ths sfor VOIP phones

S —

ok Cancel

< Back Next Cancel
DHCP Policy Configuration Wizard DHCP Policy Configuration Wizard

Configure settings for the policy
i the conditions specfied in the policy match a client request, the settings will be

Summary

2ppli
. polcy wil be crested “To corfigure DNS settings.
Vendor class: |DHCP Standard Options =l view properties of the policy and dlick the DNS tab.
Name:  VOIP Policy
Avalable Options | Descrption Descrption: Thisis for VOIP phones
01 002 Time Offeet UTC offset in seconds | Condiions: ORof
4 003 Router Amay of router addresses order
00 004 Time Server Aray o time server addresses. Condtions Operator [ Value
User Class Equals VOIP-PHONES
Server name:
fesol Settings:
1P address: Gpton Name Vendor Class [ vaiue ]
dd

Router 192.168.255.222

A S e
Down

Cancel

Figure 5.9: Configuration of VoIP phones with default gateway

% DHCP
File Action View Help

es 2@k @@ P

% DHCP cy Name Description Processin...  Level
¥ - Severlicerkhoodeer ‘Windows 98 This is WSA projecti 1 Scope
= ) [=fvoIP Policy This is for VOIP pholl 2 Scope

(3 Server Options

> [ Scope[172.16.0.0] MfG LAN

v 1 Scope [192.168.255.0] Sales LAN
(5} Address Pool

& Address Leases

Reservations

Scope Options

1| Policies «

(4] Policies
> [# Filters

> BIPve

Figure 5.10: Overall policies applied to Sales LAN : Win98 clients and VOIP phones

Ensure that your DHCP server always updates A and PTR records for all clients.
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IPv4 Properties ? x

General DNS  Fiters Failover Advanced

You can setup the DHCP server to automatically update authoritative DNS
[fi  servers with the host (A) and pointer (PTR) reconds of DHCP clients

[V Enable DNS dynamic updates according to the settings below: —

& Dynamicaly update DNS records only f requested by the DHCP
) clients

Se @ Aways dynamicaly update DNS records s

5

s: [ Discard A and PTR records when lease is deleted

@ ¥ Dynamically update DNS records for DHCP clients that do ot request

| updates for example, clients running Windows NT 4.0)

%I Disable dynamic updates for DNS PTR records

Name Protection

H DHCP name protection is disabled at the server level.

Configure

Cancel ooy | o7,

Figure 5.11: Configuration of DHCP Server with A and PTR records

e Configure server2 as a DHCP server in a failover relationship with serverl.

Configure Failover

= Specify the partner server 10 use for failover

View

Help

pa fadover
o be confgured TASKS_~
you can
browse and selec rom the ks of authorzed DHCP senvers. — S
Jrm—
DHCP Server L Pariner Server:[152.168.255.1 - Ads Sorver |
More Actions >
R File af DHCP server can B
71 Newscope ddresses, you
Foms  NewMultcast Scope.. e
Configure Failover..
m saangeof P
Delie Lo Casems e
Define Vendor Classes.. 19.2 dynamic IP
Authorization s
Reconcile Al capes. [ pescaution
res that only
Set Predefined Options.. pesthatonly
— TASKS_~ Tasks v
Show satisticst View
Refresh » v @~ ® ®
Properties .
¥ Source Log Date and Time
Help

H L Type here to search

H P Type here to search

Figure 5.12: Configuration of Server2 as failover server
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Configure Failover

Specify the partner server to use for failover

Provide the host name or IP address of the partner DHCP server with which failover

il shouid be configured.
s You can select from the list of servers with an existing failover configuration or you can
H browse and select from the list of authorized DHCP servers.
i Atematively, you can type the host name or IP address of the partner server.
Pattner Server: [server2 - Add Server
.
<Back Net> | | Cencel
1] Server1
Scope [192.168.255.0] Sales LAN Properties ? X
General DNS  Falover Advanced .
Relationship Name erver ] raieevkhoodeeram com|
Partner Server feve2z
b
Mode: Load balance —
4 5
Max Cliert Lead Time: [ Rrsomms
State Switchover Interval 60 mins ore Ad
State of this Server Nomal

State of Partner Server:

[Normal

Load Balance Percentage
Local Server: %

Partner Server: 50 %

Cancel A

Figure 5.13: Configuration of Serverl for failover with Server2
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Configure Failover

| Create a new failover relationship

Create a new failover relationship with partner server2

Relationship Name:
Maximum Client Lead Time:

Mode:

Load Balance Percentage
Local Server:

Partner Server.

[~ State Switchover Interval.
IV Enable Message Authentication

Shared Secret:

el

[ 1] hous

odeeram com serv:

0] minutes
g |

Load balance =

[C<ak )

t Cancel

Configure Failover

Q

Scopes:

Failover wil be set up between server] rajeevkhoodeeram
server2 with the folowing parameters

192.168.255.0

Relationship Name.
Maximum Client Lead Time:
Mode

State Switchover Interval:

Load Balance Percentage

Local Server.

Partner Server.

<Back |

Frish |

server! rajeevkhoodeeram.com-
2hrs Omins

Load balance

60 mins

Cancel

and I



STEP 5

6.1 Configure serverl and server2 as WINS servers

WINS stands for Windows Internet Name Service.
names to IP addresses in a network (specifically for older Windows networking, where systems used

NetBIOS names instead of DNS).

e Configure serverl and server2 as WINS servers in a push/pull relationship and ensure that Net-
BIOS name records for both your computers are automatically created in the WINS database

(remember the bug in Server 2022).

| G wins

File Action View Help

e 2m@Ea
Gl WiINs

@ Server Status

£ Replication P *

v [ SERVER1 [192.168.255.1)
(4 Active Registrations

|

\o\ Replication Partners
NewReplication Partner... er WINS servers that share and replicate
Replitate Now zen multiple WINS servers increases

~d reliability for your WINS clients.

View >

=w replication partners, on the Action
Refresh
Properties . on the Action menu, click New
Help

ou need to repeat the process for each IP
address on the multihomed server.

gupa partner,

For
see online Help.

Create anew replication partner

| G wins - 0O X
File Action View Help

e 2@EcR HE

G wins

B ServerStatus

v ) SERVERT [192.168.255.1] Server Name 1P Address Type

(A Active Registrations @SERVERZ 192.168.255.150  Push/Pull

3 Replication Partners
@ wins =
File Action View Help
e 2@ XE=HBE
a3

B ServerStatus
me 1P Addr 7

v B SeRVERT (192168255 || Severteme st pe

(4 Active Registrations S SERVER2 192.168.255.150  Push/Pull

£l Replication Partners

Confirm Start Pull Repllcabcnh X

GG) et pul repication might increase network raffic:
G S
D0 you want to continue?

Yes No

Figure 6.1: Configuring Serverl as WINS Servers (1)

File Action View Help
e 2 XE
G wiNs

B Server Status

v [ SERVER1 [192:168.255.1]
(4 Active Registrations
£3 Replication Partners

5| M@ m
Server Name 1P Address Type
i SERVER2 192.168.255.150  Push/Pull
Start Push Replication ? 53

¢l When you start push wl%'\vywm(wwk traffic can
B0 ncreess scriicanty

Push replcation method:
O Start for this partner only
(O Propagate to al partners

o)

Cancel

a

File Action View Help
o 2@ X 5 o)
T
3 Serverstatus
v [ SERVER1 [192.168.255.1] ServerName | W Address Type
O AciveRegistations || SRSERVERZ  192.168255.150  Push/Pull

3 Replication Partners
WINS X

The replication request has been queued on the server.
Check the event log for status on when this operation is
completed. I

CnJ

Figure 6.2: Configuring Serverl as WINS Servers (2)

A WINS Server is used to resolve NetBIOS



« e
File Adion View Help
e 2mBcE B

File Adion View Help

e nm jc= Hm
ax -

shboard

. —
& wins server2.rajeevkhoodeeram.com [192.168.255.150] Fwins Replication Partners
<al Server 3 " zal Server 8 Server tatus
Des¢ Server Name 1P Adgfess T
Servers g cription et © B serverrajerkhoodesramdy o " pe
Name entries n the WINS Daty gve Regisations SERVERT fos2ss1  pushypull
< Servers that this WINS server | icp

23 Replcation Partners
»and Storage Se

2 and Storage Ser

Replicate Now

Refresh
Properties

Help

(Create a new replicaticn partner

[ PRSI - =~ <.

[ PRSI - o= <.

Figure 6.3: Configuring Server2 as WINS Servers

e Next, add a static mapping to the WINS database for 192.168.255.188 (which is used by a
UNIX server named SCIBORG that has a static I[P address).

) DIl < servert
! New Static Mapping ? X
| S wins
4 General
File Action View Help E -
= = = ic Mappir pr—
O -ETEELE: B s enn ~—ur
G ODEE i
e gwss <ot SERERAID A M79 Youcanadd ddress mappings o the WIN bt
erver Status — . . . only for computers that cannt register cynamically in WINS. Static
© ) SERVER! [192.168.255.1] Configuration Folders for 'SERVER1 M79 ﬂfé’:’én an eplcate thoughoud your WINS ‘and write over
Ea— (4 Active Reaistrations -
;i cati Display Records...
(3 Replicatic splay Recorcs G766 Computername: SCIBORG
- BC
New[Satic Mapping.-. e NetBI0S scope optonal
Import LMHOSTS File... P Type: Unique v
Verify Name Records... oo [ & =@
Delete Owner...
Refresh
Help = —
’ . s | (o

Figure 6.4: Adding Unix Server SCIBORG to WINS database
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STEP 6
7.1 Configure the DNS service on Serverl

e Create a standard forward lookup zone called yourname.net that accepts secure and unsecure

dynamic updates.

orup cones

New Zone Wizard X
Active Directory Zone Replication Scope “
status You can select how you want DNS data replicated throughout your network l/

tory-Integrated Pr_. Running
itegrated Pr. Running
Select how you want zone data repicated:

x OToal DN this forest: com
Welcome to the New Zone © o 3 DNS servers running on domsin controllers n this domain:
3 rajeevkhoodeeram.com
(O To all domain controllrs i this domain (for Windows 2000 compatiitty):
2 rajeevkhoodeeram.com
To all domain controllers specified in the scope of this di titic
<Back Next> |  Cancel
Nt Cance
; New Zone Wizard X WINS Zone Transfers Security
- ] ;
Jone Hame Genera Start of Authorty (SOA) Name Servers
What s the name of the new zone?
)
/ Status:  Running Payse
The the portion of the DI for which this server is
authoritative. It might be your organizatio's domai name (for example, microsoft.com) Type Active Dirsclory-ntegrated Change
or a porton of the domain name (for exampe, newizone.nicrosoft.com). The zone name
Replication: Al DNS servers in this domain Change. .

I Datais stored in Active Directory

Zone name:
rajevkhoodeeram.net|

Nensecure and secure ~

None
Nonsecure and secure

Dynamic updates:

/. Allowing nonsecure dynamic
vulnerabilty because updates|
— sources

Secure only

To set aging/scavenging propeties. click Aging Aging...

<Back Next > Cancel

Figure 7.1: Create a standard forward lookup zone called rajevkhoodeeram.net

e Add the following A records to your zone (format webserver.yourname.net):

— webserver.rajevkhoodeeram.net = 192.168.255.222
— webserver.rajevkhoodeeram.net = 192.168.255.223
— webserver.rajevkhoodeeram.net = 192.168.255.224
— fileserver.rajevkhoodeeram.net = 192.168.255.225

— mailserver.rajevkhoodeeram.net = 192.168.255.226
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[ —

Data
File Action View Help ity (SOA)  [1), server

es 2D XEBcE B aa Name (uses parent domain name if blank): \S) serverl
192.168.25
£ DNs
= SERVERT Nome Fuly qualfied domain name (FQN):
j [—I (same as parent folder) rajevkhoodeeram.net.
v 8 Severlusjeevkhoodeeramc|| = e folder)
~ [ Forward Lookup Zones P 1P address:
1 _msdcs.rajeevkhoode
| rajeevkhoodeeram.cc (Jcreateass ONS X
rajevkhood () Alow any ¢
Reverse Lookuj same ovng The host record webserver.rajevkhoodeeram.net was
1 Trust Points Reload SuCcessTully reagUE—
| Conditional Fo Nean;t(AcrAAA%..
New Alias (CNAME)... b o J
New Mail Exchanger (MX)... cancer

New Domain...
New Delegation...

Other New Records...

DNSSEC >
- o x i
e Action View Help
= x 7] . -
P s
3 N 0 G
= Stat of Authosity 508
5 seRveR! HewHost d iy Nomme Senver (4
5 Serverl.ajeevkhoodeeram.con yiame (uses porent daman g bonk): 4 o
v [ Forwardlookup Zones ¢ ost 4
_msdcs.majeevkhoodeer ot 4

Fuly )i

(e inocdess S
s Host (4
feserver t Condtionsl Formardes
Reverse Lookup Zones
Trust Points P adcress: M
Conditional Forwarders  192.168.255.225]

(Create assocated pointer (PTR) record
() Alow any authenticated user to update DNS records with the
e

Add Host Cancel

Figure 7.2: Adding A records to the domain

e Add a CNAME record that maps www.rajevkhoodeeram.net to webserver.rajevkhoodeeram.net.

www Properties ? X 5 Administrator: Command Pro
Alias (CNAME)  Securty
‘Alas name fuses parent doman f left blank): on
*

"

Fully qualfied domain name (FQDN):

o
N wwwiajevkhoodeeram net
!
€

ey
Fully qualified domain name (FQDN) for target host:

webserver rgjevkhoodeeram net Browse

1€ —

N

[ ok Cancel

Figure 7.3: Adding CNAME record with mapping
e Add an MX record (priority = 20) for mailserver.yourname.net for the yourname.net zone.

Name. Type
ERVERT
erverl ajeevkhoodeeram.com
~ (] Forward Lookup Zones
_msdcs.rajeevkhoodeerat
rjeevkhoodeeram.com | Host or chid domain:
rjevkhoodeeram.net
Reverse Lookup Zones
Trust Points By defauk, DNS uses the parent domain name when creating a Mai

Exchange record. You can specfy a host or chid name. but in most
| Conditional Forwarders deploymerts. the above fiekd s eft blark

New Resource Record X

Mad Exchanger (MX)

Fully qualfied domai name (FADN)
atevkhoodeeram net.

Fully qualfied domain name (FQDN) of
malserver rjevkhoodeeram net Browse.

Mai server prioty

2 I

oK Cancel Help

Figure 7.4: Adding an MX record for mailserver.rajevkhoodeeram.net
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e Ensure that your DNS server can also use the WINS servers you created earlier for name
resolution if FQDN name resolution fails.

General Start of Authority (SOA) Name Servers
WINS Zone Transfers Security

1 You can use WINS to resolve names not found by querying the DNS
namespace. WINS only supports IPv4 addresses.

(8 Use WINS forward lookup

([ Do not replicate this record

IP address:

192.168.285.1
192,168.255.150

Advanced...

Figure 7.5: Configuring DNS server to use WINS server

e Ensure that any FQDN name resolution requests for the acme.com domain are forwarded to
192.168.255.226.

2, DNS Manager | -
- = New Conditional Forwarder
File Action View Help

e x@ c=IBm i8S

DMS Domain:
£ DNs Name
& SERVER1 acme.com
v 3§ Serverl.rajeevkhoodeeram.com
» [ Forward Lookup Zones
> [£] Reverse Lookup Zones IP addresses of the master servers:
> [ Trust Points
| Conditional Forwarders |
NespConditions Forwarder.. IP Address Server FQDN
View N |<Click here to add an IP Address or DNS Name
o4 192,168,255.226 <Attempting to re!
Refresh
Export List...
Help
New Conditional Forwarder X
DNS Domain: Type
acme.con
ot
P addresses of the master servers:
1P Address: Server FQDN Validated Delete > (2] rajevkhoodeeraminet h
> R Jup Zon Mame
<Cickhere to add s... e P Zones Wkt thename of he new zone?
2 192.168.255.226 <Unable to resolve > Vaidatng. .. P 2

Conditional Forwarders

—

the por i

authortative, 1tmight be your organzatiois domain name (fo example, miaoso

or 8 ortion of the dormain name (for example, newzone.mirosoft.com). The 200t
the DIS server.

(O store this conditional forwarder in Active Directory, and replcate it as folows:

AONSservers it forest N

Number of seconds before forward queries tme out: 5

The server Tookup zones and
configured.

s[> ]

Figure 7.6: FQDN resolution for acme.com

e Add a standard primary reverse lookup zone for the 192.168.255.0 network that does not allow
dynamic updates and create the appropriate PTR records for webserver.yourname.net.

20



o NewZone Wizard X ¢ New Zone Wizard X

Reverse Lookup Zone Name Reverse Lookup Zone Name N
tansistes P Areverse lookup zone translates IP adcresses into DNS names.
Toidentfy the reverse lookup zone, type the network ID or the name of the zone. Choose whether you want to create a reverse lookup zone for [Pv4 addresses o IPv6
© Network ID: adcresees.

168 255
O Py Reverse Lookup Zone
The network ID s the portion of the EP addresses that belongs to this zone, Enter the pAAlie L —

network ID inits normal (not reversed) order. (O PvSReverse Lookp Zone
If you use a zeroin the network ID, it wil appear in the zone name. For example,
network ID 10 mould create zone 10.in-addr.arpa, and network ID 10.0 would reate
zone 0.10.in-addr.arpa.
(OReverse lookup zone name: [

255,168, 192.in-addr.arpa

1 <Back Cancel <Back Cancel
L . !
| New Zone Wizard X . New. Zone Waard X
Dynamic Update o
You can spedify that this DNS zone accepts secure, nonsecure, of no dynamic a Completing the New Zone Wizard
updates.

You have successfully completed the New Zone Wizard. You

Dynamic updates enable DNS dient computers to register and dynamicaly update their
e the folowing settings:

Select the type of dynamic updates you want to allow: Name: 255168, 192.n-2ddr arpa -
(o} Type:  Active Directory-Integrated Primary
LT & [ L

O Allow both nonsecure and secure dynamic updates -
Dynamic updates of resource records are accepted from any dient.
Note: You should now add records to the zone or ensure
at records y

4. This optionis y
A% accepted from untrusted sources. [N th
O Do not allow dynamic updates [N name resolution using nslookup.
by this zone. You must update

these records manually. To dlose this wizard and create the new zone, click Finish.

s <o =

Figure 7.7: Primary reverse lookup zone

New Resource Record x e x
i c
j ) r Reverse Lookup Zone Name
T L A reverse lookup zone translates IP addresses into DNS names.
" 192,168,255

o Fuly qualified domain name (FQDN): Choose whether you want to create a reverse lookup zone for IPv4 addresses or IPv6

addresses.
n  255168.192.in-addr.apa
o
Host name: 1O IPv4Reverse Lookup Zone
¢ webservermjevkhoodeeram net Browse.
Pl - (O IPv6 Reverse Lookup Zone
e
() Alow any to update al
name. This setting applies only to DNS records for a new name.
= . -
New Resource Record X & orcshlegm = (L
Pointer (PTR) s iawe
Nome o ons
Host IP Address: o n
5]
192168255 [lisreazssan Poiner (TR websenerjenocdee
| <+ g, Fliszreezss 22 Pointer (PTR) webserver.apevkhoodee
Fully qualfied domain name (FQDN) e Fliszisess s Sentr TR Pt —
255.168.192in-addr.apa J scmecom
© 3 Reverse Lookup Zones
28168152 in-adde
e <
e webserverrajevkhoodeeram net Browse... ~ 21 Condtions Fomarders [N

[) Alow any authenticated user to update all DNS records with the same
name. This setting appies only to DNS records for a new name.

Figure 7.8: Adding PTR records for webserver.rajevkhoodeeram.net
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STEP 7

8.1 Configure the DNS service on server2 to host a secondary
copy of the yourname.net
e Configure the DNS service on server2 to host a secondary copy of the yourname.net (here

rajevkhoodeeram.net) forward lookup zone and 192.168.255.0 reverse lookup zone from the
previous steps.

Figure 8.2: Create Secondary Zones on Server2 (2)
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e Ensure that the secondary zones query the primary zones every 5 minutes for new records.

rajevkhoodeeram.net Properties ? X
WINS Zone Transfers Security
General Start of Authority (SOA) Name Servers
Serial number:
= Increment
Primary server.
server! rajeevkhoodeeram com Browee.
Responsible person: I
hostmaster rajeevikhoodeeram com. Browse.
Refresh nterval 5 |[motes ﬁ
Rty inerval 10 minges
Expires after. 1 days
Minimum (defaul) TTL: 1 hours
TTLforthis record: [0 10 0 (DDDDD:HH.MM.SS)
[ ok ] cancel Help =

Figure 8.3:

DNs Name Type
v B SeRvER2 [ same as parent folder) Start of Authority (SOA)
¥ = Forward Lookup Zones || [F/c, 16 o6 parent folder) WINS Lookup

rajeevkhoodeeram.co
rajevkhoodeeraminet
Reverse Lookup Zones
Trust Points
Conditional Forwarders
i server2rajeevkhoodeeramco

[ 1(same as parent folder)
[ ] (same as parent folder)
[ same as parent folder)
[](same as parent folder)
[Tfileserver

mailserver

Name Server (NS)
Name Server (NS)
Name Server (NS)
Mail Exchanger (MX)
Host (A)

Figure 8.4:

e Test that both servers

working.

Figure 8.5: Testing of records being updated on Server 1(left) and Server 2 (right) - Round Robin is

[servert
[server2

[ Jwebserver
[ webserver
[ webserver
ww

Results

Host (A)
Host (A)
Host (A)
Host (A)
Host (A)
Host (A)
Alias (CNAME)

File Adion View Help
-
X Name Senvers
£ ons General
3 sERVER2
Serial number
Forward Lo0kup Zones .
rajeevkhoodseramco
rajevkhoodeeramnet
Primary server

Reverse Lookup Zones
Trust Points
Conditional Forwarders

§ server2rajeevkhoodeeramaca)|  ResPonSBe person
Refresh itervat:
Rety inevat

Expres afer

Miimum (defaut) TTL:

Z, DNS Manager
File Action
- =) T X
%, DNS

v § SERVER2
v Forward Lookup Zones

View  Help

rajeevkhoodeeram.co
rajevkhoodeeramnet
« [] Reverse Lookup Zones
255.168.192in-addrar
Trust Points

Conditional Forwarders
server2rajeevkhoodeeram.col

KHOOD!

rajevihoodeeramanet Properties

wins Zone Transfers
Startof Authorty (SOR)

S

7 -
Name

[Flsame as parent folder)
[Flisame as parent folder)
[Elsame as parent folder)
11921682554
[Fl192:168255.104
Fl192168255.113
[Fl192.168255.114
[Fl192.168255.150
1192168255222
1192168255223
1192168255224

nslookup we

Administrator. RA>h:

working as [P addresses rotate in the response with nslookup
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stname

x

Set Zone Transfer Interval to 5 Minutes

Type

Start of Authori
Name Server (N
Name Server (N
Pointer (PTR)
Pointer (PTR)
Pointer (PTR)
Pointer (PTR)
Pointer (PTR)
Pointer (PTR)
Pointer (PTR)
Pointer (PTR)

after testing - Zone transfer occurs from Server 1 to Server

can be queried for the records and that round robin functionality is



STEP 8

9.1 Convert the rajevkhoodeeram.net to AD integrated

e Convert the yourname.net (here it is rajevkhoodeeram.net) and 192.168.255.0 zones on serverl
to be Active Directory integrated and accept secure dynamic updates only.

I - R 2551681521 adrarp Properies T x

WINS 2Zone Transfers Securty === y Name Servers WINSR Zone Transfers Securty
General Start of Authorty (SOA) Name Servers = ral Start of Authority (SOA)
Status Running Change Zone Type X Status: Running Pause o
3
Tpe:  Adive Diectoyintegrated | gyect a zone type: W Type:  Active Drectoryintegrated Change
. o
Replication: Al DN inthis domain | @ Primary zone Replication: Al DNS servers in this domain Change.
I Stores  copy of the zone that can be updated directly.
. n
Datais stored in Active Directory (OE=maRt o
Stores a copy of an existing zone. This option heips balance the processing load of Data is stored in Active Directory.
primary servers and provides fault toerance. <
Dynamic updates Nonseol O'Stub zone. |
3 Alowingnansecure ymanic updatenrs S 2 OPY of 8 Tone contanieg rly NS, SOA, and possiy Ebanicbpdatn Secure only
ity bocame pdtes canbe U Arecrds A erver containg b zne ot H| A Mowngnonsecuse dmamic updatos i a sriicant socusty
sources. . winerabilty because updates can be accepted fom untusted
To set aging/scavenging propeties, lick Agi (B Store the zone in Actve Directory (avaiable only if NS server s 2 domain controler) sourees
To set aging/scavenging propetties, click Aging Aging
ok | Cencel

oK | cancel Aoply Help

I oK Cancel Aoply Help

Users\Administrator> Get-DnsServerZone -Name "rajevkhoodeeram.net” | Select-Object ZoneType, IsDsIntegrated, Dynami

ZoneType IsDsIntegrated DynamicUpdate

Primary True Secure

PS C:\Users\Administrator> Get-DnsServerZone -Name "255.168.192.1in-addr.arpa” | Select-Object ZoneType, IsDsIntegrated,

ZoneType IsDsIntegrated DynamicUpdate

Primary True Secu

i

PS C:\Users\Administrator>

Figure 9.1: Convert domain to AD integrated
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STEP 9

10.1 Configure serverl as a VPN server

A VPN (Virtual Private Network) is used to create a secure, encrypted connection ("tunnel") between
a user (or device) and a private network — over the internet. Here Serverl is turned into a VPN
server, so authorized users (like employees) can connect remotely to the organization’s network using
a safe tunnel and get an internal IP (e.g., 172.16.0.x) — behaving like they’re inside the office LAN.

e Configure serverl as a VPN server. The VPN network should use IP addresses on the 172.16.0.0
network.

£ Configure Remote Access X
{ Configure Remote Access
] Getting Started Wizard

f Dashboard

i Local Server N
Welcome to Remote Access essandVPN,| | Relosd Configuration

Use the options on this page to configure DirectAccess and VPN, i All Servers =

e fl contgure nemote | | TSN
—> Deploy both DirectAccess and VPN (recommended) ¥ prACP >y

DirectAccess & VPN settings have no!

Configure DirectApcess and VPN on the server, and enable DirectAccess client computers. Allow b DNs
remote client comflters not supported for DirectAccess to connect over VPN. B enarcrene] & Run the Gelting Startad Wizl
8IS Use this wizard to configure Drect/
—> Deploy Dir ss only BEPrint Sesvices 9 Runthe Remote Access Setu
Configure DirectAccess on the server, and enable DirectAccess client computers. :
Use this wzard to configure Drects
» WDS
—> Deploy VPN only
Con f
ons. VPN The Getting Sarted Wizard apf
@B Vienagement console. Aty

Routing and Remote Access Server Setup Wizard

T Routing and Remote Access - a X
Configuration
File Adion View Help | You can enable any of the folowing combinations of senvices, or you can
customize th servr.

e 2@ ez HE

€ Remote access (dial-up or VPN)

Server Status.

o Server Name. Servertype State |, Plow T e
> y vitual pivate network (VPN) Intemet connection
g i 1025 Datacenter Server  Stopped ( Secien)
?onl g I}mu Enable. Routing and Remote Access o )
Ftemet 1P address.
Al Tasks >  Vitual private network (VPN) access and NAT
Ao temet
Delete ‘connect to the Intemet using a single pubic P address.
Refresh € Secure connection between two private networks
Connect this network to a remote network, such as a branch office.
Propeties £ Custom conueatin

” Wﬁ the features available in Routing and Remote Acoess,
elp

| <o ==

Figure 10.1: Configure Serverl as VPN server on 172.16.0.0 network (1)
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Routing and Remote Access Server Setup Wizard = Routing and Remote Access =

Custom Configuration File Action View Help
When this wizard closes, you can corfigure the selected services in the Routing Py — —
and Remote Access console eS| aE @ T
Select the services that you want to enable on this server. Server Status
Server Name Servertype
[V VPN access v 3 SERVER1
o B Network Interfaces FHSERVERT Windows Server 2025 Dz
X 5 Remote Access Clients (0) ey
™ Demand-dial connections ( used for branch office routing 3 Ports
3 Remote Access Logging & Policies
Y > B IPva
™ LAN routing v F P
H General
H static Routes
< Back Next > Cancel [N
E Routing and Remote Access - o x

File Action View Help |
es | am ez Bm
T Routing and Remote Access
3 server Status
v B SERVERT
H Network Interfaces
B Remote Access Clients (0)
& ports
3 Remote Access Logging & Policies
~ B P
H General N
F static Routes
T DHCP Relay Agent
> B IPv

s\Administrator> Enable-NetFirewallRule -DisplayGroup "Remote Acc

PS C3\

Users\Administrator> |

Destination
H 600

Network mask
255.255.00

2.168.255.1 Privd

Figure 10.2: Configure Serverl as VPN server on 172.16.0.0 network (2)

Moreover, the VPN server should use a RADIUS server configured on serverl for authentication
and logging, as well as use an NPS policy that disconnects idle sessions after 2 minutes.

s Add Roles and Features Wizard

Select server roles

Before You Select one or more roles to install on the selected server.

Installat Roles Desc

[ Active Directory Certificata Services

| Active Directory Domain Services (installec) provi
[J Active Directory Federation Services (NPS,
secul

[0] Active Directory Lightweight Directory Services
[ Active Directory Rights Management Services
[ Device Health Attestation

/| DHCP Server (Installed)

/| DNS Server (Installed)

[] FaxServer

W] File and Storage Services (2 of 12 installed)

[0 Host Guardian Service

[ Hyper-v

O Network Controller

W] Print and Document Services (;
] Remote Access (1 of 3 installed)
[ Remote Desktop Services

[ Volume Activation Services

M) Web Server (IS) (22 of 42 installed) ke
/| Windows Deployment Services (Installed)

wstor |
W | Goting Startoa |
Network Policy Server (NPS) alows you to create: and erforce organization-wide network

access policies for connection request authentication, and connection request
authorization

Standard Configuration

Select a configuration scenario from the list and then click the link below to open the scenario wiz I

1US serverfor 802 1X Wireless or Wired Connections
When you corfigure NPS as a RADIUS server for Dial-Up or VPN connections, you create netwo
that allow NPSto authenticate: from Dial-Up or access s
called RADIUS clients).

B3 Configure VPN or Dial-Up Leam more

Advanced Configuration

Templates Configuration

Server Manager

File and Storage Services P

SERVERS
Dashboard All servers |1 total
i Local Server
o
All Servers
AD DS Server Name  [Pv4 Address Managesb
DHCP
DNs

Figure 10.3: Installing NPS
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L) Tvices
=l Remote Access
B wDs 3
EVENTS
All events| 0 total
Filter o
& Network Policy Server
File Action View Help
“=|m 3
€ NPS (Loc=h IW
> [ RADI Import Configuration
> [5] Polic Export Cenfiguration E
5 Acco - ek
> Wl Temp Start NPS Service E=r
Stop NPS Service thorizal
Register serv%in Active Directory ird Cc
Properties config.
View >
server
Help

1S ser
‘When you corfi
that allow NPS1
ralled RADILIS



RADIUS server for Dial-Up or VPN Connections ~

N Policy name:
Network Policy Server X PolcyWSA_2025
create netw o] . L
that 7 enable NPS to authenticate users in the Active Directory, the ok access o Verrspche. it ethr ey ek cces srvrh n 121X hrctng i o ke et
€2l computers running NPS must be authorized to read users' dial-in
properties from the domain.
Type o ntwok sccss e
Do you wish to authorize this computer to read users' dial-in S -
B3 properties from the rajeevkhoo deeram.com domain? Rencts fccom SevertVPN-Ol o)
(O Yendor specific:
i
N
=
Templates Configuration

New Network Policy

x New Network Poiiy x
4 Configure Constraints Configure Authentication Methods
Comraints - : y ¢ Sithentication you must omiure an AP pe.
’F if you do not want to configure constraints, dick Next.
I b e
Corfiure the constant ortis network polcy
¥ o dared [ eon !
£ Constrants: r .
1
C;";':”;" ‘Specty the access meda types requred o match ths palcy
o8 e Timeut
o SesienTimaod Comon dap and VPNt tyoes
- 3 Aerm: (Wodem) i |
(5 Called Stion D 10 1500 Sy
 Day and ime Sre 1L

P —
restictions

8 User can change password after  has expired

Microsoft Encrypted Authentication (MSCHAP)

e P
Festne £ Hhentificat

0539y DS ot s ot e or authentitication

e A z ]

Decrete Mt Tone |

Commen 802 1X tunneltypes E Less secure authentication methods: 5
0 Ethemet 8B Microsoht Encrpted Ashertcation verson 2 (MSCHAPY2) sin g =

Frevious N B Concel
I Prevows R Cancel

Figure 10.4: Register NPS in Active Directory

New Network Policy

N New RADIUS Client X
Configure Constraints Setings  Advanced
A . f [ ——
consrantic ot Constraint:

P ool i | — |

Configure the constrants fo this network polcy.

retwork Name and Address
¢ Constraints Frendiy name:
RRAS_ WSA
Constrants
Idle Timeout s dscormected Address (P or DNS):
) Session Timeout B Diconnect st the maimu de tme kil Vesty.

5 Called Saton 1D

1 . Shared Secret )
Day andime U Select an exsting Shared Secrets template:

restictions Mone v

NAS Port Type

cick Manwal, To

[N secret, chck Generate, You must conurethe RADILS cient with the same shared
Soc enered here. Shared secrts are case senstive.
O Manual

Shared secret

|_ Previous N ] Concel

[ ok ] camel
o
T E———— JE{pocting s et Ao

Fie Action View Help
e 2m 6B 1

197 69 server Status

< . v B serveRi =
ature NPAS -IncludeManagenentTools e FERAJEEVKHOODERA Administrator

=

" T Remote Access Clients (1)
(3 Remote Access Logging & Policies
&

Figure 10.5: Configure RRAS to Use RADIUS (NPS) for Authentication

e Test your configuration from server2 using split tunneling.
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Bl & neworkand Sharing Center - o x

e 1 8 = Networkand Itemet > Networkand Shering Certer v O SeachComrolar »
L W your twork informati uj ion
Contes bt e View your basic network information and set up connections
g [——
“ 0 crange acaptersetings
1 Change advanced sharing rajeevkhoodeeram. com Accesstype:  Nontemet access
settings Domain network Connections. < Etneret
——y
Change your networing sttings
Set up a broadband, ial-up, o VPN connectio: o et Up a fouter o access pint.
Diagnose and repai ntwork problems, o get toubleshooting information.
OH/‘% one /VHLQI"{HCEZ N ,presen‘f
| totermet Options:

Windows Defender Firewall

H £ Type here to search

Control Panel € B» Connect to a Workplace
0
<0 Crangeadapt
“ chngeasr  TYP the Internet address to connect to
settings

taccess

Your network administrator can give you this address.

Intemet address: 192168255.1

Semer TVPN
Destination name: s point.

[Jsea smart cars
[ZARemember my credentals

& (2 Atlow other peopie to use this comnection

with access to

Cancel

Internet Optic
Windows Defender Firewall

| = [T

Manage  Tooks  View

Help

TSks_~

Al Servrs —

DHCP.
DNs ' Network Connections. o x

a8k gl

File and Storage Services b

T < Net. > New. v o »

mot|  Oroanize - E- 0 @ ko
A R — !

VPN interfage™ = renrermes
is added

VPN Connection

EVENTS

: ks>

oOmigmo

oy 2
9% s

n £ Type here to search

o setiings - O X |0 sa e »

@ VPN

L AddaVPN connection

Disconnect

Advanced options.

Advanced Options

Allow VPN over metered networks
@D or
Allow VPN while roaming

@D off

o

Type here to search

3

B Adminisuator: Windows PowerShell ISE

| File Edit View Toos Debug Add-ons Help
R | [ untiteatpst x

-

i}

7

Adwinistrator. RAJEEVKHOODEERA

Completed

 Type here tosearch

Test-Net

ame 192.168.255.1 -Port 172

1n 66 Col44 100%

Figure 10.7: Testing VPN connection to Server 1
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STEP 10

11.1 Creating a domain-based DFS namespace for your do-
main

DFS stands for Distributed File System. It’s a Windows Server role that organizes shared folders
across multiple servers into one unified directory structure (called a namespace). Users see just one
logical tree of folders — even though the data may be stored on different servers or locations behind
the scenes.

e Configure a domain-based DFS namespace for your domain called warehouse

— Install DFS (run below cmdlet on both serverl and server2)
Install-WindowsFeature FS-DFS-Namespace -IncludeManagementTools

— Must also do this otherwise DFS Replication service not installed message
Install-WindowsFeature FS-DFS-Replication -IncludeManagementTools

o0 O I 4 server

= 7 DFS Management

EE_ File Action View Window Help

Erter the nme fthe sever s il o the namespace. The sever you ey
wibe knomn a the namespace server

Sorver

e |7 B — Bowse
<% DFS Management DFS Management

i i Namespa—-- e
v 'flﬂ Replicatio New,Namespace...

7{3 Doma Add Namespaces to Display... xanage Dit
Delegate Management Permissions...

New Window from Here

Help
‘ | Create a namespace to make shared folders loi
inmrasea radimdanms of tha faldare nrmala tha
 New Namespace Wizard = O X = wNamespaceWsard - o
~ Namespace Type B Review Settings and Create Namespace
&= v
m— "
Selatthe e of namaspsce to crte You selected the olowing setngsforthe new namespace. e setings are
Nemespace Server 5 cs Sewer o crese yournew namespace. To change a set, cick
© Domanbased namespace selectthe approprale page in the oentaton pane.
Namespace Nae and Setings

Adomainbased Drectory ace Name and Setings
Doman

Namespace Type

Review Setings and Create.
Namespace

ol servers ace Tipe Namesmace
e Sattngs and Create Namespace name: \ajeevkhoodeeram comwarehouse
e Namespace ype: Doman (Wndows Sever 2008 mock)

Namespace server server

Corfimation 8 Encbie Windows Server 2008 mode sion Root shered foder. A shared flder wilbe creed  one does no eis

pi CADFSRe
Preview of domainbased namespace: Pemissions for namespace shared oder. Everycne read only

O Standdlone namespace

A You
avalabity of a stancaone namespace by hosting ¢ o a faover custer.

Preview o stancalone namespace
Vserver s

< Previous [ Net> ] Canfd ‘ <Prevous [ Ceste ) mfz
Figure 11.1: Configuring the DFS and namespace on the domain

e Add three shared folders (called sharel through share3) to this namespace that meet the follow-
ing criteria. Sharel and share2 reside on serverl. Share3 resides on both serverl and server2,
with the contents synchronized using DF'S replication.
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[ PART10.WSApsT | partiOb wsapst X

Sdomain = (Get-ADDomain).DNSRoot
SnamespacePath Sdomain\warehouse

| PART10.WsApsT X

New-Item -Path
New-Item -Path "
New-Item -Path "

\share1” -ItemType
\share2” -ItemType
share3” -ItemType

New-DfsnFolder -Path “SnamespacePath\sharel” -TargetPath “\\Serverl\sharel
New-DfsnFolder -Path “SnamespacePath\share2" -TargetPath "\\Serverl\share2

New-SmbShare -Name “sharel” -Path "C:\DFSRoots\sharel” -FullAccess "Everyone”
New-SmbShare -Name "share2” -Path "C:\DFSRoots\share2" -FullAccess “Everyone" ?  # Add both targets for share3
New-SmbShare -Name "share3" -Path "C:\DFSRoots\share3" -FullAccess "Everyone" New-DfsnFolder -Path "SnamespacePath\share3” -TargetPath "\\Serverl\share3

9 New-DfsnFolderTarget -Path "SnamespacePath\share3” -TargetPath "\\Server2\share3

NawEwN R

Success Restart Needed Exit Code Feature Result

No {DFS Namespaces, DFS Management Tools, Fil... Administrator> C:\RajeevShared\part10b_wsa.

State TimeToliveSec Properties Description

— - - ca\ ed) e \rajeevkhoodeeram. com\war ehouse\share1 Online
\Users\Administrator> C:\Rajeevshared\PART10_WSA. ps1 e o e evahar a2 o ine 300
\rajeevkhoodeeram. com\war ehous e’ 3 Online 300

Directory: C:\DFSRoots NamespacePath ajeevkhoodeeram. com\war ehouse\share3
ReferralPriorityClass : sitecost-normal
ReferralPriorityRank o
Mode LastWriteTime Length Name State online
ST TargetPath Server2\share3
4/16/2025  3: sharel PSComputerName
4/16/2025 Ehanea Path : \\rajeevkhoodeeram. com\war ehouse\share3

4/16/2025 B share3

DFS Management

File Action View Window Help
o 2@ B

DFS Management

2 Namespaces
v 2 \\rajeevkhoodeeram.co

Namespace Namespace Servers Delegation Search

2l sharel 3enties
2l share2
chare3 Type Name
v i Replication el
&Y Domain System Volume B shar2
£ share3

Figure 11.2: Configuring the shared folders

PART10C_WSA.ps1

ared

New-DfsReplicationGroup -GroupName "RG_Share3"

Add-DfsrMember -GroupName "RG_Share3" —ComputerName "Serverl"
Add-DfsrMember —-GroupName "RG_Share3" —ComputerName "Server2"

New-DfsrReplicatedFolder —GroupName "RG_Sha —FolderName "share3"

Add-DfsrConnection —-GroupName "RG_Share3" -SourceComputerName "Serverl" -DestinationComputerName "Server2"
Add-DfsrConnection —GroupName "RG_Share3" -SourceComputerName "Server2" -DestinationComputerName "Serverl"

Set-DfsrMembership —GroupName "RG_Share3" —FolderName "share3" -ContentPath :\DFSRoots\share3" -ComputerName "Serverl"
Set-DfsrMembership —-GroupName "RG_Share3" -FolderName "share3" —ContentPath :\DFSRoots\share3" -ComputerName "Server2"

Figure 11.3: Link shared folders to replication group

DFS Management
% Fle Acion View Window Help

% File Action View Window Help B

- 715 Al
e s S Fame
e v [

v f Namespaces ~ i \rsjeevkhoodesramcol
' Membershps Connections _Replcated Folders  Delegation s sharet 2erives
sharel New Member Wizard share? State | Sending Me...| Connection...| Sending St | Receiving... | Schedule
share2 X
&b share3 |~ S Sending Member: SERVER (1 item)

Dormain System Volume e

Encbod DefotFret SERVER2 Repicaton

~ &Y Replication [ New Member #G.Shared

% Domain System Volume - Sending Member: SERVER? (1

St B - . ending Member Q@ item)

— Sk « SERVER?  Ewbed sk SEVER]  Repicaon
New Menber .
Comections

serverl|

Replcation Schedue ‘

Review Settngs and Create
Merber

Cortimtion
x
% Fle Action View Window Help @ Mp Network Drive
o 2@
Replicate Folder Wizrd
DFS Management e What network folder would you like to map?
v & Namespaces | g
< 3 \\jeevkhoot 31 Replication Group and Repicated Fokder Name Specifythe v
AR
G Dive: s
o2 shared Tldertargets, Review the aogesed 9ocp and okder names, and eck thm €
\ Replication Repication Group and necessary Folder [ \ajeevkhoodeeram.com\server2\share]] Browse.
& Repicated Foder Name
Y Domain Syste " Example: \servenshare
1 RG.Shares | Replcaton Sigbiy -
Prmay Member eplcaton group name: B Reconnectatsign-in
Topeogy Selectan warehouse shared () Connect using differen credentisls
Hob Menbers Reskcated odernane Connectto s Web st tht you can use o sore your documents and pitur

Hub and Spoke Comections  share3

Repication Group Schedule
and Bandwidh

Review Settngs and Create
Repication Grop N

Corfimation Finich Cancel

Figure 11.4: Configuration of DFS and Replication service (1)
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", Replicate Folder Wizard = | Replicate Folder Wizard

i*ﬁl Replication Elgibilty i{al and Creote Repica »

Steps: Steps: Fthe setings
participate in DFS Repitcation. See the Eigity column below fo detas » comet cck e To o
Replcation Group and revious, orselect
Repcated Folder Name Repicated Foider Name
Replcation Eigbity Detais Replcation Eigbity Replcation group setings:
Primary Member Folder Target Bgbity Primasy Member o
Topology Selection \\Server\shared Add a5 DFS Replcation member Topalogy Selection \\ajeevkhoodeeram com\warehouse \share3
" \\Server2\shared Add as DFS Replcaton member Rephcation Group Schedde _ Repication Group Name:
emoers and Bandwith raevkhoodesram com\warehouse share3

Hub and Spoke Connections e e
Replcation Group Schedule Replcation Group Domain of Replication Group:
and Bandwidh pr— raesvkhoodesram com
Review Settings and Create: Repication Group Members (2):
Replcation Group SERVER1

SERVER?
Confimation

Replicated Folder Name:
share3
Replicated Foder Paths:
SERVER: C:\DFSRocts\share3
SERVER2 C\DFSRoots\share3
& Primary Folder Target
SERVER?

f}l Confirmation share3 x [Ee
y

« r C > - DFSRoots >  share3
Steps: — 2
) @ Repats Foldr Wane
| Replcated Foder Name @ New NSt - = View
Replcation Bigbilty T .
Prmary Member e 4 Downloads # Name
Topology Selection Task Status 5 Documents #
Restestion Grous Schedde @ Creste repication goup. Success
and Bandwidth z‘fﬂlﬂ members Success W pictures #
date folder securty Success
PUnpN | 1 o o
@ Creste membership obects. Success
Confrmation @ Update folder propettes. Success
@ Create connections. Success

Figure 11.5: Configuration of DFS and Replication service (2)

s Al e M
" mlt?““ """"

2 0ons | ¢
5 File anc

Topology Verifc
i »

NewWindow from Here

3 Refresh

Files added on Server | B ::Mk

are reln/ica%ed

on Server 2

Figure 11.6: Share3 on Server2 and how files are replicated from Serverl

The following three Powershell commands can be used to install the RRAS services :
e Install-WindowsFeature RemoteAccess -IncludeManagementTools
e Install-WindowsFeature DirectAccess-VPN -IncludeManagementTools

e Install-WindowsFeature Routing -IncludeManagementTools
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STEP 11

12.1 Create the following OU structure underneath your do-

main

There are two ways to create the requested OU structure : Powershell or GUI; three Powershell
scripts have been used.

PART11_WSA.ps1 X

Volumes > RajeevShared PART11_WSA.ps1
i

New—-ADOrganizationalUnit -Name "Sales" -Path "OU=Usrs,DC=rajeevkhoodeeram,DC=com
New-ADOrganizationalUnit -Name "Mfg" -Path "OU=Usrs,DC=rajeevkhoodeeram,DC=com"
New—ADOrganizationalUnit -Name "Engrg" -Path "OU=Usrs,DC=rajeevkhoodeeram,DC=com
New-ADOrganizationalUnit -Name "IT" -Path "OU=Usrs,DC=rajeevkhoodeeram,DC=com"

New—-ADOrganizationalUnit -Name "No. Amer" -Path "OU=Mfg,0U=Usrs,DC=rajeevkhoodeeram,DC=com"
New-ADOrganizationalUnit -Name "So. Amer" —-Path "OU=Mfg,0U=Usrs,DC=rajeevkhoodeeram,DC=com"
New—ADOrganizationalUnit -Name "Canada" —-Path "OU=Mfg,0U=Usrs,DC=rajeevkhoodeeram,DC=com"

New-ADOrganizationalUnit -Name "DHCP/WINS" -Path "OU=Servers,DC=rajeevkhoodeeram,DC=com"
New—ADOrganizationalUnit -Name "File/Print" —Path "OU=Servers,DC=rajeevkhoodeeram,DC=com"
New-ADOrganizationalUnit -Name "SMS" -Path "OU=Servers,DC=rajeevkhoodeeram,DC=com"

Figure 12.1: Powershell scripts to generate the OUs

] Active Directory Users and Computers
File Action View Help
e @ O XEGE !
T Active Directory Users and Computers [Serverl.ra
| Saved Queries
v (i rajeevkhoodeeram.com
7 Builtin
Computers
] Domain Controllers
ForeignSecurityPrincipals
Managed Service Accounts

37 Printers
3l Severs g
| Users
v ] Usrs
5] Engrg
&l
v &1 Mfg
5] Canada
] No. Amer
51 So. Amer
51 Sales

51 Wirkstns g’

Figure 12.2: Visual representation of the OUs in the Active Directory
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STEP 12

13.1 Nesting group structure

In this step, three Powershell scripts have been used to generate the nesting group structure.
Create a nested group structure that allows permissions to be easily assigned to:

e Members of the Sales, Mfg, Engrg, and IT groups (in your domain; Domain-level)

New—ADGroup —Name "GG_Sales" —-GroupScope Global —GroupCategory Security -Path
"0U=Sales, O0U=Usrs,DC=rajeevkhoodeeram,DC=com"

New—ADGroup —Name "GG_Mfg" —GroupScope Global —GroupCategory Security —Path
'0U=Mfg,0U=Usrs,DC=rajeevkhoodeeram,DC=com
New—ADGroup —Name

G_Engrg" —GroupScope Global —GroupCategory Security —Path
"'0U=Engrg, 0U=Usrs,DC=rajeevkhoodeeram,DC=com"

New—ADGroup -Name "GG_IT" —-GroupScope Global -GroupCategory Security -Path
"'0U=IT,0U=Usrs,DC=rajeevkhoodeeram,DC=com"

New-ADGroup -Name "DL_Dept_Users" -GroupScope DomainLocal -GroupCategory Security -Path
"0U=Groups,DC=rajeevkhoodeeram, DC=com"

Add-ADGroupMember -Identity "DL_Dept_Users" -Members "GG_Sales","GG_Mfg","GG_Engrg"

Figure 13.1: Domain level group

e Mfg members in No.Amer, So.Amer, and Canada (in your domain; Department-level)

New-ADGroup —Name "GG_Mfg_NA" oupScope Global —GroupCategory Security -Path
"0U=No. Amer,0U=Mfg,0U=Usrs,DC=rajeevkhoodeeram,DC=com"

New-ADGroup -Name "GG_Mfg_SA" —GroupScope Global oupCategory Security —Path
"'0U=So. Amer,0U=Mfg,0U=Usrs,DC=rajeevkhoodeeram,DC=com"

New-ADGroup —Name "GG_Mfg_Canada" -GroupScope Global -GroupCategory Security -Path
"0U=Canada, 0U=Mfg, 0U=Usrs,DC=rajeevkhoodeeram, DC=com"

New-ADGroup -Name "DL_Mfg_A11" -GroupScope DomainLocal -GroupCategory Security -Path
r'OU:Groups,DC:ra]eevkhoodeeram,DC:ccm”

Add-ADGroupMember -Identity _Mfg_A11" -Members "GG_Mfg_NA" G_Mfg_SA' _Mfg_Canada"

Figure 13.2: Department level group

e Members of the Sales, Mfg, Engrg, and IT groups (in your entire forest; Forest-wide)

Volumes > RajeevShared PART12C_WSA.ps1

up -Name "UG_Al1l_Dept_Staffs" oupScope Universal -GroupCategory Security —Path
"'0U=Groups,DC=rajeevkhoodeeram,DC=com

Add-ADGroupMember -Identity "UG_All_Dept_Staffs" -Members "GG_Sales","GG_Mfg","GG_Engrg","GG_IT"

Figure 13.3: Forest wide group

33



rajeevkhoodeeram.com
L— oU=Usrs
— ou=sales
| L— GG_Sales (Global Security Group)
— ou=Mmfg
| |— GG_Mfg (Global Security Group)
| |— ou=No. Amer
| | — GG_Mfg_NA (Global Security Group)
| |— ou=So. Amer
| | — GG_Mfg_SA (Global Security Group)
| L— ou=Canada
| — GG_Mfg_Canada (Global Security Group)
|— Ou=Engrg
| L— GG_Engrg (Global Security Group)
L— ou=IT
L— GG_IT (Global Security Group)
L— ou=Groups
}—— DL_Dept_Users (Domain Local Security Group)
| L— Members: GG_Sales, GG_Mfg, GG_Engrg, GG_IT
}—— DL_Mfg_All (Domain Local Security Group)
| L— Members: GG_Mfg_NA, GG_Mfg_SA, GG_Mfg_Canada
L— UG_All_Dept_Staffs (Universal Security Group)
L— Members: GG_Sales, GG_Mfg, GG_Engrg, GG_IT

Figure 13.4: Overall hierarchy created for the OUs
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STEP 13

14.1 Creating local group : Project-Printer

e Create a local group called Project-Printer within the File/Print OU.

New Object - Group X
2| Name Type Description
51 DHCP/WINS Organizational...
S createn:  rajeevkhoodeeram.com/Servers/Fie\Print
5 . -
15| Delegate Control.. —
Move... roup name:
Find. Proeictprnter
Group name (pre-Windows 2000):
New > Computer Proec rer
All Tasks > Contact
Group scope Group type
G
Cut e ODoman '“&"‘/ Osearity
Delete ieDigkecoy O Global (O Distribution
msDS-ShadowPrincipalContainer O universal
Rename
msimaging-PSPs
Properties MSMQ Queue Alias
Help Organizational Unit L3 —

Figure 14.1: Create the Local Security Group in File/Print OU

e Next, create a fictitious printer on your host OS that grants Print permission only to members
of the Mfg (forest-wide) while using this local group.

P : C:\Users\Administrator> Get-PrinterDriver | Select Name
New Object - Group X Jex
I

p Universal Print Class Driver
92 Createin:  rajeevkhoodeeram.com/ Microsoft Virtual Print Class Driver
w Microsoft Print To PDF
Microsoft MS-XPS Class Driver 2
Microsoft IPP Class Driver
Group name:

Microsoft enhanced Point and Print compatibility driver
Microsoft enhanced Point and Print compatibility driver
UG_Mfg]

Group name (pre-Windows 2000): PS C:\Users\Administrator>

UG_Mfg
Group scope Group type @ Microsoft ass Drive
(O Domain local O security ﬂ
Ol e Select Users, Computers, Service Accounts, or Groups
Universal
° < Select this object type:
Users, Groups, or Built-in security principals Objec
oK Cancel From this location:
rajeevkhoodeeram.com Loc

Enter the object names to select (examples):

UG_Mfg| ; Chec

Figure 14.2: Add the forest-wide Mfg group (assumed Universal Group)

The list of drivers installed on the server can be retrieved using :

Get-PrinterDriver | Select Name
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STEP 14

15.1 Creating user accounts in organizational units

e Create 3 user accounts (of your choice) within the 6 OUs that “should” contain user accounts.
Each user account should be a member of the appropriate groups from the previous step.

&, DL_Mfg_All Security Group...

7 New Object - Group X

F 51 Domain Controllers Organizational... Default container for do...
p I ForeignSecurityPrincipals  Container Default container for sec...
= 8B ceeein rejeevihoodesramcomy = | Managed Service Accounts  Container Default container for ma...
g = i 1 Printers Organizational...

¥ Group name: 'JJ DL_Mfg_All Properties ? X

UG_AllDept_Staffs
21 General Members Member OF Managed By

Group name (pre-Windows 2000): Fil

UG_All_Dept_Staffs Members

Active Directory Domain Services Folder

" (GG_Mig_Can... rajeevkhoodeeram.com/Usrs/Mfg/Canada

Group scope Group type

(O Domain local OSEM% rajeevkhoodeeram com/Usrs/Mfg/No. Amer
Opistribiton rajeevkhoodeeram com/Usrs/Mig/So. Amer
[ Cancel — —
] New Object - Group X Name Type Description
_ Builtin builtinDomain
¥ Computers Container Default container for up...
: 8B createin: rajeevitoodeeram.com/ 7 Domain Controllers Organizational... Default container for do...
1 - ForeignSecurityPrincipals  Container Default container for sec...
nai I Managed Service Accounts  Container Default container for ma...
¥ Group name: 1 Printers Organizational...
DL_Dept_Users lon 51 Servers Organizational..
| Users - - - =
Group name (pre-Windows 2000): 51 Usrs DUDSL LS Bt c
DL_Dept_Users lon I Wristns General Members Member Of Managed By
8,01 Dept_Users
‘Group scope Group type on Members:
O searity " Neme Active Directory Domain Services Folder
= 4G | aeevkhoodeeram.com/Usrs/Engrg
(O Distributi
< SLziiamn on Qeevkhoodeeram com/Usrs/IT
O Universal flee vkhoodeeram.com/Usrs/ Mg
rajeevkhoodeeram com/Usrs/Sales
OK Cancel

Figure 15.1: Creating the different groups in the OUs

PART14.ps1

$users
@{Name="AliceSales"; 0U="0OU=Sales, DC=rajeevkhoodeeram,DC=com"; Group="GG_Sales"},
BobMfg"; 0 fg,DC=rajeevkhoodeeram,DC=com"; Grou, g"},
CarolEng"; O 0U=Engrg,DC=rajeevkhoodeeram,DC: Group="GG_Engrg"},
DavidIT"; OU: T, D!
EveNAMfg"; OU="OU=No.Amer,DC=rajeevkhoodeeram,DC=com! GG_Mfg"},
FrankSAMfg"; OU="0U=So.Amer,DC=DC=rajeevkhoodeeram,DC=com"; Group="GG_Mfg"}

foreach ($u in $users) {
$username = $u.Name
$password = ConvertTo-SecureString "P@sswdrd123 —AsPlainText -Force

New—ADUser -Name $username
—SamAccountName $username °
—UserPrincipalName "$username@rajeevkhoodeeram. com!
—AccountPassword $password *
—Path $u.O0U °
-Enabled $true

Add-ADGroupMember -Identity $u.Group -Members $username

Figure 15.2: Powershell script to create random user accounts in each OUs
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STEP 15

16.1 Develop a workstation naming convention and pre-stage
computers and users

Develop a workstation naming convention, and pre-stage computer accounts for 2 workstations within
the Workstations OU (for general-purpose workstations) as well as pre-stage computer accounts for
2 workstations within the same 6 OUs that contain user accounts from the previous step.

e Develop a workstation naming convention, and pre-stage computer accounts for 2 workstations
within the Workstations OU (for general-purpose workstations)

Format: |Location|-[Department/OU]-[DeviceType|-[UniquelD]

Example

— Toronto-IT-WS-01
— Toronto-IT-WS-02
e (Create pre-stage computer accounts for 2 workstations within the same 6 OUs that contain
user accounts from the previous step.
If workstations are created for the 6 OUs, then we can use this format :
Format: [Department/OU]|-|Location|-|DeviceType|-|UniquelD|

Example

— Mfg-NA-WS-01
— Mfe-SA-WS-02

] Active Directory Users and Computers
‘ File Action View Help
ERET-EIEEE IR Y R 45

T Active Directory Users and Compute| Name Type Description
Saved Queries

- & Trto-Eng-WS-01 Computer
|~ ® ra‘e:vkl:nndeelam.mm B Tnto-Eng- WS-02 Comguter
(“' " . ,66_Engrg Security Group...
T Active Directory Users and Computers - D"'"P“ Ec“ -
21 Domain Controllers
File Action View Help ForeignSecurityPrincipals
- =7 — — Menaged Service Accounts
£ XE= @ R BT D% P
3 Active Directory Users and Computers [Serverl.a]| Name Type -
] Saved Queries 2 Toronte-WS-01 Computer
v 3 rajeevkhoodeeram.com B A’ e
Builtin
7 Computers
< Domain Controllers ] Active Directory Users and Computers
| ForeignSecurityPrincipals File Action View Hel
Managed Service Accounts .
2 Printers e 2E0ECE HmPaE@TEasd
3 —— A
o T Active Directory Users and Compute | Name Type I
i | Saved Queries 186 Kitc-Sales-WK-02 Computer
@ v 3 rajeevkhoodeeram.com B i Sales. WS 01 - Computer
Buil o
wikn H2,66_Sales Security Group...

Computers
=1 Domain Controllers
ForeignSecurityPrincipals
| Managed Service Accounts
5] Printers

Figure 16.1: Pre-staging workstation with naming convention
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STEP 16

17.1 Create and link a new GPO called GPO-Mfg to the Mfg
ou

Mg
Linked Group Policy Objects  Group Policy Inhe

2 Group Policy Management
Server Manager * Dashboard © A\ Forest: rajeevkhoodeeram.com
v (2 Domains

v 54 rajeevkhoodeeram.com UnkOrder  GPO
WE  Createa GPO in this domain, rﬁd Linkit here... 4 Azurelntune
2 Link an Existing GPO... s/ Default Domain
1% Group Policy Manag Pl S b. c New GPO X
Block Inheritance > 2] Domain Contro
File Action Vi 1 Print
& Fle Adion Vien o Updste. > & Pinters Name:
PYSEA L > [ servers PO
- Group Policy Modeling Wizard... I v (5] Usrs
& GroupPolicy Mamag o onal Unit > [ Engrg Source Starter GPO.
v A\ Forest: rajeevkho > BT = & =
~ (3 Domains v > > 51 Mig
a v 3 rajeevkho 5 & Sales
g New Window from Here oK Cancel
5] Azurel 51 Wrkstns (o)
s/ Defau  pelete > [ Group Policy Objects
> ElDoma oo > [ WMiFitters
. > ) Printe > (3 Starter GPOs
> E Sever  Refresh
=5 -
&l Usrs Properties
> ElEn
> BT Help

> 1

Figure 17.1: Create and Link the GPO : GPO-Mfg

e Locks out users for 2 hours if they log in 3 times unsuccessfully within 1 minute.
Computer Configuration — Policies — Windows Settings — Security Settings — Account
Policies — Account Lockout Policy

LI A~
15/ Group Policy Management Editor Policy Policy Setting
% File Action View Help | Account lockout duration A —
\ccount lod reshold Properties

e n@ X2 Hm B Account lockout threshold ﬂ% pert

1] GPO-Mfg [SERVERT.RAJEEVKHOODEE || Name - Desciption | Allow account It Securty Policy Setting  Explain

v & Computer Configuration == N .« Reset account lockout counter

B Poicies Fipesswerd policy Password Policy S Accourtockaut threshad
Software Settings __i]A(mun!Lu(knulPa\l:y Account Lockout Policy o’
= 9 53 Kerberos Plicy Kerberos Policy —

v 1 Windows Settings
> (] Name Resolution Policy (@ Define this policy setting

=) Scripts (Startup/Shutdor Account willock out after:

mm Deployed Printer: =
> eploy ers g < | invalid logon attempts

v B Security Settings
> 3 Account Policies
> i Local Policies
> @ Eventloa

Policy Policy Setting
B Account lockout duration
(| Account lockout threshold

(5 Allow Admiistrator account ¢ Secuy Poicy Seffing  Explan
4] Reset account lockout counter

Account lockout duration Properties ?

}? Accourt lockout duration

8 Define this policy setting
Accourt is locked out for

[120] < | minutes

Figure 17.2: Account Lockout (2 hours after 3 failed attempts within 1 minute)

e Removes Control Panel access.
User Configuration — Policies — Administrative Templates — Control Panel
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e @2 HmE T

5/ GPO-Mfg [SERVER1.RAJEEVKHOODEERAY Control Panel
> % Computer Configuration
Proibit access to Control Panel and  Setting
« 8 User Configuration pectivi
~ [ Policies settings ] Add or Remove Programs
> (] Software Settings Edit policy ssttin A [ Display

» ] Windows Settings |1 s
© 1 Adminisraive Templ & Probibit access to Control Panel and PC settings 0 x
5 Control Panel
Desktop
> 1 Network
SharedFolders () Not Configured  COMMeNE  part 16 b) - WSA - Aprl 2025
> 1 StartMenu and T¢ 5
> [ System O Enabled < 7
> 2 Windows Compol oo
2, Al Setings

VT access to Control Panel and PC seftings (e g——

Supported on: - At east Windows 2000 N

Figure 17.3: Removes Control Panel access

e Ensures that the Print Spooler service is always started.
Computer Configuration — Policies — Windows Settings — Security Settings — System Ser-
vices

e 2@ XE= HE

5] GPO-Mfg [SERVER1.RAJEEVKHOODEEI || service Name Startup Permission h
v o Tahgura
v [ Policies i3 Performance Logs & Alerts N Print Spooler Properties ? X
> [ Software Settings 13 Plug and Play N
< [ Windows Settings {2Portable Device Enumerat... N Securty Poicy Seting
> ] Name Resolution Poicy | [| B2Pover L/
£ Scripts (Startup/Shutdor | || &2 Print Device Configuratio.. N ;i‘ Pt Spooler <’
> = Deployed Printers '3?‘"‘ SPE‘:"’ e z -
o= ; 3} Printer Extensions and No...
%;;Tzif:s;m ) PrintScanBrokerService N & Define this poicy setting
> & Local Policies 3 PrintWorkflow_655c9 N Select service startup mode:
> 3 Eventlog 2} Problem Reports Control .. N © Adtomatic
> [A Restricted Groups ) Program Compatibility As... N
> |4 System Senvices 23 Quality Windows Audio V... N (=
> [ Registry 7} Radio Management Service N O Disabled
> [ File System £ ReFS Dedup Service N
> T Wired Network (EEE | | £ Remote Access Auto Con.. N Edt Securty.. N
> [ Windows Defender | || ) Remote Access Connecti.. N
] Network List Manag | || £ emote Access Managem... N
> &f Wireless Network (IE | g5 pemote Access Quarantin... N
> 5] Public Key Policies 2} Remote Desktop Configur... N
> [ Software Restriction || ; %) Remote Desktop Services N OK Cancel Aoply
> 1 Application Control S I —

Figure 17.4: Set Startup Mode to Automatic for Print Spooler

e Specifies that the system event log should be 40MB in size maximum and that old events will
be cleared automatically as necessary.
Computer Configuration — Policies — Administrative Templates — Windows Components —
Event Log Service — System

I % Specity the maximum log file size (K8) o x 8 Back up log automatically when full o x
| £ specity the maximum g ile size (kB) (PrevousSeing )| New Sexig [5] Back up log automdally when ful | [

O Not Configured ~ Comment: a O Not Configured~ Comment:

O Ensbled ‘_/ { o Enah\edg

O Disabled = O Disabled

Supported on! At jeast Windows Vista - Supported on: ¢ jeat Windows Vista -

‘ )

Options: Help: Options: Help:

Vioximum Log See (5) 40000 = This policy setting specifies the maximum size of the g flein | & This policy setting controls Event Log behavior when the log fle | +
| kiobytes | reaches ts maximum size and takes effect only i the ‘Retain old
1 - events* policy setting i enabled.

If you enable this policy setting and the "Retain old events"
policy setti atically
closed and

Figure 17.5: Maximum log size (KB) = 40960 (for 40MB) and Retention method

e Sets the background wallpaper (your choice).
User Configuration — Policies — Administrative Templates — Desktop — Desktop
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=/ Group Policy Management Editor
File Action View Help

L A NEY 7R 4

=

Vallpape

¥ ] Desktop Wallpaper

] "G:oC—Mfg (R e 0008 [T oo
> & Computer Configuration ) .
« & User Configuration Desictop Wallpaper Setting O Not Configureq ~ Comment:
« [ Policies . nable Active Desktop
> [ Software Settings Edit policy setting. " 2 Disable Active Desktop | ©Enabled
> [ Windows Settings Requirements: rohibit changes | i
« [ Administrative Templates: P|| At least Windows 2000 Desktop Wallpaper umss”’ O Disabled
> (5] Control Panel - Prohibit adding items ! Supported on: At |east Windows 2000
v (] Desktoy Description: hibit closing it 1
- P Specifies the desktop background rohibit closing items
(5 ActiveDirectory || ("salipaper”) displayed on all rohibit deleting items
] Desktop users' desktops. rohibit editing items [}
> (1 Network s scttng et - | Disable all items { Options: Help:
3 Shared Fold is setting lets you specify the
N ‘::MEZU ::‘: Taskbar || Wallpaper on users' desitops and Add/Delete items |
ts fr hi the llow only bitmapped wallpaper =
5 3 System prevents s fom hangng the y bitmapped wallpap Wallpaper Name: Specifies the dektop backgrounc
> (1 Windows Components || wallpaper you specify can be X . users' desktops.
7, Al Settings stored in a bitmap (*.bmp) or JPEG \\serverl\share\trios_bg.jpg
» [ Preferences Cjpg) file. = This setting lets you specify the w
Example: Using a local path: prevents users from changing the
Ciwindows\web\wallpaperhome,pg wallpaper you specify can be stor
(*jpg) file.
=) X % Example: Using 2 UNC path:
\\Server\Share\Corpjpg To use this setting, type the fully |
& GENNCHN © > = DRSRook > sharel = Walloaper Swvie: [l file that stores the wallpaper imac
3| Wellpaper Style: | Fi v such as C:A\Windows\web\wallpa)
® New - Nosotv = View TR e e
W Pictures  # Name - Date modified Type
O Music » [A] trios_bg 41 AM IPG File

Figure 17.6: Setting Desktop Wallpaper

Gives Bob the right to log on locally and shut down the computer.

Computer Configuration — Policies — Windows Settings — Security Settings — Local Policies
— User Rights Assignment

> 18 Deployed Printers

v Securty Settings
> 3 Account Policies

3
8 Allow log on locall
4 Allow log on through /1o

v @ LocalPolicies
> @ Audit Policy
> i UserRights As
> @ Security Optio

> 4§l Eventlog

> L Restricted Groups
[ System Senvices

] Back up files and dire,
] Bypass traverse check
] Change the system ti
L] Change the time zone
L Create  pagefile

] Create a token object
i Create global objects ‘

Securty Policy Setting  Explain

;{i‘ Alow log onlocally
=’

8 Deiine these poicy setings:

> [ Registry {4 Create permanent she
> L4 File System i Create symbolic links. Add or Group
> Ef Wired Network (' || ) pebug programs .
> ] Windows Defendt || 12 Deny access tothis cc | Userandgroug Select Users, Computers, Service Accounts, or Groups
= Network List Man Deny log on asa btc .
£ < Denylog on — Selctthis object
>l Wireless Network || 12 pery 1og on as 3 servi e
> 1 Public Key Policie Seering iy Users, Service Accounts, Groups, or Buitin secuty pincipa
> Dl svareresict | e Fomtrs
= — raeevkhoodeeram com
o seror

Enterthe object names to select (examples)

‘ HBobF Modiying
A nd appic

e

[Bob Part 16 (bobpart16@raieevkhoodeeram com)
Formore i

Advanced

L& Group Policy Ma

File Action View Help

e 2@ XEE]

> mm Deployed Printers
v T Security Settings

> G Account Policies
v Local Policies
> @ Audit Policy
> . UserRights Assignt
> i Security Options
> i Eventlog
> [A Restricted Groups
> [ System Services
> [ Registry
> [A File System
> f4f Wired Network (IEEE 8(
> (2] Windows Defender Firc
I Network List Manager
> Gaf Wireless Network (IEEE

gement Editos

Shut down the system Properties
Security Policy Setting  Explain

j? Shut down the system Q_/

{8 Define these policy settings

Bob
RAJEEVKHOODEERA\bobpart 16

Add User or Group.

Figure 17.7: Allow log on locally and Shut down the system for user

Assigns a software package (of your choice) to all computers.

Computer Configuration — Policies — Software Settings — Software Installation

Figure 17.8: Assigns a software package (of your choice) to all computers.

L=/ GPO-Mfg [SERVER1 RAJEEVKHOODEER | Name Version Deployment st... Source
puter Configa
Policies There are no items to show in this view.
v [ Software Settings
] Software instlationgg o/ Deploy Software X
> [] Windows Settings rentorment method
5> [ Administrative Templates: P Bl o
> [1] Preferences Published

> & User Configuration

O Advanced

O Fssioned qus”’

=] Group Policy Management Editor
File Action View Help

e nmEe= Hm

Select this option to Assign the application without modications.

Cancel

5/ GPO-Mfg [SERVER1RAJEEVKHOODEER]
~ & Computer Configuration
~ [ Policies
v (1 Software Settings
Software installation
> (1 Windows Settings

Name Versi
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e Redirects the Desktop and Documents folders for users to a shared folder on serverl.
User Configuration — Policies — Windows Settings — Folder Redirection

5] GPO-Mfg [SERVERT.RAJEEVKHOOD || Name Type
> T Configan
v &, User Configuration
v [ Policies
> (7] Software Settings
v (7] Windows Settings
2 Scripts (Logon/Logof =i bits v
> f Security Settings Taget | Setirgs
(] Folder Redirection
0 AppData(Roamin: D You can speciy the Jocdtin o the Deskiop folder.
£3 Desktop
g f,t:?ux::s Setting:  [Basic - Redirect everyone's folder to the same location =l
3 Pictures This folder wil be redirected to the specfied location
(22 Music
(2 Videos
(2 Favorites
(2 Contacts Target folder location
(53 Downloads [Redirect to the following location ~
(22 Links

There are no items to show in this view.

(2] Searches Roct Path
(3 Saved Games

[c\DFSRoots\share1 pu——g
> ol Policy-based QoS

> 0 Deployed Printers

Figure 17.9: Redirects the Desktop and Documents folders for users to a shared folder on serverl.

e Prevents the Windows Calculator program from executing.
User Configuration — Policies — Administrative Templates — System

| 88 Don't run specified Windows apy

o

i
[} Don'trun specified Windows applications Previous Setting | | Next seting
== it

O Not Configured ~ Comment Prevents the Windows Calculator application from executing,

This is PART 168i) - WSA

O Enabled April 2025

O Disabled

Supported on: ¢ jeast Windows 2000

Options:

List of disallowed applications | Show’

Help:

Prevents Windows from running the programs you specify in this
policy setting,

/oy enable this policy setting, users cannot run programs that
b icallouss icatinne.

Add caloexe

7[0 7L h o //S 7[ List of disallowed applications

Value

»

Figure 17.10: Don’t run specified Windows applications (here calc.exe)
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Step 17

18.1 Testing GPO

e Test your GPO by temporarily moving your server2 computer account into the Mfg OU, and
by logging on to it using a user account within the Mfg OU. Next, ensure that GPO-Mfg does

not apply to users or computers within the So.Amer OU.

| Active Directory Users and Computers

File Action View Help

L ARl o= ERCRE

BEmldatavd

{éj

] Active Directory Users and Compute|| Name Type -
> ] Saved Queries &I SERVER2 « Computer

v 3 rajeevkhoodeeram.com
» [ Builtin
> [ Computers
> [2] Domain Controllers

131 Canada
a1 No. Amer
121 So. Amer

Organizational...
Organizational...
Organizational...

| ForeignSecurityPrincipals QGG’M’B Security Group..

>
> Managed Service Accounts
» (2] Printers

» [2] Servers

> [ Users

wv [@] Usrs %
5] Engrg

3 Im

3] Mfg‘/
]| Sales

| Wrkstns

v Vv v

Figure 18.1: Moving Server2 in the Mfg OU
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STEP 18

19.1 Creating a conditional forwarder and a trust relationship

A Conditional Forwarder is used to forward DNS queries to specific DNS servers based on the domain
name in the query., and Trust relationships are used to establish communication and resource sharing

between different Active Directory domains or forests.

e Create a conditional forwarder in DNS to world.com (IP = 192.168.255.188).

File Action View Help

oo 2@ G Bml§ @&
( £ ons Name
§ SERVER1

v § Serverljeekhoodeeram.com
Forward Lookup Zones
Reverse Lookup Zones
Trust Points

Conditional Forwarrere
New Conditional Forwarder.,

view]s
Refresh
Export List,

 rieevkhoodeeram.com Properties

General Trusts DC Locatormappings Managed By

F i T

Domain name (pre-Windows 2000):
RAJEEVKHOODEERA

Description
Patt 19b) - WSA (establishing trust for world.com}

Domain functionallevel
Windows Server 2025

Forest functional level
Windows Server 2025

£, DNS Manager
File Action View Help

e a@XDc2EBmiaa
2 ons P Address
& SERVER1 [Fl1o2.168.255.138

v § Serverl.rajeevkhoodeeram.com
> (7] Forward Lookup Zones
Reverse Lookup Zones

7 Trust Poip
v @nditional Fonyarders
| world.com

| rajeevkhoodeeram.com Properties

General Trusts  DC Locatormappings Managed By
Domains trusted by this domain (outgoing trusts):

Domain Name Tust Type  Transtive

Domains that trust this domain (ncoming trusts):

Domain Name Tust Type  Transtive

([ New Tgﬁ ¢

OK |  Cancel Apply Help

Figure 19.1: Creating a conditional forwarder in DNS of Serverl

e Next, create a 2-way transitive Realm trust relationship between your forest and world.com.
This is Active Directory Domains and Trusts side. Realm Trust is used when connecting to
non-Windows Kerberos v realms or even another Windows environment.
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New Trust Wizard
New Trust Wizard x

Trust Name

w_elcome to the New Trust You can create a trust by using a NetBIOS or DNS name.

< ‘This wizard helps you create a trust between this domain I

i ‘and any of the following. ‘Type the name of the domain, forest. or realm for this trust. I you type the name of a forest
4 must type a DNS name.

3 = AWindows domain inthis forest orin another forest.

Example NetBIOS name: supplier014nt
* AWindows NT 4.0 domain. Example DNS name: supplier01-intemal microsoft.com

* AKerberos V5 reaim trust N Name:
= Anctherforest ‘world.com|
J —-——
1 Atustis a relationship that enables users in one domain.
3 forest, or reaim to be authenticated in a specfied domain, {
forest, or real
To continue, cick Next.
4 <Back Next > Cancel [}
New Trust Wizard X New Trust Wizard x
Trust Type Transitivity of Trust
vald
name a Kerberos V5 reaim? the trust relationship.
! Select the appropriate trust type 1 Trust transtivity:
1 O Reaim tust « O Notransitive
¥ the server s not a Windows Active Directory Domain Controler, you can create a
trust to an interoperable Kerberos V5 realm.
O Trust with a Windows domain °de1vg¢
Speciied domain: word com advert the tustis
the
Retype the name of the domain. ‘domain and the reaim in the relationship.
Doman name:
word com
| L
<o Caca B e oo

Figure 19.2: Creating a 2-way transitive Realm trust relationship (1)

New Trust Wizard X New Trust Wizard x
Direction of Trust Trust Selections Complete
You can create one-way of two-way tusts. iesblomsiros-Wiossdionagy o Create the tust

Select the drection forthis tust { You have selected the folowing tust settings:

] © Twoway This domain: ajeevkhoodeeram com a
Users in this can be authenticated in the specied domain. reaim. or ' Specied domain: world.com
forest. reaim,
this domain. Drecton
Twow cE
O Oneway: incoming it
aim, o forest
Trus type: reaim

O One-way: autgong

clck Back. . cick Next

4 <ok Canel ] <ok Cancl

New Trust Wizard x N
General Trusts DC Locator mappings'S Managed By ¢

Completing the New Trust Domains trusted by this domain (outgoing trusts)
Wizard

1 You have successfully completed the New Trust Wizard. Domain Name Trust Type  Transttive Properties.
] ¢ | wotd.com ﬂ—/ reaim Yes
1 Status of changes: Remove
st elationship created successfuly.
Specfied doman: word.com
Drection
A, Before this trust can function, & must also be created Domains that trust this domain (incoming trusts):
inthe other domai. Ensure that the same tust
" password is used in both domains.
Domain Name Trust Type  Transitive Properties.
o close this wizard, cick Firish.
[ world.com / realm Yes o
4 Back Cancel
|

Figure 19.3: Creating a 2-way transitive Realm trust relationship (2)
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STEP 19

20.1 Managing sites

e Configure your domain with 3 sites (Kitchener, London, Toronto).

" @ Active Directory Sites and Services

| New Object - Site X
, File Action View Help i I
s Ele= Bel 2 | [g Createin:  rajeevkhoodeeram com/Corfiguration/Sies
T 1
i Active Directory Sites and Services [5|| Name !
= i Neme Kichener
v Sits
. - Delegate Control... tes
>&E . Select a st nk object for this ste. Ste ik objects are located in the
s B New SlIS" Sttes/Inter-Site Transports container.
> ﬁ Find... Link Name Transport
s DEFAULTIPSITELINK P
New >
\
All Tasks >
Refresh
Properties
==
Help T
Active Directory Domain Services X | @@ Active Directory Sites and Services
File Action View Help
i Site Kitchener has been created. To finish configuration of e @ ol XEBe2 BEl 2
Kitchener: — _—
[ Active Directory Sites and Services [S|| Name
Ensure that Kitchener is linked to other sites with site links as v Sites 3
te. - SERVERT
sppropriate. > [ Inter-Site Transports
Add subnets for Kitchener to the Subnets container. > (] Subnets
v [ Default-First-Site-Name.
Install one or more Domain Controllers in Kitchener, or move o Servers
existing DCs into the site. .
> g seoveos
> [ Kitchener Find...
You will not see this message again until the next time you
start Active Directory Sites and Services. > [ London (o
> [ Toronto
New >
All Tasks >
Cut
Delete
Rename
Propefes
Help
I

Figure 20.1: Creating 3 sites

e Ensure that your DC account resides within the closest site to your physical classroom location.

-
i Act tor b - Imi Active Directory Sites and Services
Fie Adion View Help fe Adion View e
es 200 XBEEBm & > = = ] =

" - oo x *S 2@ 8 XEd= Bmla

x € @ Active Directory Sites and Services (5| Name Domain |
|~ & sites 3 serveR1 rajeevkhoodeeram.com
> [ Inter-Site Transports

> (] Subnets
v [ Default-First-Site-Name
| I
1 v B Kchener
> [ Servers
v [ London
) Servers

N { v @ Toromo
> 1 Servers
| N

Figure 20.2: Assigning current domain to Toronto site

e Ensure that intersite replication occurs every 90 minutes between all locations.
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DEFAULTIPSITELINK Properties ? X

General Object Securty Attrbute Edtor

% DEFAULTIPSITELINK I

Description:
Sites not in this st link: Sites in this sie link
Defestifirs Site-N:
Kitchener
London
Toronto
Add
<< Remove
Cost: 100 =
Replicate every 90| 5| minutes d
Change Schedule

o hom b

Figure 20.3: Configuring replication between 3 sites
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STEP 20

21.1 Configuring Server as a Certificate Authority

Configure serverl as a CA that auto-enrolls all users and computers within the domain for generic
user and computer certificates and test your results by restarting server2 and logging in as Adminis-
trator in the domain. In the Certification Authority console on serverl, right-click Issued Certificates,
click Export List and save the list as C:\project\certificates.txt.

e Configure serverl as a CA that auto-enrolls all users and computers within the domain for
generic user and computer certificates

T Add Roles and Features Wizard u ADCS Configuration - o X
DESTINATION SERVER
Setup Type Serverl.rjeevkhoodeeram.com

Select role services

Specify the setup type of the CA
Select the role services to install for Active Directory Certificate
Enterprise certfcation authorities (CAS) can use Active Dirctory Domain Services (4D DS)to
Role services simplify the management of certficates. Standalone CAs do not e AD DS to ssue or mai

(] Certificate Enrollment Policy Web Service
[] Certificate Enrollment Web Service

[ Certification Authority Web Enroliment
[J Network Device Enrollment Service

Confirmation

must be domain members and are typically online to issue certficates or

) Standalone CA
Standalone G/ p o d ndalone CAs do not require AD
DS and can be used without a ne ection (ofine).

s AD CS Configuration = o x

DESTINATION SERVER
Serverl.ajeevkhoodeeram.com

Specify the type of the CA

When yo ectory Certificate Services (AD CS), you are creating or extending a |
public key ierarchy. A oot  PKI hierarchy and isues ts

own self.signed A subordinate CA receives » cericate from the CA above it i the PKI
hierarchy.

® Root CA

Root CAs are the irst and may be the only CAs configured in a PKI hierarchy.

hierarchy s by

Figure 21.1: Install AD Certificate Services (CA) on Serverl (1)

7 ADCS Configuration - o x s ADCS Configuration - o
DESTINATION SERVER N DESTINATION SERVE
Private Key Serverl.ajeevkhoodeeram.com Cryptography for CA Serverlrajeevkhoodeeram.cor

Specify the type of the private key Specify the cryptographic options

sue certificates 1o clients, a certification authority (CA) must have  private key. Select a cryptographic provider Key length:

© Crestea newprivate ey RSA#Microsolt Software Key Storage Provider v (208

Use this option if you o not have a private key or want to create a new private key.

Selectthe hash slgorithm for signing certficates ssued by this CA:
SHAZS6.

SHA384

SHAS12

SHAT

s

[ Allow ads y is accessed by the CA.

Fa ADCS Configuration - o X 1 AD CS Configuration - o x
! CA Nam DESTINATION SERVER DESTINATION SERVER
ame ServerLrajeevkhoodeeram.com Validity Period Serverl.rajeevkhoodeeram.com

Specify the name of the CA Specify the validity period
(CA). This name is added to ol
erificates ssued by the CA. Distinguished name suffxvalues are automatically generated but can
be modifed.

Select the valicity period for the certificate generated for this certification authority (CA):
5 Years v

CA expiration Date: 4/18/2030 20200 AM

Common name for this CA:

rajeevihoodeeram-SERVER1-CA

The validity period configured for this CA certificate should exceed the validity period for the
certficates it will issue.

Figure 21.2: Install AD Certificate Services (CA) on Serverl (2)
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= =% Certificate Services Client - Certificate Enrollment Polic.. 7 X

DESTINATION SERVER

Serverlrajeevkhoodeeram.com

To configure the following roles, role services, or features, click Configure. Configuration Model: Not configured v

Enroliment Policy

(®) Active irectory Certificate Services [ Not configured
| | Windows diients will use the default co NG
Certification Authority Policy. To enable advanced configuration of Certificate Enrollment Policy
CAType: Enterprise Root change the option to "Enabled” in the drop-down above.
Cryptographic provider: RSA=Microsoft Software Key Storage Provider
Hash Algorithm: SHA256
Key Length: 2048
Allow Administrator Interaction; Disabled
Certficate Validity Period:  4/18/2030 2:0200 AM
Distinguished Name CN=rajeevkhoodeeram-SERVERT-
I CADC=rajeevkhoodeeram,DC=com
Certificate Database Location:  C:AWINDOWS\system32\Certlog
Certficate Database Log CAWINDOWS\system32\Certlog |
Location:
Certificate Services Client - Auto-Envollment Properties 2 X
\ 8% |
N Envolment Policy Configuration N
¢ Configuation Mode Enabled
® Enroll user and computer certificates automatically
Certificate enroliment policy list & Certificate Enroliment Policy Server Properties X
J Defout  Name Configuration Model: Enabled -

¢ |@ Actve DrectoryErvo  Name:
] Active Directory Enrolment Polcy B Renew expired certificates, update pending certificates, and remove

polcy . revoked certiicates
{94674FD4-802A-452C-8E72-887766942DC0)

Enroliment polcy servers: 18 Undate certificates that use certificate templates
d L — Server URI Pioty  Adhenticaion Type
J LDAP Defaut _ Windows integrated Log expiry events and show expiry notifications when the percentage of
b remaining certificate lfetime is
Additonal certficate envolment pol
o () Disable user configured enrolln 10 : %

Femore Additional stores. Use *," to separate multiple stores, For example:
“Store1, Store2, Store3”
o Enmolment coiguration
vem () Enable for automatic envolment and renewal
Thi (8 Require strong validation during enroliment

ok ] cacel Apply

Figure 21.3: Configuring Auto-Enrollment for clients

e Test your results by restarting server2 and logging in as Administrator in the domain.

P -
<« Dashboard ~@ | lﬂ Manage  To View  Help
“ Dashboard
Back
ﬁmﬂ s e *
B Certificay General Detalls  Gertficaton Path - WELCOME TO SERVER MANAGER
File Action View & certim - [Certificates - Local Computer\Personal\Certificates] - o x
S SErve i
e nm 4 § Cortifcate Information perver ile  Adion  View Help rver
W Certificates - Local - = XE=E Hm
;"“ - . ol This certificate is intended for the following purpose(s): &4 2 Cortcates - toel Computer 1 ]
— « Ensures the identity of a remote computer VERT-CA 4/ o i lssued By Ex
| Certificates + Proves your identity to a remote computer elfSigned 6/} . » rajeevkhoodeer: J
Trusted Root Ce | Certiicates o
] Enterprise Trust panage Trusted Root Certification h S o
Intermediate C Enterprise Trust 1anage
~ Trusted Publish| J Intermediate Certification
Untrusted Certi - Lwedz:zg":'s
ntrusted Certificates
= Third-Party Roc - cloud services
i) p’:’npk Issuedto: server2.rajeevkhoodeeram. com cloud servi Third-Party Root Certificat oud service
= Hide 1 Trusted People
- Client Authenty 1 Client Authentication Issuc Hide
Preview Build Issued by: rajeevkhoodeeram SERVER1-CA Preview Build Roots
Test Roots
8 koot = -
5 Card Tr Valid from 4/18/2025 to 4/18/2026 J Certificate Enroliment Req
- Smart " ® 1 Smart Card Trusted Roots
Trusted Packag ? You have a private key that corresponds to this certificate. Trusted Packaged App Inst
i Trustac Davices Trusted Devices
< o N 1 Wi e 3 ot e 1
Issuer Satement « 5« >
Personal store contains Personal store contains 2 certificates.

H P Type here to search H R Type here to search

Figure 21.4: Testing the issue of certificates on Server 2

e In the Certification Authority console on serverl, right-click Issued Certificates, click Export
List and save the list as C:\ project \ certificates.txt.
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ﬁl certsrv - [Certification Authority (SERVER1.RAJEEVKHOODEERAM.

File Action View Help
L IETETEEI T

T3 Certification Authority (SERVERLH| Name

v g rajeevkhoodeeram-SERVERT-(| = poy o1 o Certificates
| Revoked Certificates

[l Issued Certificates
[ Pending Requests
[ Failed Requests

| lssued Certificates
] Pending Requests
[ ] Failed Requests

(5] Certificate Temnlates | Certificate Templates
Manw
New >
Refresh
Help
Il
15 Group Policy Management Editor
File Action View Help
s amE=zBm
v & Computer Configuration Object Type

~ [ Policies
> [ Software Settings
~ 2] Windows Settings
> ] Name Resolution Pc
=) Scripts (Startup/Shu
0 Deployed Printers
v 5y Security Settings

[l Encrypting File System
“I Data Protection
I BitLocker Drive Encryption

| Automatic Certificate Request Settings
[ Trusted Root Certification Authorities

[ Enterprise Trust

4 Wired Network (
(] Windows Defen:

] Network List Ma
> Gaff Wireless Networ
> || PublicKey Polic
> [ Software Restric

[@] Certificate Services Client - Auto-Enrollment.

> [ Account Policie:

> @ Local Policies Intermediate Certification Authorities
> i Eventlog [ Trusted Publishers

> [ Restricted Groug “l Untrusted Certificates

> (@ System Services

> [ Registry

> (4 File System %] Certificsite Path Validation Settings

>

>

" BitLocker Drive Encryption Network Unlock Certificate

3 Certificate Templates (Serverl ) isplay Name sc

& Administrator

] Authenticated Session
] Basic EFS.

3] CA Exchange

3] CEP Encryption

3 Code Signing

&

Frossce  DLglcate Template

@ Directory
& Domain
& Domain
i EFSReco
& enrolime

All Tasks >
Properties
Help

T3] certsrv - [Certification Authority (SERVERT.RAJEEVKHOODEERAM.COM)\rajeev

File Action View Help
L JE-INCNEY

ﬁ] Certification Authority (SERVERT.
v gi rajeevkhoodeeram-SERVERT-(
(7] Revoked Certificates
[ Issued Certificates
| Pending Requests

[ Failed Requests
| Certificate Templates

Name

& Copy of User

& Copy of Computer

& Directory Email Replication

%] Domain Controller Authentication
& Kerberos Authentication

(5 EFS Recovery Agent

(& Basic EFS

Z] Domain Controller

& Web Server

& Computer

] User

(& subordinate Certification Authority
[N & Administrator

Figure 21.5: Setup Certificate Templates

i fil certsrv - [Certification Authority (SERVER1.RAJEEVKHOODEERAM.COM\rajeevkhoodeeram-SERVER1-CA\lssued Cer..  — o

File Action View Help

|e2lalaB]

£ Certification Authority (SEF|| Request ID

v @i rajeevkhoodeeram-SER =0 RAJEEVKHOODEE
[ Revoked Certificate 55 RAJEEVKHOODEE
Issued Cerintnr
] —— > Sewioooet.
[ Failed Rec
= Refresh
[ Certificats efres! JEEVKHOODEE...
Export L\sh
Help

Requester Name

Binary Certificate Certificate Template S
-BEGIN CERTI... Domain Controller (DomainController) 2
-BEGIN CERTI... Directory Email Replication (1.3.6.1.4.1.3.. 2!
-BEGIN CERTI... Domain Controller Authentication (1.3... 2!
-BEGIN CERTI... Kerberos Authentication (1.3.6.1.4.1.311... 2

----- BEGIN CERTI... Copy of Computer (13.6.14.1.311.218... 2

Figure 21.6: Export the List of Issued Certificates
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STEP 21

22.1 Serverl as iISCSI SAN

iSCSI SAN (Internet Small Computer Systems Interface; Storage Area Network) is a technology that
allows servers (initiators) to connect to remote storage devices (targets) over a TCP/IP network as
if the storage was locally attached.

The following key steps are involved in the the configuration of Server 1 as iSCSI SAN (as target
server) and Server 2 as iSCSI Initiator :

1. Install the iSCSI Target Server Role on Server 1
2. Create an iSCSI Virtual Disk and configure target and initiator

3. Enable authentication (optional but recommended for security): You can configure CHAP for
example

4. On Server2, open iSCSI Initiator

5. Configure the iSCSI Disk and Initialize Disk

e Configure Serverl as an iSCSI SAN that shares a 50GB iSCSI virtual disk to Server2.

i A Rols and Fetures Wiz

Figure 22.1: Installing the iSCSI Service
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r——

- o & New SCS1 Virtual Disk Wizard

Specify iSCSI virtual disk name

Specify iSCS virtual disk size using /15[ 2&53 é”BS*@W/

Neme [Seert Stoage - 5G51 1 o
5 on | Freespace: 250G8
Descrption: esice
crage wilbecomverted 125 G|

Sze s @ -

© Fued sze

‘ 9 Clear thevirtal disk on allocation

pei
‘ patn CSCSIVinuaIDisks\Server? Storage - SCSivhax
Eod P Add initiator 1D - o x
T New iSCS! Virtual Disk Wizard - =]
Select a method to identify the initiator
Specify target name
- w3 | 0 cumy it compter o0t sppi o Widons

Server 2008 R2, Windows 7, or earlier)

Descrpton: [Fare Semer 21 o0 sepaat st it i G5 anth e retor]

Select from the initiator cache on the target server:

s New iSCSI Virtual Disk Wizard

Enable Authentication either use QN

Optionally, enable the CHAP protocol to authenticate itiator connections,

o allow th inftor tauthentiatethe 5CSI target. © Enter 3 value for the selected type
2 enable CHa?: Will be reolwred Type: Value:
S 7 1N + | [lan1991-05 commicrosoftserver2.rajeey
Userrame: im0 Server
Password: sssessescnee h

Confirm password: o

o] Coma]

L] Enable reverse CHAP:

Figure 22.2: Configuring the iSCSI service

Format this virtual disk with NTFS and ensure that server2 can access it using X:.

e Add iniator 10 - @ x T New SCS1 Virtun Disk Waard

Select a method to identify the initiator: View results

SCS! virtual disk was created successfully,
) Query inititor computer for ID (not supported on Windows

Server 2008 R2, Windows 7, or earlier)

Tk Progress status
| Create SCS virtualdisk — Cormpleted
| Completed
Select from the initiator cache on the target server Creste iSCSi target —Corpleted
Set CHaP ——Ccrpleted
Completed
Completed

‘Assign SCS virtualdisk to trge! EE—— Corpleted

r /P 07[ SZ"V@I’Z
© Enter a value for the selected type

Type: Value: /
1P Address | [192.168255.150 =

o]

Figure 22.3: Finishing the installation
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¥ Downloads
& Music

&=/ Pictures

8 videos Drive X which Server 7

. Local Disk (C)

¥4 CD Drive (D) Virtua /
« Server1-iSCSI (X:)
—

=~ RajeevShared (\\ser

can accessed

=~ RajeevShared (\\ser
¥4 CD Drive (D) VirtualE

& Network

Figure 22.4: Server2 accessing the X drive

Also ensure that data deduplication is enabled for X:.

Bl » e reretosean

Figure 22.5: Enabling Data Deduplication using either GUI or Powershell
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STEP 22

23.1 Performance baseline for serverl and server2

e Take a sample performance baseline for serverl and server2.
A performance baseline is basically taking a snapshot of the server’s performance (CPU, mem-
ory, disk, network) when everything is healthy, so you can compare later if things go wrong.

Volumes > RajeevShared PART22_BASELINE.ps1
logman create counter "ServerlBaseline" -c
"\Processor(_Total)\% Processor Time","\Memory\Available MBytes","\LogicalDisk(_Total)\% Free Space"
"\Network Interface(x)\Bytes Total/sec"
-si 15 —o "C:\project\ServerlBaseline.html"

logman start ServerlBaseline
timeout /t 300
logman stop ServerlBaseline

Figure 23.1: Powershell script used to generate the baseline

e Save these baselines as serverlbaseline.html and server2baseline.html in the C:project folder on
serverl.

Computer name

Domain m
project X +
& ™ @] J > ThisPC > Local Disk(C) > project
® New T Sort = View
E3 Videos Name Date modified
RajeevShared D certificates 4/18 31 AM
System32 = SampleBaselineServerl.html_000001 4/19 0 AM
|44 Server1Baseline 4/19/2025 5:20 AM
Figure 23.2: Server 1 Baseline
B
@ v« Local Server @I ]7A Manage Tools  View Help
5 PROPERTIES
i# Dashboard . For server2 TASKS v
TREC] shel
{8 DH( File Edit View Tools Debug Add-ons Help
2 ONs & H (WP N B =8| Boo|mm.

W File ; | PART22 BASELINEPs1 X

reate counter “SampleBaselineServer2” -c "\Processor (_Total)\¥ Processor Time","\Memory\Available MB
2 tart SampleBaselines: 2

3/t

4

top sampleBaselineserver2

PS C:\Users\Admi

RAJEEVKHOODEERA> C:\DFSR0Ots\PART22_BASELINE.psl
The command comp ccessfully.
The command comp’ uccessfully.

¥ 1 = |Project - o X

« v 1 1 « local Dis.. > Project v U serchpro. £
Name
3 Quick access
B Server2Baseline htm!_000001

H O Type here to search Hi M O3 % B o~ 217 AM

4/19/2025 B

Figure 23.3: Server 2 Baseline
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STEP 23

24.1 Windows Server Update Services

e Configure serverl as a WSUS server that provides updates to the computers within the domain
(do not download the updates — only download the Windows Update Catalog).

Some key steps for installing and using WSUS server are :

— Install WSUS Role on Serverl

Click Manage — Add Roles and Features.
Click Next — Next until you reach Server Roles.

w N

Check Windows Server Update Services.

>

Under Role Services, select: WSUS Services : Windows Internal Database (or use
SQL Server if you have one, but WID is fine for basic setup)

— Post-Install Tasks : Select your content location — Pick a folder where WSUS will store
updates (example: D:\ WSUS ).

— Perform First Catalog Synchronization

1. In WSUS console, right-click Serverl — Synchronize Now.
2. WSUS will connect to Microsoft, and only pull metadata (Windows Update Catalog).

g = .
i - = Add Roles and Features Wizard
‘&z Add Roles and Features Wizard X =
|
| -
Add features that are required for Windows Server Select role services
Update Services? b
Select the role services to install for Windows Server Update !
You cannot install Windows Server Update Services unless the ws - .
following role services or features are also installed. ne ole services
1t
ID Connectivity
4 NET Framewlork 4.8 Features A b WSUS Services
4 WCF Services {0 [] sQL Server Connectivity
HTTP Activation ]
4 Remote Server Administration Tools [} mg Wsus
4 Role Administration Tools te Role Services
4 Windows Server Update Services Tools e .
Content
APPIRT Powershell cmal®ts
[Tools] User Interface Management Console %51 Windows Server Update Services Configuration Wizard:SERVER1
4 Web Server (lIS) = . " )
onnect to Upstream Server
4 Web Server .g 1 B
4 Application Development 4 Download update information from Microsoft Update
ASP.NET 4.8 i Before You Begin v To configure Windows Server Update Services on the following screens, we need to app
Microsoft Update your upstream server and proxy server settings and synchronize information about avail
Include management tools (if applicable) Improvement Program updates.
E"”"’“;‘""‘;” E555 Information to be downloaded includes:
Add Features Cancel Pty oy SSver )
Choose Languages Types of updates available
Chotee Priucsy Products that can be updated
Choose Classifications. R e
Configure Sync Schedule Click Start Connecting to save and download upstream server and proxy server informat
Finished This process might take several minutes or longer, depending on your connection speel
What's Next

Stop Connecting

Figure 24.1: Installation of WSUS server
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<

i Server Manager

®

]
=0

' B =

[ (]

G, g 2

?I

=

WsuUs

ﬁ' Update Services

Dashboard
Local Server
All Servers

AD C5

AD DS

DHCP

DNS

File and Storage
[

MPAS

Print Services
Remote Access

WDs

,ﬁ Update Services
~ 357 SERVER1

> E Updates

v m¢ Computers
w m¢ All Computers
E¢ Unassigned Com)
~ m¢ Domain compute
B servers
E% Downstream Servers

## Synchronizations

& Reports
Options

‘i;.j File Action View Window Help
= 5|5

®

Options

ot
+= | This view allows you to configure settings on your server.
=

Update Source and Proxy Server

You can choose whether this Windows Server Update Services server synchronizes
from Micresoft Update or from an upstream Windows Server Update Services server
on your network,

Products and Classifications
You can specify the products for which you want updates and the types of updates
you want.

Update Files and Languages
You can choose whether to download update files, where to store downloaded files,
and which update languages you want te download.

Synchronization Schedule
You can choose to synchronize manually or set a schedule for daily automatic
synchronization,

Figure 24.2: WSUS server on Serverl - PDC
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STEP 24

25.1 Installation and configuration reports using PowerShell

In this section of the report, sample powershell scripts are executed to get details of all services that
have been installed throughout the project (all these files are included in the project zip file).

25.1.1 DHCP (scope, lease, etc): filel.txt
25.1.2 WDS: file2.txt

25.1.3 Active Directory - OUs & GP: file3.txt
25.1.4 VPN: filed.txt

25.1.5 FailOver servers: file5.txt

25.1.6 DFS: file6.txt

25.1.7 SAN: file8.txt

25.1.8 WSUS: file9.txt

25.1.9 iSCSI: file10.txt

25.1.10 IP configuration : filell.txt
25.1.11 Firewall Profile: filel5.txt
25.1.12 Timezone: filel6.txt

25.1.13 DNS: file18.txt
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BONUS

26.1 Bonus 1: IIS / Docker container

26.1.1 Installation of Docker

The following steps are used to install docker as an IIS Container on Server 3 (Windows Server 2022
which is hosted on the Linux Laptop):

e Install-WindowsFeature -Name Containers Install the Containers Feature
e Install-Module -Name DockerMsftProvider -Repository PSGallery -Force

e Invoke-WebRequest " hitps : //download.docker.com /win/static/stable /1864 /docker—24.0.7.zip” -
OutFile”C : \docker.zip”

e Expand-Archive -Path "C' : \docker.zip” — DestinationPath”C' : \docker”
e Copy-Item ”C' : \docker\docker\ *” — Destination” C' : \ ProgramFiles\ Docker” — Recurse

e $env:Path +=";C : \ ProgramFiles\ Docker” |Environment|::SetEnvironmentVariable("Path",
env : Path, [System.EnvironmentV ariableTarget] :: Machine)

e dockerd —register-service
e Start-Service docker

e docker version or docker info

Figure 26.1: Installation of Docker container on Server 3

26.1.2 Pulling and running the container

e Pull the IIS image
docker pull mcr.microsoft.com/windows/servercore /iis
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e Run the container
docker run -d -p 80:80 —name myiis mer.microsoft.com/windows/servercore/iis

It is important to note that :

— Runs the container in the background (-d)
— Maps port 80 on the host to port 80 in the container (-p 80:80)

— Names it myiis

a PowerShell ISE B Windows PowerShel ISE
Fle Edit View Tooks Debug Addons Help Fle it View Tooks Debug Addons Hep
a » ) g ] =] a » )
RajeeuDockernsallps] | Untteddpst X - / Uniitea2 ps1"(Recovered) | UntitecBpst® X
1 Expand-Archive -Path "C:\docker. zip" -DestinationPath "C:\docker

Copy-Ttem "C:\docker\docker\"" -Destination "C:\Progran Files\Docker” -Recurse

7 Senvipath « am Files\pocl
[Environae:

";Ci\Progr cer
nt]: SetEnvironnentvar iable("Path”, SenviPath, [System. Environmen

A
:
6
s
H

1n30 Col28 1n 220 Col28

= Rajershared (1

Oitems

P Type here to search

Figure 26.2: Pulling the IIS container from Windows website and naming it myIIS

26.1.3 Check running containers

The running container can be checked using docker ps and the output is shown as follows :

X @ 15 Windows Semer
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] lHos geldiniz | oon oo .
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Figure 26.3: Checking if docker is installed and getting the running docker container
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26.1.4 Testing the IIS
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Figure 26.4: Testing the IIS container from Server 1 and from Client 1 (Windows

26.2 Bonus 2: Failover Clusters
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26.6:

Bonus 3: Going beyond....in the cloud

In this section, we shift our focus from on-premise to cloud management of devices using three main

platforms provided by Microsoft namely :

26.3.1 Microsoft Entra ID

Tasks

Overview

Mi&osoft Entra Connect Sync

Device options

Copyright © 2023 Microsoft Corporation. Al rights reserved. Device systems Forest @ Authentication Service @  Enterprise Admin @
scp rajeevkhoodeeram.com Microsoft Entra ID v | RAJEEVKH
\Administrator
Configure
Optionally, if you don't have Enterprise Admin credentials for a forest, download this PowerShell script to
i configure the SCP offline. @
Y Sy —— Download ConfigureSCP.ps1
lcoms Configuring
Tasks " N
Configuring Microsoft Entra Connect Sync services.
Overview —

Connect to Microsoft Entra

Connect to Microsoft Entra

Hybrid Microsoft Entra ID j

r——
SCP configuration

The service connection point (SCP) is used by your devices to discover your Microsoft Entra ID tenant
information. If your devices are in different forests, each forest needs an SCP. Microsoft Entra Connect

can configure the SCP for you and also provide a script for you to configure the SCP.

Select the forests where you want Microsoft Entra Connect Sync to configure the scp. @

Figure 26.7: Synchronization using Entra Connect from Server 1
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Figure 26.8: All devices from on-premises are now visible on Entra platform online

26.3.2 Microsoft Intune
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Figure 26.9: On-premise Devices as they appear on Microsoft Intune
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Figure 26.10: On-premise Users as they appear on Microsoft Intune
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Figure 26.11: Groups of on-premise as they appear on Microsoft Intune

26.3.3 Microsoft Azure
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Figure 26.12: Installation and configuration of Azure Arc on Server 1 (1)
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Figure 26.13: Installation and configuration of Azure Arc on Server 1 (2)
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Reflection

27.1 Concluding words

Completing the Windows Server Administration course has been a transformative experience for me,
both technically and professionally. After completing the Windows Client Administration, now we
are armed with the skills on how to administer the Windows Server and some key services to deploy
on an enterprise network. Over the past weeks, I had the opportunity to work hands-on with core
services like DNS; DHCP, WDS, DFS, VPN, Certificate Authority (CA), and RRAS, each of which
forms the backbone of a modern enterprise network infrastructure.

This journey allowed me to move beyond theoretical knowledge and develop real-world skills in
configuring, managing, and troubleshooting critical server roles. I gained a solid understanding of
how DNS and DHCP work together to manage name resolution and IP address assignments within a
domain (including scope, exclusion, etc). Setting up WDS taught me the value of automation in op-
erating system deployments, and working with DF'S deepened my appreciation for efficient, resilient
file sharing across the network. Configuring VPN and RRAS services provided me with hands-on
experience in enabling secure remote access — an essential skill in today’s remote and hybrid work
environments. Setting up a Certificate Authority (CA) also gave me insight into how public key in-
frastructure (PKI) supports authentication, encryption, and digital security within an organization.
I go beyond the requested deliverables to acquire extensive hands on using cloud facilities provided by
Microsoft namely Entra ID, Intune and Azure, which allow me to mimic a real-life network settings
in an entreprise.

Throughout the course, I developed stronger troubleshooting skills, improved my PowerShell
scripting capabilities, and built a solid foundation for advanced topics such as high availability, dis-
aster recovery, and security hardening. I also learned the importance of planning and documentation
— ensuring that every configuration is both functional and maintainable. Above all, this course
reinforced the value of patience, structured problem-solving, and continuous learning in the IT field.
It was incredibly rewarding to see a fully functioning network, built from scratch, come together as
the result of careful planning and execution. I convey my sincere gratitude to Mr Mohammed Ghori
for providing ongoing support to the class with additional materials.

I feel more confident than ever stepping into roles that require Windows Server expertise, and I

am excited to continue expanding my skills further in systems administration, cloud integration, and
cybersecurity, and the adventure continues...
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