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Problem Definition
PART 1

1.1 Question

In this project, you deploy and configure Windows clients within an enterprise
environment. It is worth 40% of your final grade. It consists of two main parts :

e Server configuration (here Windows 2025)

e Client configuration (here Windows 11)

Server
Windows 2025
1721601

Windows 11

17216.x00x

Figure 1.1: Current setup

1.2 Step 1.Optionally remove any existing virtual machines
from the class within Hyper-V Manager on your Win-
dows host .

Kindly note that with the exception of Windows 11 which is on VMFusion,the Windows 2025
server is on UTM. All these virtualization are on a MacBook Pro AppleM3 which acts as the
host. Earlier versions of Windows could not be installed due to ARM architecture requirement

of the MAC host.

Name
“ VIRTUAL MACHINES

B Windows 11 64-bit Ar...
B Windows 11 64-bit Arm

R Windows 11 64-bit Arm 2
B Windows 11 64-bit Arm

Figure 1.2: Configuration used in this project



Client and Server Configuration
PART 2

2.1 Target : This part will consist of configuring the server
and as such covers Steps 2 to 6 as part of the Project.

2.2 Step 2 : Virtual Switches - External and Private

Ensure that you have the same two virtual switches within Hyper-V Manager that
we used in class:

e An external virtual switch that is bound to the network interface on your host
OS that provides Internet access

1 WindowsServer2025

4 Server Manager

@ v Server Manager * Local Server

B PROPERTIES
% Dashboard . For DCO'
o
i All Servers [ name S—
W3 File and Storage Services b Detais...

Only one network interface by default

(renamed as External)
Initially no services

installed

Figure 2.1: Initial setup with no Services and only one network interface - External

e A private virtual switch

Figure 2.2: Adding a private switch or another network interface



2.3 Step 3 : Creating DC01 - Windows Server 2025 (in
my case !!

Create a Hyper-V virtual machine called DC01 (2GB of RAM minimum, connected
to external virtual switch) and install Windows Server 2019 Standard Edition. In
this section, the steps to install the Windows Server 2025 are listed.

Figure 2.4: Properties of Windows Server 2025

2.4 Step 4 : Configuring Active Directory

On your DC virtual machine:

e Set the correct time/zone
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Figure 2.5: Changing Timezone

¢ Disable Windows Firewall for all profiles

@ Firewall & network protection

B Domain network
]
o 1 Private network

@ Public network (active)

. [———

Figure 2.7: Checking timezone and firewall

¢ Rename your network interface to External. Note the IP address obtained
from DHCP on this External IP for a later step
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Figure 2.8: External interface and its DHCP address (here 192.168.2.195) which will be used
later for Wkstn01

e Change the computer name to DC01 (rebooting afterwards).
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o ‘ Server Manag %> Local Server
jces b

f
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R
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Figure 2.9: Renaming Windows Server to DCO1

e Install AD DS and configure your system as a domain controller for a new
forest and domain called yourname.com (where yourname is your full name).



RAJEEVKHOODEERA\Administrator

Figure 2.11: Configuring domain name (fullname.com) —> rajeevkhoodeeram.com

2.5 Step 5 : Adding a second network interface

Within the virtual machine Settings for DCO1 in Hyper-V Manager, add a second
network interface that is connected to the private virtual switch.

2.6 Step 6 : Configuring DHCP server

Within your DCO01 virtual machine:

¢ Rename your second network interface to Private and configure a static IP
address of 172.16.0.1 (subnet mask 255.255.0.0).
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Figure 2.12: Adding a second network interface

L_. Private
s

W~ jeevkhoodeeram.com
PRO/1000 MT Network C...

Networking  Sharing
Connect using:
Internet Protocol Version 4 (TCP/IPv4) Properties X
I Intel(R) PRO/1000 MT Ne lk
General

This connection uses the followin ~ You €an get IP settings assigned automatically if your network supports

this capability. Otherwise, you need to ask your network administrator

EClient for Microsoft Netw  for the appropriate IP settings.

13 File and Printer Sharing

QoS Packet Scheduler

-, Intemet Protocol Versiol @y yse the following IP address:

1. Microsaoft Network Adag

4 Microsoft LLDP Protoca TP address: 172.16 .0 . 1
. Intemet Protocol Versior

(O Obtain an IP address automatically

[m}

Subnet mask: 255.255. 0 . 0
Default gateway 72.16 .0 .3
Install Uni
Description

Obtain DNS server address automatically
Transmission Control Protocol

T 1© Use the following DNS server addresses:
wide area network protocol thi
across diverse interconnected

Preferred DNS server: 2.6 .0 . 1
Alternate DNS server: 1
(D validate settings upon exit Advanced.

ok Cancel

Figure 2.13: Configuring Private network interface

Install the DHCP Server role, authorize it in AD, and configure a new scope
that hands out the range 172.16.0.100-172.16.0.200 (subnet mask 255.255.255.0).
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Figure 2.15: Configuring the DNS scope

e Install WDS and configure it to deploy the boot.wim and install.wim from
your Windows 10 DVD ISO, ensuring that computers are not automatically
joined to the domain following the imaging process.
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Figure 2.16: Configuring Windows Deployment Server
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Figure 2.17: Configuring install images
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Figure 2.18: Configuring boot images
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x86 (UEFI) architecture:
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Figure 2.19: Ensuring computers are not automatically joined to the domain

2.7 Step 7. Create a virtual machine called WkstnO1

This step has been skipped but WDS has been installed on the server DCO1.

2.8 Step 8 : Change the network interface within virtual
machine Settings of Wkstn01 to use the external vir-
tual switch

CA-2025-Project2 - W

Figure 2.20: Disabling the private switch and enabling the External switch to be used by
Wkstn01

2.9 Step 9 : Perform an upgrade of your Windows 10 sys-
tem to Windows 11.

Unfortunately, this step could not be carried out due to the ARM architecture of the MAC
host which require ARM-enabled operating system and as such only Windows 11 flavors are

10



available to install.

2.10 Step 10 : Windows Client configuration : WkstnO1

On your Wkstn01 virtual machine:

e Set the correct time/zone.

. Time & language > Date & time ®  adminisraor Time & language > Date & time

[ Qe ——
9:07 A4,
207 RS sogers im. it o Benco 12:07 AM
MarEh 211 0500)Chen ind a seting Q. March22 2005
(v (UTC-0500) Eastern Time (US & Canada) A F—
[}
ey ) Home ® urcoson

® 5 urc.os00 Haana o spem

O Home

Fegion
© =

ime (US & Canada)
o system

0 Buetoots & deices @ Some o these settings are managed by your organiztion

™
(UTC-05:00) Inciar

@ Network & internet © Bivetooth & devices

/ personaiization
[ - ‘- O i ion cor

Activate now

@ Network &internet

Figure 2.21: Changing timezone for Wkstn01

e Rename your network interface to External.

Settings

[ ] Administrator
Administrator@rajeevkhoodeeram.c...

Wkstn01
VMware20,1
Rename

Home

External Windows Update
System (= Connected e Last checked: 2 hours ago

Bluetooth & devices

© You need to activate Windows before you can personalize
Network & internet [} your PC.

Personalization Activate now

BN 0001 D

Apps

Figure 2.22: Renaming network interface to External

e Change the computer name to Wkstn01 (rebooting afterwards).

]
« v A @ ContlPanel 5 Suctsm and Security Microsoft Windows X
Computer Name/Domain Changes X Bae You must restart your computer to apply these
nce
You can change the name and the membership of this e § and resolve changes
computer. Changes might affect access to network resources trol settings ‘
Before restarting, save any open files and close all programs.
! ewall
E an app thro
Computer name: s [
1 Whstn01 4 Restart Now Restart Later
[cessor speed —
[ Fi# computernane o See the name] L
Wistn01 arfanet Apple siliéon  2.00 GHz
| = k1D jsdo | Ch
Member of "
© Doman /indows 7)|
7 | Restor]
rajeevkhoodeeram com| fge. ) $7 | Resto
O Work tion
Caos

Figure 2.23: Renaming computer name
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e In the properties of your External network interface, configure a static DNS server address
of IPofDC (where IPofDC is the IP address on the External interface on DCO01 that you
recorded earlier in Step 4).

Windows11-Client2

| « Network and Intern... > Network Connections > c Search Network Connections 0
iis network device Diagnose this connection Rename this connection > =0 O
.: External
- - -
Networking  Sharing Internet Protocol Ver{pn 4 (TCP/IPv4) Properties
Connect using; General Alternate Configuration

I vmnet3 Ethemet Adapter 1

You can get IP settings assigned automaticaly if your network supports
this capabilty. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

This connection uses the following
) B Clent for Microsot N o | (© Obtain an IP address automatically
T Fie and Printer Sharingf (O Use the following IP address:
¥ B80S Packet Scheduler
Wy Intemet Protocol Version
[ 4 Microsoft Network Adapt
M . Microsoft LLDP Protocol
™ 4 Intemet Protocol Version

(O Obtain DNS server address automatically
Unil @ Use the following DNS server addresses:

Description Preferred DNS server: 192.168 . 2 .195
Transmission Control Protocol/|
wide area network protocol thal Alternate DNS server:

across diverse interconnected {

(0 validate settings upon exit Advanced...

Figure 2.24: Configuring static DNS server address of Wkstn01

e Join your Windows system to the yourname.com domain (where yourname is your full
name: FirstnameLastname).

. R o —*u]

“ed|nm Lol X

Name

WKSTNO!
vevice name.

ofJ

400GB

Figure 2.25: Connecting Wkstn01 on domain rajeevkhoodeeram.com

e Log in to the domain using the domain Administrator account and install the Remote
Server Administration Tools (RSAT).

12



. & setings

- ®  Administrator Apps > Advanced app settings

Adminisuator@rjeekhoodeeram

P —T

Other user

) Home

o system

0 suetcotn8d

@ Network & inf

/ Personalizatio

settings & serings

Admiristrator Apps > Advanced app settings @  Adminisrator System > Optional features

Administrstor@rajeevkhaodeeram.c. W scminsor@rseekhosdesrams

remote server =

) Home t. Act: t T 9.0.1.0
o spstem

0 suetootn 8

@ Netvork & in R tor OODEERA> restart]
/' Personalizatiof

| BE Apps

Figure 2.26: Installing RSAT on Wkstn01 using Powershell

13



2.11 Step 11 : Within Active Directory Users and Com-
puters (either on DCO01 or within RSAT)

e Create a Marketing OU under your domain.

=
] Active Directory Users and Computers

File Action View Help

e 2@ 0 XEEE Bm B aETah
] Active Directory Users and Com|| Name Type Description
’ f SB_VEdehUEHIES &Administratur User Built-in account for ad...
v 3\3 "je::iltiz( Delegate Control... Security Group... Members in this group c...
’ S Compt Find... Security Group... Members of this group ...
> [2] Domai Ch Ds ==
> ange Demain...
5 [ Foreigr 2 X Security Group... Members of this group t...
:» = Manag Change Domain Controller... Security Group... Members in this group c...
| Users Raise domain functional level... Security Group... Members who have ad...
Operations Masters... Security Group... Members who have vie..,
New > Computer
All Tasks > Contact
Refresh Group
InetOrgPerson
Properties msDS-ShadowPrincipalContainer
Help mslmaging-PSPs
%Enterpnse Key Admins RERQGue Bl
%Enterprise Read-only D... Organizational Unit
%ExternalTrust Accounts Printer
%Forest Trust Accounts User
82, Group Policy Creator ... Shared Folder

Create a new ohiect...

Figure 2.27: Creating the Marketing OU

ctiie Diractan: ears and

f New Object - Group X
¢
= % Createin: rajeevkhoodeeram,com/Marketing T
>
™~ Group name:
Marketing

Group name (pre-Windows 2000):

Marketing
Group scope Group type
(O Domain local © security

© Global

(O Universal

(O Distribution

o]

Cancel

Figure 2.28: Creating the Marketing Global group with Rajeev.Khoodeeram (1)

e Create a user for yourself (Firstname.Lastname) within the Marketing OU that has a
password of your choice.

14



sa

& Active Director
File View Help

e nEl 48 XE

Action

nd Computers

[P aETER

E=H

] Active Directory Users and Com
> || Saved Queries
v [ rajeevkhoodeeram.com

> [ Builtin
] Computers
5 [2] Domain Controllers
> [] ForeignSecurityPrincipalf
> [ Managed Service Accour
5] Users
5| Marketing

Figure 2.29: Creating the user Rajeev.Khoodeeram

N New Object - User

& Create in:

Password:

rajeevkhoodeeram.com/Marketing

Confirm password: ssssscee

[] User must change password at next logon
[[) User cannot change password

a
[[) Account is disabled

< Back Next > Cancel

in Marketing OU

& Active Directory Users and Computers — (] *
I File Action View Help
i = = = ] pe . [
== ‘ L] £ B8 ‘ XE Q= ‘ H 21 Rajeev Khoodeeram Properties 7 X
g f‘,‘t';’e D;’e‘“”?' Users and Com|| Name Type Remote control Remote Desktop Services Profile COM=
’ é‘ a.ve thuer;es % DnsUpdateP... Security General  Address  Account  Profle  Telephones  Organization
v = ;_JESV 'It'uo seram.com 2 Domain Ad...  Security Member Of Dialin Environment Sessions
> uiltin . .
o D Co.. S
> [ Computers %Domam CO Se(urlg Member of
o . omain Con... Securi
z g EDorr;::S:::rti;:g:r:dpall %Domain Gue... Security Name Active Directory Domain Services Folder
3 [ Managed Service Accour %Domain Users Securi Domain Users khoodeeram.co:
. 5 Markegting %Enterpnse A Secun& Marketing rajeevkhoodeeram.com/Marketing
| Users 5& Enterprise K... Security
% Enterprise R... Security
% External Trus... Security
5& Forest Trust ... Security
%Gmup Polic... Security |-
8.3 Guest User
%Key Admins  Security
E, MSOL_8668... User Add... Remove
% Protected Us... Security
S Rajeev Khoo... User Primary group: Domain Users
B2 RAS and IAS ... Security
. = There is no need to change Primary group unless
£ Read-only D... Securit Set Primary Group yoi; have Macirtosh cients or POSIX-compliant
5& Schema Ad... Security applications
Services
Performance
Cancel Help
BDA racibte

Figure 2.30: Verification of user

Rajeev.khoodeeram (see Member of) in Marketing OU

e Create a Marketing Global group that includes your user account.
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Actiie Diractan: Lears 2nd Coanmnsstass

New Object - Group X

Createin:  rajeevkhoodeeram.com/Marketing —

&

¢ vl #ln n_]-

Group name:
Marketing

Group name {pre-Windows 2000):

Marketing

Group scope Group type
() Domain local © security
© Global O Distribution
(O Universal

o

Figure 2.31: Creating the Marketing Global group with Rajeev.Khoodeeram (2)

e Move the WkstnO1 computer account into the Marketing OU

] Active Directory Users and Computers =
File Action View Help
ex|p@ 40| XB2 BRI aETaE

: Active Directory Users and Com|| Name Type Description
> [7] Saved Queries o
- i
v (3 rajeevkhoodeeram.com Add to a grpup.
>4 i““m" Disable Account
| Computers
> (2] Domain Controllers ResstAccount
» [l ForeignSecurityPrincipal Move...
» | Managed Service Accour Manage
| Users
5] Marketing All Tasks >
Cut
Delete
Properties
Help

Figure 2.32: Adding Wkstn01 in Marketing OU (1)

KE HE P aETE%

“om|| Name Type Description
£ WKSTNO1 Computer
Select Groups X
ipaly Select this object type:
cout| Groups or Builtin security principals Object Types...

From this location:
rajeevkhoodeeram.com Locations...

Enterthe object names to select (examples):
(Marketing Check Names

Advanced... m Cancel

Figure 2.33: Adding Wkstn01 in Marketing OU (2)
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B HE R RETHSR

mil Name Type Description

8 WKSTNOT Computer
nal
aur
Active Directory Domain Services X

o The Add to Group operation was successfully completed.

[ Tec ]

Figure 2.34: Confirmation of Wkstn01 in Marketing OU
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2.12 Step 12 : Within Group Policy Management (either
on DCO1 or within RSAT)

e Create a GPO called Marketing Lockdown.

Q. groug Policy Management

& @ Apps  Documents  Settings  Folders  Photos >
Best match
Group Policy M&\agemem

B system &

Settings Group Policy Management
System
Edit group policy >
(5 Snap Groups setting > 2 open

82, Edit local users and groups > B8 Runas administrator

£2  Run s different user
Customize how to group similar

> " .
windows B openfile location

. L . 2 Pinto Start
Options to group similar windows

on taskbar 5 Pinto taskbar

(@ Show snapped windows in taskbar,

Figure 2.35: Launching the Group Policy Management window

5 Group Policy Management - o X

£ File Action View Window Help MR

e nm o @6 Em

15 Group Policy j com

~ A\ Forest: rajeevkhoodeeram. | Siaus {ioyced Group Policy Objects Group Polcy Inhertance  Delegation

~ [ Domains
e
2 ﬁ eV Create a GPO .n:%; e e e, SVOL replication for this domain as it relates to Group
> [ Sites d
Group Policy  Link an Bisting GPO...
% GroupPolicq  Block Inheritance
Group Policy Modeling Wizard...
PR ERE L main controllerfor this domain Change

New Organizational Unit
Search... an
Change Domain Controller... ture status from al of the domain controllers in this
Remove
Active Directory Users and Computers...
View >
New Window from Here

Figure 2.36: Creation of GPO "Marketing Lockdown" (1)

& File Action View Window Help
e an@moEcdm
(& Group Policy Management || rajeevkhoodeeram.com

v A\ Forest Status  Linked Group Policy Objects  Group Policy Inhertance  Delegation
v (% Domains

> sl Thia page showa the status of Active Direclory and SYSVOL repication for s domas
-] Sites Policy.
S8 Group Policy Modeling . oo 52
2 Group Policy Results
Name.
Marketing Lockdown| is domain.
Source Statter GPO:
none)

fthe doms

Figure 2.37: Creation of GPO "Marketing Lockdown" (2)
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|4 Group Policy Management - o0 X

} File Action View Window Help - & X
ez 6lHmE
&, Group Policy j com

J}

£ Forest rajeevkhoodeeram. | gy Linked Group Polcy Obiects Group Policy Inhertance  Delegation
~ (£, Domains A

> 4 rajeevkhoodeeram, Lk Order ~ GPO Erfoced  LikEnabled  GPO Status |

i Sites 1 & Defautt Domain Policy No Yes Enabled 1

Group Policy Modeling 2 1] Marketing Lockdown  No Yes Enabled [

& Group Policy Results

«

Figure 2.38: Creation of GPO "Marketing Lockdown" (3)

e Configure the Marketing Lockdown GPO to restrict users from accessing Settings and
Control Panel.

13 Group Policy Management - o X
(& File Action View Window Help - &%
e 2@ B0l Xl
[ Group Policy Management Marketing Lockdown
v ) Forest: rajeevkhoodeeram.com Scope Detais Seftings Delegation ~Status
~ [ Domains
v &4 rajeevkhoodesram.com Links
1/ Default Domain Policy Display inks in this focation: rajeevkhoodeeram com v
i/ Marketing Lockdown ‘The following sites, domains, and OUs are linked to this GPO.
Domain Controllers =
Marketing Location Erforced  Link Enabled  Patl
Group Policy Objects i rajeevkhoodeeram com No Yes raie
5] Default Domain Controllers P
1=/ Default Domain Policy
= Marketing Lockdown = = 1
Security Filtering

> [ WMIFilters
> [ Starter GPOs

> [ Sites Name

& Group Policy Modeling 82 Authenticated Users

& Group Policy Results

The settings in this GPO can only apply to the following groups. users. and computers:

Add. Remove.

N

WM Filtering
This GPO is finked to the following WMI fiter:

Figure 2.39: Adding restriction to the Marketing Lockdown GPO

= Group Policy Management Editor - o X
File Action View Help
L AN (HENN 7 Mo 4
] Marketing Lockdown [DCOTRA| [T =" Conerol panel
~ & Computer Configuration )
Select an item to view its description.  Setting State
> [71 Policies
> [] Preferences | Add or Remove Programs
~ & User Configuration ~J Display
~ [ Policies  Personalization
> [ Software Settings = Printers
> [ Windows Settings I Programs
v [ Administrative Temp| "I Regional and Language Options
> (] Control Panel Hide specified Control Panel items Not configurc
> [ Desktop Always open All Control Panel ftems when opening Control ... Not configurq
> [ Network

(] Shared Folders
> [ StartMenuand T
> [ System
> (] Windows Compc
7 All Settings
> [ Preferences

Show only specified Control Panel items Not configure]
ettings Page Visibility Not configure;

Figure 2.40: Prohibiting access to control Panel and Settings (1)
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&) Group Policy Manageme
File Action View Help
e 2@z Em Y

Marketing Lockdown [DC01.RA| [T Control Panel
~ (& Computer Configuration

B Prohibit access to Control Paneland ~Setting
> [71 Policies PC setth
> [ Preferences ings 1 Add or Remove Programs
~ 4% User Configuration Edit policy setting A Display
~ [ Policies ] Personalization
> [ Software Settings Requirements: | Printers
> [] Windows Settings || At least Windows 2000 I Programs.

v [ Administrative Temp o oo 1 Regional and Language Options

> (] ControlPanel || picples all Control Panel Hide specified Control Panel items Not configure
> [ Desktop programs and the PC settings app. 12| Always open All Control Panel ltems when opening Control ... Not configur
> B Network i set s Control. [ Prohibit access to Control Panel and PC settings Not configurq

[ Shared Folders m:;yﬁ'e"js‘;';“fg":a:z‘h': “#€ i Show only specified Control Panel items Not configure

> [ StartMenuand T|
progi

> 71 System ndf A Prohibit access to Control Panel and PC settings % a X
> ] Windows Compe]| a rest
[ Al Settings Pane || Prohibit access to Control Panel and PC settings Previous Setting | | Next Setting
> [] Preferences their
This: O Not Configured ~ Comment: 12, Configure the Marketing Lockdown GPO to restrict users from accessing -
Pane Control Panel and Settings
The ¢ © Enabled
File E .
O Disabled
This ¢ Supported on: At jeast Windows 2000 -
from

— \ Ete v

Figure 2.41: Prohibiting access to control Panel and Settings (2)

B Windows11-Client2

Windows11-Client2

© Restrictions

° “This operation has been cancelled due to restrictions in effect on this computes, Please
contact your system administrator.

Figure 2.42: Verification of the restriction to control Panel and Settings

e Link the Marketing Lockdown GPO to the Marketing OU.

|' 1% Group Policy Management = 0 X | e adon Vew Hep
(& File Action View Window Help -lex e |mE=HE
alleollEER = G| HE 3 st £ ir M Policy
e amlk IXcl@m= 6 Computer Configuraton (I~ . N
& Group Policy Management Marketing Lockdown > [ Policies “’;E""‘V'“"‘"”’"‘ ;;::"XEM;;‘;DHMMCO 5 ><
Preferences a ;
~ 4\ Forest: rajeevkhoodeeram.com Scope Detals Setings Delegation  Siatus . v; e
~ [ Domains b 9
Links v [ Policies Comment
R Display ks in this location: ! 2 1% Softwses S
51/ Default Domain Policy &y m v v [ Windows Seftings @ ‘Object. Chck the Fand Now button to stat the search. This might
i/ Marketing Lockdown The following sites. domains, and OUs are linked to this GPO l [ Scripts (Logon/Ld ME*V“””E‘BW&’
> [ Domain Controllers > T Securiy Settings
Marketing Location Erforced  Link Encbled  Path > @ Do &
Group Policy Objects 5] Matketing V Yes Yes = | R S T—
Defptem@REmR Controllers|| | i raieevkhoodeerah com No Yes ricev] > (31 Administrative Temp)

[re———
> [ Preferences aieevkhoodesran.com Marketng V

=Y
> [ Sterter'® Security Filtering
> [ Sites ‘The settings in this GPO can only apply to the folowing groups. users, and computers:
¥ Group Policy Modeling I}
2, Group Policy Results Name
82 Authenticated Users

oK Cancel

Figure 2.43: Linking Marketing Lockdown to Marketing OU

e Modify the Default Domain Policy GPO to ensure that users in the domain must have
complex passwords that are a minimum of 10 characters in length, and must be changed
every 30 days.
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idowsServer2025

[F Newtab

3 (a

x +

Search or enter web address

favt =/ Group Policy Management Editor

File Action View Help

e 2@ Xz H

s}

1=/ Default Domain Policy [DCO
~ & Computer Configuration
~ (] Policies

> [ Software Settings

v [] Windows Settings

> (] Name Resolut

2] Scripts (Startu
Ba Security Settir
~ 3§ AccountP

<

> & Eventlog
> [ Restricted
> [ System Se

> [ Registry
> [ File Systen
> Eaf Wired Net
> [ Windows|

1 Network L

i Wireless N

Policy
5 Enforce password history

[ Maximum password age

{3 Minimum password age

[ Minimum password length

{5 Minimum password length audit

4] Password must meet complexity requirements
[ Relax minimum password length limits

1] Store passwords using reversible encryption

Policy Setting
24 passwords remembered
42 days

1 days

7 characters

Not Defined

Enabled

Not Defined

Disabled

Figure 2.44: Modifying Default domain policy

' Group P
File Action View Help

e nEXE R

Default Domain Policy [DCO
~ {8 Computer Configuration
v [ Policies

> (7] Software Settings

v (] Windows Settings

> (7] Name Resolut

Scripts (Startu
Security Settir

Local Polic
Event Log
(A Restricted
A System Se
(7R Registry
& File Systen
Fif Wired Net
= Windows |
[ Network L
> Eaf Wireless N
> [ Public Key
Software F

Bl v v

Policy
[ Enforce password history
& Maximum password age
[ Minimum password age
& Minimum password length
) Minimum password length audit
14 Password must meet complexity requirements
{44 Relax minimum passw  pfinimum password length Properties
i) Store passwords using
Secuty Poicy Setting  Explain

? Minimum password fgth

8 Define this policy setting
Password must be at least
characters

Modifying this setting may affect compatibilty with clients, services,

AL and applications.

Policy Setting
24 passwords remembered
42 days

1 days

7 characters

Not Defined

Enabled

For more information, see Minimum password lencth, (3823659)

File  Action

View Help

e 2@ XE HmE

L=/ Default Domain Policy [DCO'

{4 Computer Configuration
~ [ Policies

> [] Software Settings

~ [ Windows Settings

Name Resolut

=} Scripts (Startu
S

I

<

3 Local Polic
4| Eventlog
(4 Restricted
4 System Se

=] Windows |
= Netwnrk |

Policy
L4 Enforce password history

) Maximum password age

{5 Minimum password age

{5 Minimum password length

{5 Minimum password length audit

4/ Password must meet €N taimum password age Properties
] Relax minimum passworc

1 Store passwords using rey  Securty Policy Setting  Explain

jﬁ' Maximum password age
{8 Define this policy setting

Password wil expire in
30 + | days

Policy Setting

24 passwords remembered
42 days

1 days

10 characters

Not Defined

Figure 2.46: Implementing password policy to be changed every 30 days

Let us do a final check to see if the password policy has been correctly implemented.
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W RETER

New Object - User g = ~

& Createin:  rajeevkhoodeeram com/Users E} Createin:  rjecvikhoodeerom com/Users
« When you cick Fish, the following object wil be created
ord Re  First name: testpassword Initals: 1 v e
Full name: testpassword policy
I
o policy , Userlogon name:testpasswrd pocy @rgeevkhoodeeram.com
rdRef  Ful name: testpassword policy ‘The password never expires.
e Active Directory Domain Services
testpassiord polcy] @raesvkhoodesrameom
_— Windows cannot set the password for testpassword policy
because:
User logon name (pre-Windows 2000): e

The password does not meet the password policy

RAJEEVKHOODEERA\ testpassword policy requirements. Check the minimum password length

password complexity and password history requirements.

Security Group..
Back Next > Cancel Security Group... Members of this aroup ...

Securitv Graun...  Decianated administrata..

Figure 2.47: Testing of password policy of 10 characters minimum

2.13 Step 13 : Accessing Settings / Control Panel

© Restrictions

° This operation has been cancelled due to restbytions in effect on this computer, Please
contact your system administrator.

Figure 2.48: Verifying access to Control Panel - Access is denied

2.14 Step 14 : Permissions and System Restore

Log off Wkstn0O1, and log in again as the domain Administrator.
e Add your domain user account (Firstname.Lastname) to the local Administrators group.

e Create a folder called C:\FirstnameShare on your computer and share it, ensuring that
only your domain user account has Full Control share permission.

> THSPC > LocalDisk(©) >

Figure 2.49: Other users are denied access to the shared folder
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e Set the NTFS permissions on the C:\FirstnameShare folder to ensure that your do-
main user account (Firstname.Lastname) has Full Control (leaving existing permissions

in place).
Permvssluns x TichancedsecutySetios o Reeshore o x
Share Permissions

Name CRsjeevshare

Group or user names Owner: Administators (WKSTNOT Admiistors) Change

$2 Everyone
82 Administrators (WKSTNO1\Adrministrators)

' Domain Users URMEEVKHOODEERA Domain Users)

Auditing _ ffectve Access

RAJEEVKHOODEERA\Admin... Al
WKSTNON Adrministrtor) Al
Add Remove a.
52 Dormin Users (RAUEEVKHOODEERA Dot All
Pemmissions for Domain Users Alow Deny
Full Control a 0
Change [} O
Read a O

| e

| Cancel Aoply

Figure 2.50: Setting NTFS permission on the shared folder (Domain users only)

Create a System Restore checkpoint.

Computer Name Hardware Advanced System Protecton  Remote.

;é Use system protection to undo unwanted system changes.

System Restore

You can undo system changes by
Your computerto a previous restor System Protection

Create a restore point ]
Protection Setings '-
]

by tme are added automatically.
i Local Dik (C) (System)

Creating a restore pont for Project2 - Part 14

| Configure restore setings. manaf

a0 Gt resors poris =
Create a estore pornt night now forthe dives hat G
have aysem ptecton umed an

oK Cancel
|

< 3
, = R

Figure 2.51: System restore (1)

& system Restore

it e A it i
Confirm your restore point st e
X V 4 Your computer wil be restored to the state it was in before the event
) n the Descripton fied below. Svten Paae
{ RTINS e
- Time: 2025-03-22 11:45: 18 PM (Eastern Dayight Time)
I

Descrption:  Manual: Creating arestore pont for rojects2 -
Cond Part 14
Drives: LocalDik (C2) (System)
o
can for affected proaramd
el
-

1F you have dhanged your Windons password recenty, we recommend
that you create a password reset dk.

System Restore needs torestart you conputer to apply these changes.
<tak [ Fmsh | concel

Figure 2.52: System restore (2)
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é Use system protection to undo unwanted system changes.
' Computer Name  Hardware  Advanced System Protection  Remate
-‘é Use system protection to undo unwarted system changes.
System Restore
System Restore
i
]
| ]

You can undo system changes by reverting System Restore.

your computer o a previous restore point. System Protection

System Protection 0 The restore point was created successfully.

]
ProteclY | Cresting a resiore ponbe: E ] bl
Avail I ’s ’ 1
1 Confiure retore setngs, manoge dsk 0C8.  Conpure
Configure restore settings. manage disk space, Create arestore now forthe dives that &
| Sl poirts Configure. [y e i et L Crate
Create a restore point right now for the drives that Croate, oK Cancel o
have system protection tumed on. - L]

Figure 2.53: System restore (3)

e Create an exception in Windows Firewall for DOOM traffic (TCP port 666).

4@ Vindows efenderFrewal with Advanced Securty
Fie Acion View Hep

s 2@ = Bm

< || Fiterty protie
v || ey stte
¥ fiterby Goup

View
@ Refresn
3 Bponlist

B ver

Figure 2.54: Exception in Windows Firewall for DOOM traffic (1)

P New Inbound Rule Wizard M New Inbound Rule Wazard

Protocol and Ports

Action
Spectythe prtocols and prts 0 which 1 e pples
Specythe
Stepa:
Steps: o RieType Does thande sy to TCP or UDP?
@ Rue Type W o Prtocs and Pot o
@ Protocol and Ports o cton O uoe
@ Acton 2 i o Prtie
Name
@ Profie Does s e sopl ol ocal ports o pecic oca pts?
- () Allow the connection f it is secure oy
@ Name - ) =
© Specific local ports: 566
Rule node. e 80,43 50005010
© Block the comection &

P New Inbound Rule Wizard

Profie
| Spectythe protesfor which this e apples.

Figure 2.55: Exception in Windows Firewall for DOOM traffic (2)
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X | A<tons

DOOM TRAFFIC - WCA - PROJECT#2 Properties
Inbound Rules
Prtocosand Pots  Scope  Advanced  Local Princpals  Remote Users shoor [ New Rule
| Gener Programs and Services Remote Computers E"”;" T Filter by Profile
atTe
1| Gonemt amete | || 7 Fiterby Stte
! Name: serh | | 7 Fierby Group
L o wersc| | view
! RO0OM TRAFFIC - WCA - PROJECTE) oy
| == ot heren
| Thisis used as part 14 of the poject 2 WCA (Mar nostic Exportist
| 225 nostic |[ [ Help
sostic
| e 2| coowmmarnc- wea-procr
{ Tcp1 || @ Disabie Rule
|| pActen W | g cu
% O Alowthe comnection e -
| |/ e . | #y
! & O Mowthe comection ¥ tissecre |3 Teon |[3¢ Deiete
i \Coor Propeties
{ oo | B
© Bock the comection VCoor °
1 1Coo [N
i
i
i
|

Figure 2.56: Exception in Windows Firewall for DOOM traffic (3)

e Enable WinRM (test remote PowerShell access using Enter-PSSession from DCO01).

il Inbound Rules
r = Windows Remote Management (HTTP-In) Properties F
Name i

Windows Media P Protocols and Ports Scope Advanced  Local Principals  Remote Users
Windows Media P General Programs and Services Remote Computers
Windows Media P
Windows Media P
Windows Media P General
Windows Media P

? Name
Windows Media P s JWindows Remote Management (HTTP-In)}
Windows Media P

Windows Media P

| Inbound rule for Windows Remote Management via
Windows Medial WS-Management. [TCP 585]
Windows Media P

Windows Media P @ Enabled
Windows Media P
Windows Peer to f

This is a predefined rule and some of its properties cannot
be modified

Description:

Action

Windows Peer to f ) 9 Allow the connection %
Windows Peer to | L& O Allow the connection f it is secure

Windows Peer to f

€ Windows Remote

Windows Remote.

@ Windows Remote

Windows Remote

& Wireless Display (1

@ Wireless Display In

Wireless Portable [

Wireless Portable |

& WFD ASP Coordin

& WFD Driver-only )

& WFD Driver-only (I OK Cancel A

O Block the connection

Figure 2.57: WinRM activation

[ Administrator: Windows Powershel ISE
File Edit View Tools Debug Add-ons Help
S b 4 a ® | 8B mo

Ps C:

PS C:\Users\Administrator> Enter-PS:
cndlet Enter-PSSession at command p
Supply values for the following paramet.
ComputerName: Wkstn01

Ent c C

PS C:\Users\Administrator> |

Figure 2.58: Testing remote PowerShell - In case Firewall or any other issue
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a

Debug Add-ons Help

o x | =

Fle Edt View Toos

JEEVKHOODEERA\ Do xit

on ~ComputerName Wkstn01 ~

‘edential rajeevkhoodeeran. con\rajeev. khoodeera)

B Administrator: Windows PowerShell ISE
File Edit View Tools Debug Add-ons Help
Bool e

Administrator> Enter-
Tine position 1

on _at_command

for the following parameters:
ComputerName: Wkstn01

[Wkstn01]: PS C:\Users\Administrator. RAJEEVKHOODEERA\Documents>

B Administrator: Windows PowerShell ISE

Tools Debug Addons Help

Figure 2.59: Remote Powershell is working either as administrator or any authenticated user

on the domain
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Step 15 : Powershell - Client (Wkstn01)
PART 3

3.1 Target : Log off Wkstn01, and log in again as your
user (Fname.Lname)

e Access your shared folder and create a new file within it called SecretData.txt that con-
tains a line of your choice. Next, encrypt the SecretData.txt file using EFS.

& - (6] J > ThisPC > LocalDisk(C) > RajeevShare

£) Home

SecretData
R Gallery ‘ |

Figure 3.1: File SecretData.txt is encrypted - see Yellow lock on the file icon

e Open PowerShell as Administrator and run the following commands

gpresult /v /z >c:\file9.txt

Get-TimeZone >c:\file10.txt

Get-NetIPConfiguration >c:\filel1.txt

Gwmi win32_ product >c:\filel2.txt

net share firstnameshare >c:\file13.txt

icacls c:\firstnameshare >c:\filel4.txt
Get-ComputerRestorePoint >c:\filel5.txt
Get-NetFirewallRule >c:\file16.txt.

test-wsman >c:\file17.txt

cipher c:\firstnameshare\SecretData.txt >c:\file18.txt

S R A T A S

—_ =
— O

. tar —a —c¢ —f ¢\ yournameWkstn01.zip c:\file*.txt
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3.2 gpresult /r /z >c:\file9.txt

The gpresult command in Windows is used to display Group Policy information for a system
or a user. It helps to diagnose and view the Group Policy settings applied to a computer or
user, and it can be useful for troubleshooting Group Policy issues.

: Eastern Standard Time
: (UTC-05:00) Eastern Time (US & Canada)

: Eastern Standard Ti
: Eastern Daylight UM
: -05:00:00

rue

Figure 3.2: Showing group and group policy set earlier for Wkstn01

3.3 Get-TimeZone >c:\filel0.txt

The Get-TimeZone cmdlet in PowerShell retrieves the current time zone of your system (here
Wkstn01).

Id : Eastern Standard Time
DisplayName : (UTC-05:00) Eastern Time (US & Canada)

file12 StandardName : Eastern Standard Tii
DaylightName : Eastern Daylight Tiw
s BaseltcOffset : -05:00:00
SupportsDaylightSavinglime : True

Figure 3.3: Verification of the correct time zone (EST) in Wkstn01

3.4 Get-NetIPConfiguration >c:\filell.txt

The Get-NetIPConfiguration cmdlet retrieves detailed network adapter configuration informa-
tion, including IP addresses, DNS settings, and default gateways. Here, the server 192.168.2.195
(DCO01) is also acting as the DNS server and they are both on the same "external" switch.
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PS C:\WINDOWS\system32> Get-NetIPConfiguration >c:\filell.txt

PS C:\WINDOWS\system32>

B « file13.0xt file18.txt fileoogtxt  alifilestxt B +

File Edit View

IPv4Address
IPv6DefaultGateway
IPv4DefaultGateway

InterfaceAlias : Ethernet
3 7

InterfaceDescription : vmxnet3 Ethernet Adapter

Figure 3.4: Getting the network configuration of Wkstn01 which is configured to access the
server on the same subnet (192.168.2.xx)

3.5 Gwmi win32 product >c:\file12.txt

The command gwmi Win32 Product retrieves a list of installed applications on a Windows
system using Windows Management Instrumentation (WMI).

PS C:\WINDOWS\system32> Gwmi

File  Edit  View L] e B
Version : 14.40.33810
Caption : Microsoft Visual C++ 2022 Arm64 Runtime - 14.40.33810

: {12618131-AA9A-4DAE-9387-CE4417955B9F }
Name : SQL Server 2022 Shared Management Objects
Vendor : Microsoft Corporation
Version 002
Caption

Vendor
Version
Caption

Identifyinghumber : {161B8D12-C41B-4ACF-9BB5-E1FEE6788869}
Name : SQL Server 2022 Database Engine Shared

Figure 3.5: Example of installed applications - see PowerShell

3.6 net share firstnameshare >c:\filel3.txt

The net share command is used to manage shared folders on a Windows computer. By default,
everyone gets read-only access to a share. Here, the domain users have been granted Full access
to RajeevShare, everyone else has READ-ONLY access.
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PS C:\WINDOWS\system32> Gwmi win32_product >c:\file12.txt

PS C:\WINDOWS\system32>

file10.txt file12.txt file1s X > -

(I
a
a

>

File Edit View

Share name RajeevShare

Path C:\RajeevShare

Remark

Maximum users No limit

Users

Caching Manual caching of document

Permission Everyone, FULL DENY "j
BUILTIN\Administrators, FULL J

The command completed successfully. I

Figure 3.6: Showing network share in Wkstn01

3.7 icacls c:\firstnameshare >c:\filel4.txt

The icacls command is used to view, modify, backup, and restore file and folder permissions
(Access Control Lists, or ACLs) on Windows systems. Kindly note the flags OI (Object in-
herit), CI (Container Inherit), and F (full) which are used to define inheritance and permissions
settings. for example F is for Full Access and OI allows files to inherit the permissions from

the parent folder.

PS C:\WINDOWS\system32> <cacls C:\RajeevShare >c:\fileld.txt

PS C:\WINDOWS\system32>

B < allfilestxt  filenaxt filet22.txt  filela X > +
File Edit View

[ :\RajeevShare RAJEEVKHOODEERA\Administrator:(OI)(CI)(F) g
BUILTIN\Administrators: (0I)(CI)(F)
NT AUTHORITY\SYSTEM: (OI)(CI)(F)
RAJEEVKHOODEERA\Domain Users: (0I)(CI)(F) V

Successfully processed 1 files; Fai processing @ files

Gl a3 Secuty < T Network access &
ot e e Folder
Rasevshwe | Choose people on your network to share with
S

Netwodk Peti Typea click Add, o click the
WKSTNO! \RajeevSi

Share
Advanced Shamg

Set custom permissons. |
‘advanced sharng option

Read/Wiite ¥

% Advanced Sharing
Read/Wiite ~

Figure 3.7: Kindly note that the shared folder RajeevShare is expected to be accessible to local
administrators and domain users
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3.8 Get-ComputerRestorePoint >c:\file15.txt

The Get-ComputerRestorePoint cmdlet is a PowerShell command that is specifically used to
retrieve information about restore points on a computer.

= - 0 x
B flesm x |+
File  Edt  View o & ©
Description Sequenceliumber  EventType
45:18 M Creating a restore point fo... 1 BEGIN_SYS...
& system Restore x
Ve
™~ | p o TS restore port o Promcts?2- o
Ones: Local Dk C1) Gystem)
=)
- § a
-
2 |
|

I you have changed your Windows pasard recenty, we recommend
that you Greate 8 passord reset dsk.

.
Befre you sroceed, save any open fes and dose ol prograns.

<o [P ) canca

Figure 3.8: Cross checking of the restore point created earlier (see matching date/time and
Description)

3.9 Get-NetFirewallRule >c:\filel6.txt.

The Get-NetFirewallRule cmdlet is used to retrieve Windows Firewall rules on a system. It
allows you to view all configured inbound and outbound rules, along with their properties like
action, direction, and protocol.

1 DOOM TRAFFIC - WCA - PROJECT#2 Properties X L
B e fiet6 x + -
Fie  Edt  View o - Protocolsand Pots ~ Scope  Advanced  Local Principals ~ Remote Users \
Displayiime e To e wea eecrer = PR Felefiues
Description RIS 5 used a3 part 18 of the PrOect 12 - WA

(har 2025) General
DisalayGroup ]
Grou ' Name:
EENIIDOOM TRAFFIC - WCA - PROJECT#2]

Direction Description:
Action
EdaelravecsalPolicy I This is used as part 14 of the project #2.- WCA (Mar
LonseSourcetasaing 2025
W

| @ Enabled

! Action

: 5 O Alowthe connection |

L & O Allow the connection f t is secure [}

-

Figure 3.9: Verification of the DOOM rule created earlier (see matching name and description)
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3.10 test-wsman >c:\filel7.txt

The Test-WsMan cmdlet is used to test Windows Remote Management (WinRM) connectivity
on a local or remote computer. It checks whether the WinRM service is running and properly
configured on the target machine.

ator . RAJEEVKHOODEERA> T

rg/wb
ra/wb

Figure 3.10: Testing Remote Management Connectivity

3.11 cipher c:\firstnameshare\SecretData.txt >c:\file18.txt

The cipher command is used in Windows to manage encryption on files and directories, partic-
ularly with the Encrypting File System (EFS).

TR RN v

= file17.txt file18.txt X +

File Edit View

Listing C:\RajeevShare\
New files added to this directory will be encrypted.

E SecretData.txt

Figure 3.11: Checking encryption status of SecretData.txt ("E’ prefixing the filename means
Encrypted)

3.12 tar —a —c —f c:\yournameWkstn01.zip c:\file*.txt

The tar command is typically used for archiving files and directories in Unix-based operating
systems but has been integrated also in Windows. It stands for "tape archive" and is used to
create, extract, and manage compressed archives.

In this case, we are compressing all the files (*) into rajeevWkstn01.zip (which is bundled as
part of the project submission).
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Dll<Ethry N %= Local Disk (C:) X + - o X
2025-03-24 12:4 P filelo.txt - ; s O > sk
2025-04-03 3 filell.txt
2025-04-03 12 filel2.txt

Local Disk (C) >

2025-03-24 filel3.txt - i - il B e
2025-04-03 21 fileld. txt ) Home ‘

2025-03-24 18 filel5.txt e

2025-93-24 20 filel6.txt Ry Gatlery e

2025-64-63 02 filel7.txt @ Onediive e

2025-93-24 25 B filel8.txt s

2025-93-24 12:42 file9. txt

2020-84-01 us <DIR> Rerflogs & Destoop e

2025-83-25 23 <DIR> Pggran Figffs L Dowelosds fieta

2025-63-13 19 <DIR> Profems®iles (x e flels

2025-03-06 131 <DIR> rajeev-PW N : file16

2025-93-24 37 <DIR> RajeevShare 1 Pictures s

2025-62-25 31 <DIR> SQL2622 e

2025-64-03 11:10 <DIR> Users

2025-83-22 3 <DIR> Windows RajeesWistnd 20250401 209PM___ Compressed . Py

10 File(s) 1,059,9U6 bytes

Dir(s) 18,201,772,032 bytes free

item selected 44.0KB

® ©

N

C:\>tar -a —c —f C:\Rajeevitkstn®l.zip C:\filex.txt| C:\> \ stndl.zip C:\Filex txt
letter from member names

Figure 3.12: Compressing all files which starts with file* into the zipped file RajeevWkstn01.zip
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Step 16 : PowerShell - Server (DCO01)
PART 4

4.1 Target : Log in to your DCO01 virtual machine, open
PowerShell as Administrator and run the following com-
mands:

1. gpresult /r /z >c:\filel.txt

2. Get-TimeZone >c:\file2.txt

3. Get-NetFirewallProfile >c:\file3.txt

4. Get-NetIPConfiguration >c:\file4.txt

5. Get-DhepServervdScope >c:\fileb.txt

6. Get-WdsBootImage >c:\file6.txt

7. Get-WdslInstalllmage >c:\file7.txt

8. Get-ADOrganizationalUnit >c:\file8.txt

9. tar —a —c —f ¢:\yournameDCO01.zip c:\file*.txt

i PROPERTIES
Domain Nindows Update
T Disk (C) X 4+
Micr er Firewal (6] >
s

) New )
O Videos Name D
Wind
= New Volum .
H [ file1
e Local Disk (C ) fie2
System32 [0 file3 P
Remotelnsta C] filed 16 P\
[ files A
EVENTS B
All events | 715 total 8 This PC [E] fies .
[ fite7 P

Figure 4.1: All files generated for this section
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4.2 gpresult /v /z >c:\filel.txt

The gpresult command in Windows is used to display Group Policy information for a system
or a user. It helps to diagnose and view the Group Policy settings applied to a computer or
user, and it can be useful for troubleshooting Group Policy issues.

oo

File Edit Format View e

" USER SETTINGS

CN=Administrator,CN=Users,DC=rajeevkhoodeeram, DC=com
Last time Group Policy was applied: 3/24/2025 at 6:00:26 PM

Group Policy was applied from: DCO1.rajeevkhoodeeram. com
Group Policy slow link threshold: 50 kbps

Domain Name: RAJEEVKHOODEERA

Domain Type: Windows 2008 or later
Applied Group Policy Objects I

Marketing Lockdown

The following GPOs were not applied because they were filtered out

EVENTS

Figure 4.2: Getting the group policy of the server or PDC (see extract for the Marketing
Lockdown policy)

4.3 Get-TimeZone >c:\file2.txt

i PROPERTIES

For DCO1
Computer name DCo1 Last installed updates
Domain rajeevkhoodeeram.com Windows Update

7 file2.txt - Notepad
File Edit Format View Help

Microsoft [ |

Remote m:
Remote De : Eastern Standard Time
_ | DisplayName : (UTC-B5:8@) Eastern Time (US & Canada)
NICTEam ¢t andardiiame : Eastern Standard Time
Edernal  paylighthame : Eastern Daylight Time
Private | BaseltcOffset : -85:00:00
Azure Arc | SupportsDaylightSavingTime : True
Remote S5

Figure 4.3: Checking Time/Zone Settings for the server DCO01

4.4 Get-NetFirewallProfile >c:\file3.txt

The Get-NetFirewallProfile command in PowerShell is used to retrieve the Firewall profile
settings in Windows. It allows you to view the current configuration of the Windows Firewall
on your computer, including whether the firewall is enabled or disabled for the different network
profiles: Domain, Private, and Public.
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& Domain network (active)

Firewall is off,

PROPERTIES
Turn on
. For DCO1 }
pCo1

Computer name Last installed updates

Domain rajeevkhoodeeram.com Windows Update % Private network
F Firewall is off.
| file3.txt - Notepad
File Edit Format View Help Tumen
Microsoft { |
Remote mi
Remote De EamZI d I @ Public network
NI~ Tazmin na = Firewall is off.
Turn on
* Name : Public
" Enabled : False
[
, Name : Private
Enabled : False

Figure 4.4: Firewall settings for network profiles : Domain, Private and Public

4.5 Get-NetIPConfiguration >c:\file4.txt

This cmdlet is used to get information about the IP configuration of network adapters on the

local machine. It displays details such as the IPv4 and IPv6 addresses, subnet masks, default
gateways, and DNS servers for each network interface.

BB PROPERTIES
. For DCO1

Computer name DCO1 Last installed updates

Domain rajeevkhoodeeram.com Windows Update

Nﬂ filed txt - Notepad

File Edit Format Vie Help
Microsof

Remote InterfaceAlias
Remote | INterfacelndex

: Private
1 6
InterfaceDescription = PRO/100@ MT Network Connection #2
NetProfile.Name : Unidentified network
et IPv6Address : £d73:310d:49e0:5edc: 5ca:4bla: f914:3b76
MVEE IPvdAddress 1 172.16.0.1
Azure A TPyEDefaultGateway  : v
Remote ! IPv4DefaultGateway

DHSServer H |

NIC Tean

External

InterfaceAlias
Interfacelndex

InterfaceDescriptiol pd/1000 MT Network Connection
evenTs NetProfile.Name FERTified network

HEY,
All events | IPvdAddress 1 192.168.2.195 V

IPv6DefaultGateway

Filter IPv4DefaultGateway : 192.168.2.1
: DHSServer codl

Figure 4.5: Getting details of the network interfaces on the server, DCO01
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4.6 Get-DhcpServerv4Scope >c:\file5.txt

The Get-DhcepServervdScope PowerShell cmdlet is used to retrieve information about IPv4
DHCP scopes on a Windows DHCP Server. It helps administrators manage DHCP config-
urations by displaying details such as the scope ID, subnet mask, name, lease duration, and

address range.

= Ea
'] X
File Action View Help
- - Genersl DNS  Advanced

e 2B XE 6=
7 DHCP | Scope
v § DCOlrajeevkhoodeeram.com

v I IFX Last Update

3 Server Options Scope name:

v | Scope[172.16.0.0] PXE sc/ Start IP address;
£} Address Pool
@ Address Leases End IP address:

> [E Reservations

Scope Options e w::
d| Policies Lease duration for DHCP clients

ters not started 4/3/2025 2:43:53 PM

4| Policies @ Limted to:
> [#| Filters l - Ho
- urs:  Minutes:
> B Ipve [ o=
d =l
P
= [m]

1| fileS.txt - Notepad

File Edit Format View Help

ScopeId SubnetMask Name state EndRange Leasepuration

172.16.0.0 255.255.255.@ PXE scope-2025 Active 172.16.0.100 172.16.0.20@ 8.00:00:00

o’

Figure 4.6: Listing some details of the DNS and its scope

4.7 Get-WdsBootlmage >c:\file6.txt

The Get-WdsBootImage cmdlet is used in Windows Deployment Services (WDS) to retrieve
information about the boot images that have been added to the WDS server.
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T Add Rokes and Festures Wiz - 0 x T 234 Roles and Features Wanrd. - o x

=

Figure 4.7: Installing Windows Deployment Services

Coca )

Figure 4.8: Configuring the boot image (Remotelnstall /boot.wim)

4.8 Get-WdslInstalllmage >c:\file7.txt

The Get-WdsInstalllmage cmdlet is part of the Windows Deployment Services (WDS) Power-
Shell module, and it retrieves information about the install images (the OS images used for
installation) available on a WDS server.
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| L ]
File Action View Help

e 206 Bm
oa
Vindow: Deployment Senv e
1ot B Windows Deployment Senv 8 Add Image Wizard 9 |
~ B Severs
ve v [ DCOLmevihoode  Wmage Fle e e
st images ion
£ Boot images
3 Pending Devicer
a8
it Muttcast Transn
e
A1 5 [ Active Directory Prestag Pl locaton:
E sl e e Hote Bt
Nete: The defo boct Boct e st
rtalaton DVD n the \Saurces foder
Flomsion shout maaes i saae e
Bk e Concel

Figure 4.9: Configuring the boot image (Remotelnstall/image.wim)

DCO1 Properties X

i Mubicast Advanced Network TP
e General PXE Response AD DS Boat Chent DHCP -

Unattend file 05 Ver:

When enabled, installation options on the chent computer are defined
using the settings in the Windows Deployment Services client unattend this vie
here.

amb4 archiecture
xB6 (UEFI) archtecture:
%64 (UEFI) archtecture:

Joining a Doman
{8 Do ot join the chent to & domain after an instaliation

Clent Logging
(O Enable clent loggng
Logong Level

0K Cancel Apply

Figure 4.10: Client must not be installed by default on the domain

4.9 Get-ADOrganizationalUnit >c:\file8.txt

The Get-ADOrganizationalUnit cmdlet is used in PowerShell to retrieve Organizational Units
(OUs) from Active Directory. OUs are containers within Active Directory used to organize and
manage objects like users, groups, and computers.
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B PROPERTIES
. TASKS

7 fileB.txt - Notepad - ] X
File Edit Format View Help

city

Country

Distinguishedname : oI COMMPBRiG. s , DC=rajeevkhoodeeram, DC=com
LinkedGroupPolicyObjects, CH={6AC1786C-B16F - 11§ 945F -@8C@4fBIB4FI}, CN=Policies, CN=

system,DC=rajeevkhoodecNgm, DC=com}

ManagedBy i

Name : Domain Controllers

ObjectClass : organizationalunit

ObjecteuID 5189e64-071f-4239-8390- cageeibice2c

Postalcode

state

streetaddress

city

Country

Distinguishedname : OU=Marketing,DC=rajeevkhoodeeram,DC=com
LinkedGroupPolicyobjects : {}

Managedey :

Name : Marketing

Eob]ectclass : organizationa
A objectauiD 1 27c17a39-dee7-adcd-

PostalCode :

State :

StreetAddress : »

Figure 4.11: Checking the OU "Marketing" has been correctly created on DCO1

4.10 tar —a —c —f c:\yournameDCO01.zip c:\file*.txt

The tar command is typically used for archiving files and directories in Unix-based operating
systems but has been integrated also in Windows. It stands for "tape archive" and is used to
create, extract, and manage compressed archives.

In this case, we are compressing all the files (*) into rajeevDCO01.zip (which is bundled as part
of the project submission).

- - e = —_—
Silissss MdnipisEratasseded List: tar -tf <archive-filename>
c:\>dir Extract: tar —xf <archive—filename> < o™ (6] Q >
Volume in drive C has no label. Create: tar —cf <archive—filename>
Volume Serial Number is DOCD-32C7 Help: tar —help ® New
Directory of c:\ c:\>tar —cf RajeevDCOL.zip file*.txt
©3/24/2025 07:08 PM filel.txt : e L
: ilel.tx : . . filel
©3/24/2025 07:11 PM file2.txt : tar —tf <archive-filename> = CD Drive (€ 8
03/20/2025 07:13 PM file3.txt Extract: tar —xf <archive—filename> [ file2
©3/24/2025 ©7:16 PM Bdy Fileu. txt Create: tar —cf <archive—filename> [il (EESNEENNNIVNIN B
04/03/2025 02:47 PH 128 fileS. txt Help:  tar —-help file3
©3/24/2025 07:U4 PM 5U file6.txt v = CDDrive (D)) [ filed
:53 PM file7.txt :\>tar -czvf RajeevDCOL.tar.gz filek txt
:55 PM file8.txt filel.txt > Drivers [5] fites
:29 PM <DIR> . "
©3/24/2025 10:66 PH  <DIR> » file2. txt > 4 Network [ fte
9U/01/2024 03:02 AM  <DIR> file3.txt [ files
41 PM <DIR> Program Files filel.txt
41 PM <DIR> Program Files (x8§ file5.t [0 fites
:38 PN <DIR> Users R
©3/28/2025 09:42 PM  <DIR> Windows Crilel.t 5 RajeevDCOT tar
8 File(s) 45,542 bytes file8. —&
7 Dir(s) 29,141,471,232 bytes free 16 items

:\>dir

c —f c:\RajeevDPl.zip c:\file*.txt

Figure 4.12: Compressing all files which starts with file* into the zipped file RajeevDCO01.tar
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Conclusion
PART 5

5.1 Final takeaways

Completing a Windows client-server deployment requires strong planning, configuration, and
automation skills, and be able to do it is a great achievement. PowerShell scripting, combined
with best security practices, have allowed me to be more efficient. According to my experience
from this project, regular backups, monitoring, and policy enforcement will ensure Active Di-
rectory, networking, DHCP, and DNS services run smoothly (which is critical for a network
administrator).

In this project, many networking services have been successfully installed and configured which
have allowed me to get a solid understanding of 3 main concepts : networking (IP addressing,
subnets and some networking commands like ping, nslookup, etc), client-server configuration
on domain and last, security enforcement through firewall and group policies. Example of
services installed for this project are :

e Active Directory

e Dynamic Host Configuration (server - DHCP)

Domain Name Server (DNS)

Remote Server Administration Tools (RSAT)

e Windows Deployment Server (WDS)

This project has demonstrated how virtualization plays a critical role in deploying and simu-
lating client-server administration. Whether it is for the setting up of Active Directory, DHCP,
DNS, networking, or PowerShell automation, virtualization provides an efficient, cost-effective,
and scalable environment for learning, testing, and deploying I'T infrastructures, and prepares
future IT professionals (like us !!!) for real-world enterprise environments. I am thankful to all
friends in the group who have contributed to some way or another to the increased knowledge
during this Windows Client Administration course at tRIOS college, and I am grateful to Mr
Mohammed Ghori for his valuable guidance.

For years, I was primarily focused on software development, but now I'm expanding my
expertise into networking (is this called getting out of your comfort zone ?). This
Diploma in CyberSecurity and Cloud Computing provides another layer of skills - I am just
starting loving it, and it seems that the journey is going to be fun...
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